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***
BEGIN CHANGES
***
6.5.1
Granularity of Authentication and Access Control by AP

The AP is configured per AS if the particular application or applications served by the AS is in need of an application specific user security setting, see definitions in TS 33.220 [3]. This user security setting may contain the public user identities in the authentication part of the USS. The authorisation part of the USS may contain indications, which of the applications residing on the AP, and the Application Servers behind the AP, a user is allowed to access.
NOTE:
There are two ways of implementing application specific user security settings (USS). One can either assign a GSID (GAA Service Identifier) to each application and store multiple USS in the BSF/HSS or one can assign a GSID to the AP and store a single USS in the BSF/HSS. In the latter case the USS contains identity and authorization information for all the ASs/applications served by the AP. Unless indicated otherwise, the term "application specific user security settings" refers to both implementation options.
6.5.1.1
Authorised Participant of GBA

The AP checks that the UE is an authorised participant of GBA. Access is granted on success of the basic GBA mechanism, i.e. the HTTPS client in the UE sends a valid B-TID and performs digest authentication with the NAF specific keys received from BSF.

The AP is configured not to request an application specific user security setting from BSF for the AS named in the request. Depending on configuration of BSF the AP may receives the private user identity (IMPI) from BSF.

This case shall be supported by AP.

NOTE:
This case may apply when all subscribers of an operator, but no other users, are allowed access to operator defined services. The BSF may not send the IMPI out of privacy considerations or because the AP does not need it. If the BSF does not send the IMPI to the AP, the user remains anonymous towards the AP; or more precisely, the B-TID functions as a temporary user pseudonym.

6.5.1.2
Authorised User of Application

The AP is configured to request an application specific user security setting from the BSF. Depending on the policy of the BSF, the AP receives the application specific user security setting and the private user identity (IMPI) from the BSF. Access is granted if allowed according to the application specific user security setting received from BSF.

The AP may do further checks on user inserted identities in the HTTP request if required according to clause 6.5.2.4.

This case shall be supported by AP.

NOTE:
If there is no application specific user security setting configured for an application, this case reduces to authentication according to clause 6.5.1.1.
*** END OF CHANGES
***
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