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**************** Start of changes ****************
6.4.5.1
MSK message structure

The following applies for both streaming services and download services:

-
The structure of the MIKEY message carrying a MSK key shall be according to Figure 6.5. (For handling of unknown MIKEY extension payloads in MGV-F, cf. clause 6.5.3.).  

-
The actual MSK key that is delivered is kept in the KEMAC payload. Only one MSK key shall be transported in the KEMAC payload.

-
The format of the EXT payload is as described in chapter 6.4.4.

-
The MIKEY-RAND is used to derive e.g. encryption and authentication keys from the received keys. It is sent in all the MSK delivery messages. A UE and BM-SC shall support a MIKEY-RAND of 128-bit. For a specific MSK (identified by the MSK ID including the Key Number part) within an MBMS streaming or download session, the same MIKEY-RAND shall be used in MSK delivery messages for all UEs. This ensures that all UEs will use the same MIKEY-RAND for MTK message processing, cf. clause 6.5.4.
-
The identity payloads of the initiator's and responder's IDs shall be included in the MSK transport messages. IDi is the ID (i.e. FQDN) of the BM-SC (i.e. NAF‑ID without the Ua security protocol identifier) and IDr is the ID of the UE's username (i.e. B‑TID). The ID Type field of IDi and IDr payloads shall be set to value 0 (=NAI).  As the content of the IDi field is not a NAI, but a FQDN of the BM-SC, the ID Type field of the IDi payload shall be ignored by the receiver and the ID data field shall be handled as a text string.

NOTE:
NAF-ID without the Ua security protocol identifier (i.e. FQDN of BM-SC) is used to identify a server while a NAI identifies a user, 
-
The Type subfield shall be set to value 2 (=TEK) in the KEMAC payload in all MSK delivery messages.

-
The KV (Key validity period) subfield shall be set to value 2 (=Interval) in the KEMAC payload in all MSK delivery messages.

-
The Key Validity Data subfield is present in the KEMAC payload when MSK is transported. The field defines the  validity time for MSK in terms of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID). The lower limit of the interval defines the original value of SEQl to be used by the MGV-F (see clause 6.5) and the upper limit of the interval defines the SEQu. The BM-SC shall never set SEQu to its maximum possible value.

-
The use of NULL algorithm in the MAC alg field is not allowed.

-
The use of NULL algorithm in the Encr alg field is not allowed.

The following applies only for streaming services:

-
Only one CryptoSession can be transported in the field CS ID map info for streaming. 

-
The #CS field shall be set to one, and CS ID map info shall be present in the MSK message.

-
The CS ID map type subfield shall be set to “SRTP-ID” as defined in RFC 4563 [16].

-
The SP payload shall be used only with streaming services.

-
Security Policy (SP) payload shall include information for the security protocol such as algorithms to use, key lengths, initial values for algorithms etc. 

-
The BM-SC shall ensure that the UE has received the SP payload before the SP payload needs to be applied in the streaming service. 

-
The BM-SC is not allowed to change the SP payload anymore once the streaming service using that SP has started for the first time.

-
The BM-SC shall include the SP payload when the MSK delivery was triggered by the UE using the MSK request procedure or the MBMS User Service Registration procedure, otherwise it is optional for the BM-SC to include the SP payload into MSK delivery messages.

-
An SRTP key derivation rate of zero shall be used. The BM-SC can achieve this either by explicitly signalling a key derivation rate of zero via MIKEY SRTP policy (RFC 3830 [9]) or by omitting this parameter in MIKEY SRTP policy as the default key derivation rate of SRTP is zero.

The following applies only for download services:

-
The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK message.

-
The CS ID map type subfield shall be set to “Empty map” as defined in RFC 4563 [16].

-
The SP payload shall not be included in the MSK messages.
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Figure 6.5: The logical structure of the MIKEY message used to deliver MSK.
For use of brackets, cf. section 1.3 of RFC 3830 [9] (MIKEY)

**************** Next changes ****************
6.4.5.3
MTK message structure

Following requirements apply for both streaming and download services:

-
The structure of the MIKEY message carrying a MTK key shall be according to Figure 6.7. (For handling of unknown MIKEY extension payloads in MGV-F, cf. clause 6.5.4) 

-
The actual MTK key that is delivered is kept in the KEMAC payload. Only one MTK key can be transported in the KEMAC payload.

-
The EXT payload has format as described in clause 6.4.4. 

-
The #CS field shall be set to zero, and no CS ID map info shall be present in the MTK message. 

-
The CS ID type map type subfield shall be set to “Empty map” as defined in RFC 4563 [16].

-
Neither shall the SP payload be included in MTK messages.

-
The KV (Key validity period) subfield shall be set to NULL in the KEMAC payload when MTK is transported.

-
The Key Validity Data subfield shall not be present in the KEMAC payload when MTK is transported.

-
The use of NULL algorithm in the MAC alg field in the KEMAC payload is not allowed.

-
The use of NULL algorithm in the Encr alg field in the KEMAC payload is not allowed.

NOTE: 
MIKEY-RAND is not included in MTK messages since the MIKEY-RAND sent within MSK delivery messages is used for MTK message processing, cf. clause 6.4.5.1 and 6.5.4. 
Following requirement applies for streaming services only:

-
 The Type subfield shall be set to value 3 (=TEK + salt) in the KEMAC payload in all MTK delivery messages for streaming services.

-
A 112 bit salt shall be added to the KEMAC payload in addition to the MTK.

Following requirement applies for dowload services only:

-
The Type subfield shall be set to value 0 (=TGK) in the KEMAC payload in all MTK delivery messages for download services.

-
No salt shall be added to the KEMAC payload.
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Figure 6.7: The logical structure of the MIKEY message used to deliver MTK

**************** End of changes ****************
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