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1
Introduction
This pCR removes the editor’s note for call diversion in the KMS based solution form media security in TR 33.829. The editor’s note is resolved by the contribution S3-121104.
A conclusion for call diversion in the KMS based solution is also added.
2
pCR

************* START OF CHANGE 1 ***************
9.3.2.1 
General

If KMS is used, the diverted user must be authorized. In normal use of the KMS-based solution when the caller requests a ticket based on the identity of the intended user, a diverted call will very likely fails as the ticket is not valid for the terminating side. 

One way to support secure communication of CDIV use case, is to require that the KMS should be able to authenticate the diverted-to user. Another option is to allow the diverted to user to decline the call with an appropriate failure code. This would allow the caller to send a new invite with or without security.   

************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 ***************
9.3.2.3
KMS-based solution number 2

This clause does not really propose a new solution but describes how current procedures could be used and handled in call diversion scenarios.  The handling is described in the following step by step description:

0
Tickets prescribing key forking are used.

1
The caller requests a ticket for the intended receiver. The ticket may include other receivers as well.

2
The caller INVITEs the intended receiver using the requested ticket.

3
The INVITE is diverted with the original ticket.

4
The receiver checks if he is an authorized user of the ticket. If he is, he accepts the INVITE. If not

5
The receiver declines the call and responds with an error message indicating that it is not authorized for a secure call using the ticket in the INVITE. The response includes the identity of the receiver.

NOTE: 
A user declining the invitation because he is not authorized to use the received ticket will of course not receive any session keys from the KMS. If an authorized receiver declined the invitation but still resolved the ticket he would get session keys unique for him and thus not the same as another user would get, due to the fact that key forking is prescribed. 

6
The caller checks the error message and notices that the responder was not authorized for use of the ticket.

7
The caller now checks the identity of the responder and notices that it is different from the identity of the intended receiver. 

8
The caller now checks if the responder is authorized and depending on the outcome the caller either continues the secure call or hangs up.
This described handling of call diversion has the benefit that there is no need for new network functionality. Furthermore it leaves the decision on how to handle a diverted secure call to the initiator of the call.
************* END OF CHANGE 2 ***************
************* START OF CHANGE 3 ***************
11.3
IMS call diversion security


This clause includes the conclusions and recommendations for normative work on the media security enhancement for IMS call diversion security. 

No additional security mechanisms are specified for CDIV in the SDES based media plane security solution.

CDIV in the KMS based media security solution is to be handled using existing procedures as described in clause 9.3.2.3. In order to avoid the additional signalling roundtrip and ticket request, it is recommended to make tickets resolvable by everyone.  This is done by setting the intended recipient to the wild carded identity ?@? when the ticket is created.
************* END OF CHANGE 3 ***************

