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1
Introduction
From last meeting, it was proposed to keep in mind the MBMS security usage in group protection. In the last SA2 meeting, solutions of using MBMS for group message were proposed and included in SA2 TR 23.887. So we analyzed when MBMS security can be used in detail.This contribution continues to analyze the feasibility of MBMS security usage in group protection. 
2   Analysis and Proposal
1. Analysis on MBMS security features:
MBMS security features are defined in TS 33.246. The MBMS security architecture is as following:
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MBMS security mainly considers the security issue on single UE using MBMS services, including how to protect UE accessing/leaving MBMS service, and how to protect MBMS service data.
In MBMS system, the UE and the BM-SC use GBA to establish shared keys (MBMS Registration Key, MRK and MBMS User Key, MUK) that are used to protect the point-to-point communication between the UE and the BM-SC and the sending of MBMS Service Key (MSK) from the BM-SC to the UE. After that, BM -SC transfer data protection key MTK in the point-to-multipoint channel to UE protected with the MSK. All UEs can use this MTK key to decrypt the protected data. In MBMS, each UE has no connection for each other, and has no relationship between each other.  And all UE using MBMS services shares the same session key MTK.
2. Analysis on group based security features:
In the group use cases, UEs can be grouped together for the group messaging, charging or policy control facilities etc. to meet the different need of operators. 
2.1 As SA2 has not defined the clear communication model for groups, several kinds of solutions are introduced, e.g. using MBMS and CBS for group based messaging. It can exist the case that the network can broadcast to a group. Here we can observe that SA2 only defined the downlink group data transfer. Here we can see that SA2 only defined very limited case when operator sending triggering/messaging as a normal MBMS user service and distribute related service information to the devices of specific group.
2.2 And also in TR 33.868, it describes that “For the UEs in one group, each may need to communicate with the network individually so an independent session key for each device may be needed.” Under this assumption, there exists the case that UEs in one group can use individual session key for group protection. So both shared same key and individual key cases are all required to be considered.
2.3 So from the SA2 recent progress and SA3 current security requirement, it can deduce that future group protection can have many options, that is to say, a) if it needs to broadcast data in the downlink, the MBMS security can be used. b) But if the data is uplink and also it needs individual session keys to transfer data then MBMS cannot be used since MBMS cannot generate individual session key for each UE. It shall need other authentication mechanisms then. 
3. Conclusion on group based security by using MBMS
Based on the analysis above,
· When it needs to broadcast data in the downlink, MBMS can be used to protect the group message transferred from one MTC application server/MTC SCS to multiple UEs in the group, and in this case, the UEs in one group share secret keys for transfer. 

· When all UEs in one group need to be authenticated together, or UE wants to communicate with MTC application server/MTC SCS/network individually, or UEs wants to send data in the uplink, MBMS security solution can’t be applied.

3   Proposal
We propose to add the following analysis into the current R12 TR
5.7.x 
Solution x – Group based feature security

5.7.x.1
MBMS based method

 MBMS security can provide shared key for data transferring. So it can be used to protect the group message transferred from one MTC application server/MTC SCS to multiple UEs in the group when the UEs use shared secret keys for transferring. 
Otherwise, when all UEs in one group need to be authenticated together, or UE wants to communicate with MTC application server/MTC SCS/network individually, or UEs wants to send uplink data, the current MBMS security solution can’t be applied.
5.7.x.2
Authentication of UEs of a group 
There are two options to authenticate UEs of a group. One option is that network performs two steps authentication: the first is to identify the individual UE and the second is to associate this UE as a member of MTC group. The other option is that network authenticates all related UE in a group together at the same time, by which the authentication solution can be called as group authentication. If such group authentication is used, it can save network resource to combine the two steps into one step.
Editor note: whether or not group authentication can save network resource is ffs. 
7.x.2
Evaluation
Editor note: it is ffs to see if there are any security threats on the group authentication. 

Editor note: How to achieve a balance between network resource saving and solution complexity is FFS.
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