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1. Overall Description:

3GPP SA3 would like to thank ITU-T SG16 for their LS, and would like to inform SG16 of the current work on media security for session based messaging (MSRP) that have resulted in requirements for TLS based protection of media.  SA3 are defining both e2ae based security, where TLS extends between the UE and the IMS AGW (based on self signed certificates and fingerprints), and e2e based security where the IMS AGW do not terminate the security but needs to allow it to pass through transparently. 

SA3 is just finalizing and concluding on the media security study in TR 33.829, where the results concluded will be specified in TS 33.328.  Protocol work for definition of the H.248 Iq reference point between P-CSCF (IMS ALG) and IMS AGW is under responsibility of 3GPP CT4 and will be conducted when SA3 have completed the normative work. 
For the e2ae case of session based messaging security, TLS certificates need to be available in the UE and the IMS AGW while the corresponding fingerprints (which are hashes of the certificates, cf. RFC 4975) are exchanged between the UE and the P-CSCF as part of SDP signalling. SA3 observed that it may be advantageous to exchange the fingerprints over the Iq interface as it is then guaranteed that the fingerprints in the P-CSCF and the certificates in the IMS AGW are always in synch. 

We attach the latest version of TR 33.829 for your information, but please note that this is informative text and work in progress. We also attach a CR to TS 33.328 agreed at SA3#68 regarding the e2ae case of session based messaging security, but we point out that this CR still needs official approval by the 3GPP SA plenary in September. 

We would also like to point out that 3GPP has performed work on TLS profiles, cf. 3GPP TS 33.310, whose latest version is attached to this LS. 

2. Actions:

To ITU-T SG16
ACTION: 
3GPP SA3 would like to ask ITU-T SG16 to take the above into considerations when considering their ongoing work on the H.248 profile for TLS.  
3. Date of Next TSG-SA WG3 Meetings:

SA3 #69
5th - 9th Nov 2012
Edinburgh GB
SA3 #70
21st- 25th Jan 2013
TBD
