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Introduction

As agreed by previous SA3 meeting, the identity of subscriber (e.g. IMSI) is one of privacy sensitive information that should be protected. The purpose of this is to prevent subscriber from being attacked by tracking the identity.
Discussion

In 3GPP network, temporary identity is allocated by the serving MSC/SGSN/MME of the MS/UE to protect the permanent identity (e.g. IMSI) of a subscriber. When serving node is reallocated, temporary identity will get updated. This case is mainly caused by MS/UE’s mobility. 
Nevertheless, in real applications, many MS/UEs are fixed or low mobility. It is unlikely for them to reallocate their serving nodes and update their temporary identities. In this case, it is probably the temporary identity will not be updated timely and the long-term used temporary identity will become a sobriquet of the MS/UE. If eavesdropped, the temporary identity can be actually used by attackers to trace the actions of the subscriber of the MS/UE over an extended period of time, which would seriously affect subscriber identity confidentiality.
Although the way for serving node to update MS/UE’s temporary identity when needed has been defined in TS 23.401, the mentioned risk still exists, as the cases when a serving node should do such a work are not specified. 
So it is proposed the following requirements as shown in the pCR. 
Proposal

Based on above discussion, it proposes to agree following changes in TR 33.868 v0.8.0.
Start of Change 

5.7
Key Issue 7 – Privacy concern
5.7.1
Issue Details
Some types of MTC Devices can be linked to an individual. Contrary to UEs, these MTC Devices are often not under the direct control of the particular individual (i.e. can not turn it off) and may be controlled by an other party. Therefore it is necessary to investigate privacy in the context of Machine Type Communication.
In 3GPP network layer, there are many types of sensitive information. When we analyse the privacy threats, it is necessary to distinguish privacy sensitive information from other sensitive data. In the context of MTC, identity information and location information can be considered privacy sensitive information.

Different parties could invade an individual's privacy due to excessive and/or unauthorised monitoring of privacy sensitive information. 
5.7.2
Threats

Privacy breach due to (unnecessary) collection of location information of an MTC Device that can be linked to an individual.

Privacy sensitive information sent by a MTC device which is not allowed to do so.
Privacy sensitive information requested by or sent towards a MTC server which is not allowed to do so.
If eavesdropped, the temporary identity can be actually used by attackers to trace the actions of the subscriber of the MTC device over an extended period of time, which would seriously affect subscriber identity confidentiality.
5.7.3
Security Requirements

· It should be possible to prevent tracking of location information for some types of MTC Device.location update
· The temporary identity allocated to an MTC device by the network should be reallocated based on operator policy, e.g. after it has been used more than a few number of times, or for longer time than a certain time span, or event triggering is received (e.g. periodic location update). 
· Network should be able to verify whether a message contains any privacy sensitive information.
· Network should be able to perform authorization check of (a) MTC device which is sending privacy sensitive information and (b) of MTC server which is requesting / is receiving the privacy sensitive information.
· Privacy sensistive information transmitted to MTC server via network should be protected.
Editor’s Note: The last three requirements above are FFS. It needs to be clarified why the network should be able to verify if a message contains privacy sensitive information, and what an authorization check in network helps if a device or MTC server has already sent privacy sensitive information.
2nd Change

7.6 
Solution 6 - Privacy Concern

7.6.1
General Description
MTC Devices may be detached from the network when not communicating to prevent unnecessary collection of location information by the network. Hence the MTC Device will not perform mobility management procedures. Only when the MTC Device is triggered or when a given requirement is reached and the MTC Device needs to transmit data to the MTC application, it will reconnect to the network. 
The detach procedure can be either initiated by the MTC device or by the network. Furthermore, one can distinguish whether the MTC Device or the network has control over the enforcement of the location privacy mechanism.

The MTC Device may need to provide an ability that allows its user to set the transmission privacy configuration. The MTC Device may need to provide an ability to transmit location tracking information in emergency case. 
Editor Note: How to trigger the detached MTC Device is FFS in SA2
In order to avoid temporary identity being used as a sobriquet of the MTC device by attckers to trace the actions of the subscriber over an extended period of time, a lifetime can be set for the temporary identity allocated for the MTC device and a timer can be started. When the timer expires, a new temporary identity should be allocated for the MTC device.
Editor Note: If the timer is set on UE side, new signalling procedure / modification of existing signalling procedure are needed.  
7.6.1.1
MTC Device based method
The MTC Device will detach from the network after a certain period of inactivity in communication. The period may be configurable on the MTC Device by its user.

 Editor Note: Detaching after certain period of time is not sufficed for tracking protection
7.6.1.2
Network based method

Editor Note: Network based method is FFS
End of Change

