3GPP TSG-SA3 (Security)
S3-110853
SA3#64, Jul 11-15, 2011; Mainz, Gemany


Source:
SA3
Title:
Living Document on “security study on IMS Based Peer-to-Peer Content Distribution Services” 
Document for:
Discussion and Approval 

Agenda Item:
8.6
Work Item / Release:
R11
Security Study on IMS Based Peer-to-Peer Content Distribution Services
21
Scope


22
System Architecture


33
Security threats


33.1 User Identity Privacy


33.2 Eavesdropping


43.3 Adversarial content announcement


43.4 Content Tampering and Replacement (Trojan Horse)


44
Security Requirements


44.1 Security requirement for User Identity Privacy


44.2 Security requirement for eavesdropping


44.3 Security requirement for adversarial content announcement


44.4 Security requirement for Content Tampering and Replacement (Trojan Horse)


45
Security Solutions


46
Conclusions










1
Scope 


Editor note:  The present document studies the security aspects of the IMS P2P based on the SA1 22.906 and SA2 TR23.844.  
The present document provides an analysis of security aspects of the enhancements of IMS to support Peer-to-Peer Content Distribution Services based on the requirements studied in TR 22.906 and architecture studied in TR 23.844. This analysis focuses on both the network and terminal and includes security threats, requirements and solutions. 
2
System Architecture 
Editor's note:
This clause is intended to provide the high-level MS P2P system architecture to support the security study on IMS P2P. 
2.1 Alternative Architecture 1

SA2 TR 23.844  has introduced candidate architecutre about signaling between user peer and other peers not traversing IMS core. The architecture is as following:


[image: image1]
Figure 1: System Architecture

2.2 Security Achitececture for Alternative 1

Based on this alternative system architecture, an IMS P2P security architecture described in Figure 1 is introduced. 


[image: image2]
Figure 2: Security Architecture for IMS P2P

CCS = Content Cache Server

CSS = Content Source Server

There are four security domains defined for IMS P2P: 

A) 
Security for IMS. This security domain can be divided into two parts: the security about user access through IMS and the security about IMS network domain. 
B) 
Security for User Peer to Peer communication.
C) 
Security between UE and CCS. 
D)  Security for content distribution system

3
Security threats
Editor’s note: This clause is intended to analyze relevant security threats caused by IMS P2P system compared to IMS system.
3.1 User Identity Privacy
In TR 23.844 it is described that “The system shall support a mechanism to provide to user peers an optimal selection of user peers and network peers for obtaining requested media content from, based upon metrics including: network location information such as, proximity of peers, access type used by peers, peer IP addresses (including IPv4 and/or IPv6 types), and peer identities” And in Alt1 architecture, a peer can get this list from Tracker AS as shown in 6.1.4.2.1 Content Delivery Establishment Procedure of TR 23.844.

In this procedure, one user peer can get another user peer’s identity. If the identity is permanent like IMSI, the user IMSI privacy protection is breached. 

3.2 Eavesdropping
Two legitimate users may share content using IMS based P2P Content Distribution service. A malicious user may eavesdrop on the communication and obtain the content on PP_m2 interface in Alternative 1 architecture model.
3.3 Adversarial content announcement 

In this attack a legitimate user announces a content list through PP_s2 or PP_s1 interface that she/he intends to provide to other peers, but this user does not actually possess the content. 
3.4 Content Tampering and Replacement (Trojan Horse)
A legitimate user inserts into the content a malicious piece of software or replaces the content completely with something else and shares  the replaced content with others. The other peers would obtain wrong or malicious content from PP_m2 interface.
Editor’s Note: the offline scenario need to be investigated further
4
Security Requirements
Editor's note:
This clause is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above clase. 
4.1 Security requirement for User Identity Privacy
The system shall not reveal permanent identity of peers when sharing peer lists containing identities.  
4.2 Security requirement for eavesdropping
It shall be possible to protect content and associated metadata from eavesdropping on PP_m2 interface in Alternative 1 architecture model.
4.3 Security requirement for adversarial content announcement 

The network (e.g. Tracker AS) shall have the ability to verify whether the user truthfully announces content resources. 
4.4 Security requirement for Content Tampering and Replacement (Trojan Horse)
· The network (e.g. CCS/Tracker AS) shall have the ability to verify whether the content shared by a legitimate user is tampered with. 
· The receiver peer shall have the ability to verify whether the content shared by a legitimate user is tampered with.
5
Security Solutions
Editor’s Note: This clause is intended to describe solutions which fulfil the security requirements listed. 
6 Conclusions

Editor's Note:
This section is intended to list conclusions that have been agreed during the course of the work item activities.
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