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********************** start of change **************************
D.2.6
Certificate and subscription handling

This subclause applies only to the certificate-based case.

As described in Annex D.2.2, step E6, the certificate validation client on the UICC verifies the signatures in the RN certificate chain up to the root certificate, but omits the check of revocation status and expiry time. To achieve the same effect as checking RN certificate’s revocation status and expiry time, the associated USIM-RN subscription shall be barred in the HSS. This process is called ‘invalidation’ in this document and is explained further below.  A certificate validation client on the RN shall check the verification of the signatures in the UICC certificate chain up to the root certificate as well as the revocation status and expiry time. The revocation status of the UICC certificate shall be checked by means of the CRL obtained by the RN in D.2.2, step E.3. 

Further considerations on RN certificate and USIM-RN subscription handling:
By using the one-to-one binding of RN and USIM-RN, a part of the usual certificate handling is replaced by subscription handling, as explained below:

Binding in network: The one-to-one binding of RN and USIM-RN shall be expressed by a one-to-one mapping of the RN identity in any certificate issued to the RN and the IMSI in the USIM-RN. The operator shall maintain a table with this mapping (the “mapping table”).

Binding in UICC: cf. Annex D.2.3.
Lifetimes: The subscription shall have a limit on its lifetime. When the lifetime of the subscription is exceeded the subscription shall be barred in the HSS. The lifetime shall not be greater than the lifetime of the RN certificate. The latter is not checked in the UICC, cf. Annex D.2.2.

RN Certificate revocation and invalidation: Whenever the operator decides that the RN certificate shall no longer be used for setting up a secure channel with the USIM-RN the operator shall retrieve the IMSI associated with the subject name in the certificate and bar the subscription corresponding to the IMSI in the HSS. The certificate shall also be revoked, but the operator does not need to use CRLs or OCSP in this context. This implies that no new certificate shall be issued for the same RN identity from that point onwards. In case the RN certificate is also used for other purposes, e.g. for protecting an OAM connection, then, additionally, the usual PKI revocation procedures apply.
RN compromise: If the operator has reason to believe that an RN has been compromised the RN certificate shall be invalidated and revoked as described above. . 
RN Certificate renewal: This process may be used as normal as long as the RN identity in the RN certificate remains the same. 
NOTE 1: Certificate renewal with private key change may be useful even if the UICC does not check the expiry time of the certificate as, in this way, the use of the private key can be limited if desired.

RN Certificate expiry:

NOTE 2: As the UICC has no clock it cannot check the expiry time and, hence, the RN could also use an expired certificate in the secure channel set-up. As the certificate is only checked by the UICC for RN platform authentication in the secure channel set-up this is not a problem as long as the corresponding private key has not left the secure environment of the RN. More generally, if there is a risk that it has been compromised the operator will bar the corresponding subscription in the HSS. The use of the certificate is limited by the lifetime of the subscription bound to the RN. However, a UICC can be re-used with a different RN after having been re-configured with a different RN identity.

*********************** end of change ***************************
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