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1. Introduction

This contribution proposes text for the clause 9.1 “General”.
The generalised architecture of initial certificate enrolment and of certificate renewal is given.

2. pCR
The following proposes text for the temporary document (super-CR) on backhaul security to be included into TS 33.310.

************************** start of changes ************************

9.1 General

To be added.

9.1.x
Architecture

Figure 9.x shows the general deployment architecture for certificate enrolment of an eNB at the operator PKI.
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Figure x: Overview of the security architecture

The principle for bootstrapping backhaul security is as follows: Vendor trust anchor and eNB credentials are installed in factory, and then operator root certificate and operator enrolment credentials are provisioned after the factory, e.g. on site for example using the mechanisms described in clause a.b. below or in some other appropriate way. 

The eNB is provisioned with an operator enrolment credential, and has the operator root certificate installed before connecting the operator’s network for enrolment. The operator enrolment credential may be a symmetric key.
Step 1: At the time of enrolment the eNB establishes a communication channel to the RA/CA of the operator. This communication channel may optionally be protected by IPsec between eNB and a SEG in the operator’s core network. Using CMPv2 [4] the eNB sends a request for a certificate to the RA/CA. The RA/CA authenticates the messages from the eNB based on the operator enrolment credential of the eNB and the operator root certificate pre-installed in the RA/CA. The eNB can authenticate the RA/CA using the operator root certificate. In a response message the eNB receives the operator-signed certificate. During the execution of the CMPv2 protocol the eNB has to successfully provide a Proof of Possession associated with the operator enrolment credential.
Step 2: Using the operator-signed certificate the eNB can authenticate itself to the SEG of the operator, which is pre-installed with the operator root certificate.

If at later stage of eNB deployment the operator wants to renew the eNB certificate, the same procedure will be executed with the old operator-signed certificate of the eNB taking the place of the operator enrolment credential in the initial enrolment.
Informational examples of how to provision operator root certificate and operator enrolment credentials into eNB and how to establish initial IPsec are given in clause a.b.
************************** start of next change *********************

To be added.

a.b Examples of operations before CMPv2 enrolment (Informational)
This informational clause contains some examples of operations preceding CMv2 enrolment of eNB as described in clause 9.1.x.

a.b.1
Encryption of enrolment credential
Figure y shows an example of provisioning before CMPv2 enrolment of eNB. Vendor credentials are used to integrity protect configuration data and encrypt operator enrolment credentials.
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Figure y: Example 1 of provisioning preceding deployment
The eNB is pre-installed with a vendor root certificate and eNB private key (generated by vendor/on-board) and vendor signed certificate of eNB public key. The operator configuration service has pre-installed a vendor signed certificate of operator configuration public key valid for configuration of this eNB, and the vendor signed eNB public key.
Step 0: During installation, the eNB is provisioned with configuration data signed with the operator configuration private key, and the vendor signed certificate of the corresponding public key, which can be verified by the eNB using the vendor root certificate. The operator enrolment credential and possibly other configuration data are encrypted by with the eNB public key.
The integrity of the configuration data and the vendor signed certificate authorizing configuration of this eNB can be verified by the eNB using the vendor root certificate. The encrypted configuration data is decrypted with the eNB private key.
a.b.2
Initial IPsec
Figure z shows an example of provisioning and initial IPsec establishment before CMPv2 enrolment of eNB. Vendor credentials are used to integrity protect configuration data and authenticate the eNB to a first SEG in an initial IKE/IPsec preceding CMPv2 enrolment.

[image: image3]
Figure z: Example 2 of operations preceding deployment

The eNB is pre-installed with vendor root certificate, eNB private key (generated by vendor/on-board) and vendor signed certificate of eNB public key. The operator configuration service has pre-installed a vendor signed certificate of operator configuration public key valid for configuration of this eNB.

Step 0: During installation, the eNB is provisioned with configuration data signed with the operator configuration private key, and the vendor signed certificate of the corresponding public key, which can be verified by the eNB using the vendor root certificate.

Step 0.5: Using the vendor eNB certificate and eNB private key, the eNB can authenticate itself to the SEG which is pre-installed with the vendor root certificate, and establish an initial IPsec. (The eNB can authenticate the SEG with the operator root certificate). 

By constraining subsequent CMPv2 enrolment to be tunnelled through IPsec, the use of operator enrolment credentials can be restricted to eNB from this vendor. This mitigates the threat of extracting enrolment credential from a provisioning device and using for attaching an unauthorized device to the operator’s network. 

Note also that only selected SEGs in the operator’s network need to be configured with vendor root certificate, those used for enrolment of eNB. The IPaddresses/FQDNs of  these SEGs may be part of the provisioned configuration data.
************************** end of changes *************************

























































































































 Vendor signed certificate of operator configuration public key  and vendor signed eNB public key are pre-installed.








Vendor root certificate �and eNB private key is pre-installed.
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Operator root certificate is pre-installed.





Operator root certificate and operator enrolment credential is provisioned.
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Step 1: eNB obtains the operator-signed certificate on its own public key from RA/CA using CMPv2.
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Provisioning during installation








Step 0: eNB obtains the operator-signed configuration data including operator root certificate, and encrypted operator enrolment credential, together with vendor signed certificate. 
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Step 2: Enrolled eNB certificate is used in IKE/IPsec.
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Operator root certificate is pre-installed.
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Vendor root certificate� is pre-installed.





 Step 0.5: Vendor eNB certificate is used in initial IKE/IPsec .
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 Vendor signed certificate of operator eNB configuration public key is pre-installed.








 Vendor eNB certificate, eNB private key and vendor root certificate is pre-installed.








Operator conf. service





Step 0: eNB obtains the operator-signed configuration data including operator root certificate and operator enrolment credential, together with vendor signed certificate. 
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