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1
Opening of the meeting

The SA3 Chairman, Valtteri Niemi, of Nokia Corporation, opened the SA3#56 meeting; the Chairman welcomed the Delegates to the meeting, which was hosted by the North American friends of 3GPP (NAF) in Seattle, USA.
53 Delegates attended the meeting (cfr. Annex H).

2
Agreement of the agenda and meeting objectives

S3-091200
Draft Agenda for THIS meeting





Source: SA WG3 Chairman

Discussion: 

The Chairman presented the draft agenda. There were no objections.

Decision: 

The document was approved.



2.1
3GPP IPR Declaration

The Chairman read the IPR call.

3
Assignment of input documents

The Rapporteurs provided document orders for each agenda item. Where a specific document order was not provided, the document order provided by the Secretary is followed.

4
Meeting reports

S3-091201
Report from LAST SA3 Ordinary meeting





Source: SA WG3 Secretary

Discussion: 

The group went through the report from the last meeting. Some ordering changes were applied. The report was approved as v003.

The group went through the action items:

AI 1: several contributions on this in this meeting, AI is closed.

AI 2: closed, but the information provided by Dajian Zhang to the SA3 exploder, has to be checked by the delegates.

AI 3: will be completed next week

AI 4: closed.

AI 5: completed.

AI 6: completed.

ACTION:
Collect information from Delegates on review of S3-091055, concerning the issue of timestamping 
(action on: Dajiang Zhang)

Decision: 

The document was approved.



S3-091202
Report from LAST SA Plenary





Source: SA WG3 Chairman

Discussion: 

The SA3 Chairman presented the report.

Decision: 

The document was approved.



Report from SA3-LI

Berthold Wilhelm will stop attending SA3-LI and SA3 as is reaching retirment. SA3 wish him all the best for his retirement. Alex Leadbeater will take on the role of Liaison Officer between SA3 and SA3-LI from the next meeting.

5
Reports and Liaisons from other groups

5.1
3GPP working groups

S3-091211
Reply LS on ''Local Call Local Switch''





Source: GP-091056

Decision: 

The document was noted.


5.2
IETF

No input.

5.3
ETSI SAGE

The issue of EEA3/EIA3 was mentioned. S3-091443 contains an LS from SAGE.

5.4
GSMA

Charles Brookson gave an update of the GSMA SG activities, stating that there are no major news as there were no SG meetings.

5.5
3GPP2

Adrian Escott stated there are some activites concerning femtocells that are pertinent.

5.6
OMA

No input.

5.7
TR-45 AHAG

There will be a joint session during this meeting.

5.8
TCG

Silke Holtmanns gave an update on TCG activities: Mobile Reference Architecture v1.0, Revision 5: Normative Requirements Check-list was published in june.

5.9
Other groups

No other input.

6
Work areas

6.1
IP multimedia subsystem (IMS)

6.1.1
TS 33.203 issues

S3-091205
Removal of editor’s note on Proxy-Authentication Info header in annex N (Rel-8)





Source: CableLabs, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the CR.

Decision: 

The document was revised to S3-091508.



S3-091508
Removal of editor’s note on Proxy-Authentication Info header in annex N (Rel-8)





Source: CableLabs, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-091205)

Decision: 

The document was agreed.



S3-091206
Removal of editor's note on Proxy-Authentication Info header in annex N (Rel-9)





Source: CableLabs, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-091509.



S3-091509
Removal of editor's note on Proxy-Authentication Info header in annex N (Rel-9)





Source: CableLabs, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-091206)

Decision: 

The document was agreed.



S3-091318
33.203 CR: Aligning NBA and GIBA procedures with stage 3





Source: Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera

Decision: 

The document was revised to S3-091510.



S3-091510
33.203 CR: Aligning NBA and GIBA procedures with stage 3





Source: Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera

(Replaces S3-091318)

Decision: 

The document was agreed.



S3-091319
33.203 CR (R9): Aligning NBA and GIBA procedures with stage 3





Source: Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera

Decision: 

The document was revised to S3-091511.



S3-091511
33.203 CR (R9): Aligning NBA and GIBA procedures with stage 3





Source: Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera

(Replaces S3-091319)

Decision: 

The document was agreed.



S3-091337
33.203 CR (R8): Removal of TLS profile editor's note





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-091512.



S3-091512
33.203 CR (R8): Removal of TLS profile editor's note





Source: Ericsson, ST-Ericsson

(Replaces S3-091337)

Decision: 

The document was agreed.



S3-091320
33.203 CR (R9): Removal of TLS profile editor's note





Source: Ericsson, ST-Ericsson

Discussion: 

There were no technical comments.

The list of specifications in the Editor's Note should not have pointed to 33.234 in the first place; this will be reflected in the “Other Comments” section. The specification in the reason for change is not 33.210, but 33.310. The CR category should be A.

Decision: 

The document was revised to S3-091513.



S3-091513
33.203 CR (R9): Removal of TLS profile editor's note





Source: Ericsson, ST-Ericsson

(Replaces S3-091320)

Decision: 

The document was agreed.



6.1.2
Media plane security

S3-091340
Media plane security TS: Introduction





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-091495.



S3-091495
Media plane security TS: Introduction





Source: Ericsson, ST-Ericsson

(Replaces S3-091340)

Discussion: 

Ericsson presented the pCR. Telecom Italia suggested to change the definition of IMS User Equipment to capable of media communication; Ericsson suggested that this change to the definition is not suitable. The Chairman suggested that the UE contains the UICC so this would not be an issue. ZTE suggested that there are currently two methods on the table: Ericsson reminded that the conclusion of the last meeting suggested that concerning the alternative to a ticket based solution, Otway-Rees, it had been decided to take any positive features that may arise from the ZTE analysis and utilize them in the solution; ZTE suggested discussing the late contribution in S3-091500.

The main issue in the contribution for ZTE was 4.1.2.2.

It was agreed to change the definition according to Vodafone's proposal.

It was agreed to insert an Editor's Note concerning the Otway-Rees issue according to the decision in 1497.

Decision: 

The document was approved with modifcations.



S3-091391
pCR for TS on IMS media plane security clause 7 'Security association set-up procedures for media protection' – change of Table of Contents





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was withdrawn and replaced by S3-091483.



S3-091483
pCR for TS on IMS media plane security clause 7 'Security association set-up procedures for media protection' – change of Table of Contents





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-091391)

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was approved.



S3-091382
pCR for TS on IMS media plane security, clause 2 “References”





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was approved.



S3-091383
pCR for TS on IMS media plane security, clause 3 “Definitions, symbols and abbreviations”





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution. There was some discussion on e2m definition and it was decided that the definition is clear enough.

Decision: 

The document was approved.



S3-091341
Media plane security TS: Features





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-091496.



S3-091496
Media plane security TS: Features





Source: Ericsson, ST-Ericsson

(Replaces S3-091341)

Discussion: 

Ericsson presented the contribution. It was decided to drop the changes in the document compared with 1385. Also the second sentences were removed; there might be contributions in the future on policy and regulations.

Decision: 

The document was approved with modifications.



S3-091385
pCR for TS on IMS media plane security, clause 5 “IMS media plane security features”





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was withdrawn.



S3-091342
Media plane security TS: Mechanisms





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-091497.



S3-091497
Media plane security TS: Mechanisms





Source: Ericsson, ST-Ericsson

(Replaces S3-091342)

Discussion: 

Ericsson presented the contribution. ZTE suggested introducing this proposal for the TR and not in the TS. It was agreed to put an Editor's Note in the beginning of 6.2.3 to address this issue, saying that when the Otway-Rees extensions will be agreed this clause has to be revisited.

There was a rephrasing proposed by Qualcomm, which was agreed.

Decision: 

The document was approved with modifications.



S3-091386
pCR for TS on IMS media plane security, clause 6.1.1 'Media security mechanisms for real-time traffic'





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was merged in 1497.



S3-091387
pCR for TS on IMS media plane security, clause 6.2.1 'Key management mechanisms for e2m protection'





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was approved.



S3-091389
pCR for TS on IMS media plane security, clause 6.2.2 ‘Key management mechanisms for e2e protection to satisfy major user categories’





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution. The title has to be aligned with the previously approved contributions. Some rephrasing must be done to say that it shall be possible to use SDES as defined in the reference provided.

Decision: 

The document was approved.



S3-091343
Media plane security TS: Procedures





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-091498.



S3-091498
Media plane security TS: Procedures





Source: Ericsson, ST-Ericsson

(Replaces S3-091343)

Discussion: 

Ericsson presented the contribution. It was agreed to insert an Editor's Note in Annex Y to address the issue of Otway-Rees as in the previously discussed contribution (1497).

Decision: 

The document was approved with modifications.



S3-091344
Media plane security TS: HTTP





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution. ZTE suggested inserting the contribution in the TR; the issue was addressed with an Editor's Note as for the previous contributions (1497). It was agreed to insert an Editor's Note on the fact that the contribution is mostly stage 3 and is FFS whether it should be moved to other specifications.

Decision: 

The document was approved with modifications.



S3-091499
Presentation of MIKEY-TICKET





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution. Alcatel-Lucent pointed out a typo in 6.2.3.5 after this presentation. This was agreed to be corrected.

Decision: 

The document was noted.



S3-091345
Draft of MIKEY-TICKET draft





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-091392
pCR for TS on IMS media plane security clause 7.1.1 'Originating procedures for e2m'





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was approved.



S3-091393
pCR for TS on IMS media plane security clause 7.1.2 'Originating procedures for e2e'





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was approved.



S3-091395
pCR for TS on IMS media plane security clause 7.2.1 'Terminating procedures for e2m'





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was approved.



S3-091396
pCR for TS on IMS media plane security clause 7.2.2 'Terminating procedures for e2e'





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was approved.



S3-091397
pCR for TS on IMS media plane security new clause 7.x 'Registration procedures'





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution. A change on the figure must be applied as the visited and home network must be removed as the flow applies indifferently. A rephrasing of the Editor's Note,  proposed by Vodafone, was agreed.

Decision: 

The document was approved with modifications.



S3-091252
pCR to TR33.828: Update of





Source: ZTE Corporation, China Mobile

Discussion: 

ZTE presented the contribution. There is a typo in step 3 of figure 17.

Decision: 

The document was approved with modifications.



S3-091253
ppCR to TR33.828: Update of





Source: ZTE Corporation, China Mobile

Discussion: 

ZTE presented the contribution. There was some discussion on step 6b; it was agreed to insert an Editor's Note on the fact that the case of several terminals related to the same USIM needs further study, and the same applies also the ticket based solution.

It was agreed to insert an Editor's Note that it has to be clarified if in steps 6b and 6c the master key is the same and if yes, how this can be handled.

Decision: 

The document was approved with modifications.



S3-091249
pCR on Solution of Conference Call





Source: ZTE Corporation, China Mobile

Discussion: 

ZTE presented the contribution. Some typos have to be corrected. Some renumbering must be done between step 1 and step 2 for step 2a. An Editor's Note was agreed to be inserted on how K1, 2, 3, are used.

Decision: 

The document was approved with modifications.



S3-091250
pCR on Use Case of Conference Call





Source: ZTE Corporation, China Mobile

Discussion: 

ZTE presented the contribution.

Decision: 

The document was approved.



S3-091251
pCR on Solution of Shared Key Derivation Between IMS UE and KMS





Source: ZTE Corporation, China Mobile

Discussion: 

ZTE presented the contribution. It was not clear why the Kue is created to protect the Ks_NAF; an Editor's Note was proposed to be inserted on this. A second Editor's Note was proposed to be inserted to address the fact that the solution with the global keys must be further studied.

Some concerns from BT were raised on the fact that for LI the keys must be retrievable.

Nokia Siemens Networks suggested that MIKEY-TICKET has a similar feature to using a token, which has to be studied.

It was decided not to accept the contribution for this meeting.

Decision: 

The document was noted.



S3-091398
pCR for TR 33.828: adjustment of terminology: e2e, e2m, e2ae





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution. There was a re-phrasing stating "if there is an e2e security".

Decision: 

The document was approved with modificaitons.



S3-091500
Security and Performance Concern of TBS(MIKEY-TICKET) solution





Source: ZTE Corporation

Decision: 

The document was revised to S3-091516.



S3-091516
Security and Performance Concern of TBS(MIKEY-TICKET) solution





Source: ZTE Corporation

(Replaces S3-091500)

Discussion: 

ZTE presented the contribution. It was noted that some parts of the MIKEY-TICKET solution had already been moved to the Annex. It was also noted that it is common practice in SA3 to reference IETF drafts before they become RFC's.

Decision: 

The document was noted.



S3-091514
TS 33.328





Source: Rapporteur

Discussion: 

There was some discussion on whether the work should be included in Release 9 or completely in Release 10; there are stage 3 impacts and CT1, CT4 should be consulted via an LS (S3-091517) and reply directly to SA Plenary. The TS and the TR should be attached to this LS.

It was decided not to send the TS for information yet.

A second version with editorial changes may be produced before going to the Plenary.

Decision: 

The document was agreed.



S3-091517
LS to CT1 concerning Media Security TS 33.328





Source: current meeting

Decision: 

The document was approved.



S3-091531
TS 33.328





Source: Rapporteur

(Replaces S3-091514)

Decision: 

The document was not addressed.



S3-091515
TR 33.828





Source: Rapporteur

Discussion: 

It was decided to send the specification for information at this meeting. A second version with editorial changes may be produced before going to the Plenary.

Decision: 

The document was agreed.



S3-091532
TR 33.828





Source: Rapporteur

(Replaces S3-091515)

Decision: 

The document was not addressed.



6.1.3
Protection against Unsolicited Communications in IMS (PUCI)

S3-091375
TR 33.837 Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)





Source: Rapporteur

Decision: 

The document was noted.



S3-091213
Response to 3GPP on the PUCI Work Item and clarifications on OMA SpamRep, OMA CBCS and OMA SCIDM Wis





Source: OMA-LS_808-Reply_from_REQ_to_3GPP_SA3_on_PUCI_vs_OMA_SpamRep_CBCS_SCIDM-20090528-A

Discussion: 

Telecom Italia presented the LS.

Decision: 

The document was noted.



S3-091215
LS on Individual communications and Protection against Unsolicited Communication in IMS





Source: S1-091390

Discussion: 

BT presented the LS. No real contradiction with the SA3 work was identified.

Decision: 

The document was noted.



S3-091237
PUCI: non-IMS interconnection security





Source: Orange

Discussion: 

Orange presented the contribution.

Nokia Siemens Networks asked to insert a Note in 7.5.1 to address the fact that this cannot be capture in 3GPP specifications. Also, a change in the title was agreed in 7.5.

Decision: 

The document was approved with modifications.



S3-091235
PUCI Terminal Details





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia presented the contribution.

Decision: 

The document was noted.



S3-091418
Comments on S3-091235





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the contribution. The contribution with comments was agreed with the modification in the last comment that the clean state of the device can be confirmed to the network.

Decision: 

The document was approved with modifications.



S3-091402
Delete Note in White List Consent Achievement by IN Server





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution. No comments.

Decision: 

The document was approved.



S3-091332
Addition of Explanatory Text on Contextual Information Marking for PUCI TR





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution.

Decision: 

The document was approved.



S3-091377
33.837 pCR Evaluation of Alternatives Section 8.2





Source: NEC Corporation

Discussion: 

NEC presented the contribution.

Decision: 

The document was approved.



S3-091381
33.837 pCR Solution comparison and gap analysis





Source: NEC Corporation

Discussion: 

NEC presented the contribution.

Decision: 

The document was noted.



S3-091434
Comments on S3-091381 pCR Solution comparison and gap analysis by NEC Corporation





Source: Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the commenting contribution. There was some discussion on the fact that NEC's comparison is comparing different things.

NEC agreed to rediscuss the contribution in the next meeting.

Decision: 

The document was noted.



S3-091400
Re-organize chapter 8.1 ‘Evaluation Criteria’





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution. It was agreed not to rephrase to feasibility criteria the evaluation criteria the title; the first sentence was rephrase to "Criteria to evaluate the feasibility are given below".

Decision: 

The document was approved with modifications.



S3-091518
New version of PUCI TR





Source: Rapporteur

Discussion: 

Agreed as the new baseline.

Decision: 

The document was agreed.



6.1.4
Other Common IMS issues

S3-091441
LS on Issues on target UE discovery for inter-UE transfer





Source: C1-093153

Discussion: 

Samsung presented the LS.

Decision: 

The document was noted.



6.2
Network domain security: IP layer (NDS/IP)

S3-091261
Security model for NDS in IP-based backaul networks





Source: T-Mobile, NEC Corporation

Discussion: 

T-Mobile presented the contribution. With the change of "no" to "minimal" in bullet 1 of section 4, the list was endorsed. Also, it was clarified that the eNB certficate renewal referred to operator-issued certificates.

It was agreed that with these changes the models are agreed, but other models may be introduced in the future if needed.

The document was endorsed with these modifications as a candidate security model.

Decision: 

The document was endorsed with modifications.



S3-091420
comments to S3-091261





Source: China Mobile

Decision: 

The document was noted.



S3-091326
Late binding of eNB





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution. Telecom Italia asked for clarification on the relation with Home eNodeB work. The Chairman proposed limiting the work to the security configurations for further work. This was agreed.

The first proposal was agreed as assumption and the second was left FFS.

Decision: 

The document was agreed with modifications.



S3-091327
Proposed Security Requirements for Backhaul Security





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution. T-Mobile suggested some modifications, changing requirement 3 to be a 3GPP requirement and not towards the operator. Nokia Siemens Networks suggested that number 5 would be acceptable, if adding the possibility to be open to other solutions.

It was decided to modify the requirements, calling them design constraints, as follows:

1-2 are optional;

In 2, it was changed in that there may be a need to be able to authenticate;

3 was removed;

4 was kept with the addition from 1425 of "If automatic procedures can not be used";

5 was changed to "may" be a need, and keeping the door open to other solutions; it was also decided to remove the part mentioning specific nodes as SEG or RA;

6 was agreed with the addition that this is limited for PKI solutions in macro eNB, and adding "for vendor issued certificates".

Decision: 

The document was agreed with modifications.



S3-091425
Comments to S3-091327





Source: T-Mobile

Decision: 

The document was noted.



S3-091369
Security requirements for initial certificate enrolment





Source: NEC Corporation, T-Mobile

Discussion: 

NEC presented the contribution. 

The first bullet was removed.

On the second bullet, Motorola suggested that the link between the CA and the device should not necessarily be protected; It was agreed that integrity would be necessary. Nokia Siemens Networks suggested that it should not necessarily be the link to be protected, but it could be done on an application level instead. It was agreed that the communication should be protected.

The third bullet was kept.

Bullet 4 was removed.

Bullet 5 was kept.

Decision: 

The document was agreed with modifications.



S3-091328
Backhaul security establishment interoperability





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution. Ericsson clarified that this contribution does not take any stand on the credentials yet. BT asked why CMPv2 was selected; T-Mobile clarified that this is a decision that had been taken in previous meetings. The specification mentioned is in reality 33.310.

Decision: 

The document was technically endorsed.



S3-091370
Solutions for initial certification enrolment





Source: NEC Corporation, T-Mobile

Discussion: 

NEC presented the contribution. Nokia Siemens Networks suggested that the automatic provisioning is the preferred solution for transport credential. This was agreed as a conclusion.

Decision: 

The document was noted.



S3-091322
Discussion on certificate management in backhaul case





Source: Huawei,T-Mobile

Discussion: 

Huawei presented the contribution.

It was decided that in this meeting proposal 3 could not be agreed.

Concerning proposals 1-2 they were endorsed, although it was noted that it is too early to rule out other architectures.

Decision: 

The document was noted.



6.3
Network domain security: Authentication Framework (NDS/AF)

S3-091262
eNB-SEG trust establishment





Source: T-Mobile

Discussion: 

T-Mobile presented the contribution. It was mentioned that there may be an issue on behalf of some companies in case their roots have to be revoked. The method of trust establishment was agreed as one solution candidate for the backhaul security WI.

Decision: 

The document was technically endorsed.



6.4
UTRAN network access security

S3-091290
Reformulation of security procedure of HSPA SRVCC





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-091488.



S3-091488
Reformulation of security procedure of HSPA SRVCC





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-091290)

Discussion: 

Nokia presented the contribution. Some changes were agreed and a revision is necessary.

Decision: 

The document was revised to S3-091519.



S3-091519
Reformulation of security procedure of HSPA SRVCC





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-091488)

Decision: 

The document was agreed.



6.5
GERAN network access security

S3-091312
GERAN A5/4 and GEA4 specification





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution. The Release number should be 9. No other comments, a cover sheet is necessary; MCC will take care of these actions and changes.

Decision: 

The document was agreed.



S3-091313
33.102 CR: Derivation of Kc128 with UMTS AKA





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR. Concerning export control, Ericsson clarified that there should be no difference compared to UMTS RNC or LTE eNB. After power-off was changed with at power off in 6.3.3. Gemalto asked why Kc_128 cannot be stored in the USIM.

BT suggested that more in general the MAP part of the implementation and the timing to achieve this should be taken into account; Vodafone replied that there is no MAP impact and BT withdrew the comment.

It was agreed that there may be some further study on the binding of the Key algorithm identified.

A typo in 6.3.4 was corrected.

Decision: 

The document was revised to S3-091520.



S3-091520
33.102 CR: Derivation of Kc128 with UMTS AKA





Source: Ericsson, ST-Ericsson

(Replaces S3-091313)

Decision: 

The document was agreed.



S3-091315
43.020 CR: Addition of Kc128 to 43.020





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR. Nokia Siemens Networks and T-Mobile expressed the need for some clarification in 4.7 as the text could be misleading.

Decision: 

The document was revised to S3-091521.



S3-091521
43.020 CR: Addition of Kc128 to 43.020





Source: Ericsson, ST-Ericsson

(Replaces S3-091315)

Decision: 

The document was agreed.



6.6
GAA and support for subscriber certificates

S3-091299
33.220 CR: KDF clarification





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution. Nokia did not support the contribution. It was decided that the functionality proposed is not needed.

Decision: 

The document was rejected.



S3-091293
33.220 CR: FC value allocation for GPL





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-091310
33.220 CR: Introducing Ua security protocol Id for GPL





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-091214
3GPP and OMA DM Bootstrap Security





Source: OMA-LS_813-Reply_from_DM_to_3GPP_SA3_on_GBA_Push_and_Bootstrap_Security-20090619-A

Discussion: 

The Chairman presented the LS.

Decision: 

The document was noted.



S3-091303
33.223 CR: Remove replay window





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-091304
33.223 CR: Clarifications to GBApush





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-091311
33.223 CR: Changing GBA push registration annex to be normative





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-091294
33.224 PCR: Removal of implementation study editor’s note





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the pCR.

Decision: 

The document was approved.



S3-091295
33.224 PCR: GPL-SA initialization clarification





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the pCR.

Decision: 

The document was approved.



S3-091298
33.224 PCR: KDF correction





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the pCR.

Decision: 

The document was approved.



S3-091308
33.224 PCR: Specifying combined delivery





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the pCR.

Decision: 

The document was approved.



S3-091314
33.224 PCR: Scope of encryption in GPL





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the pCR.

Decision: 

The document was approved.



S3-091296
33.224 PCR: GPL SA lifetime





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the pCR.

Decision: 

The document was approved.



S3-091297
33.224 PCR: GPL client type





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution.

Nokia asked not to consider the GPL client within the UICC; Gemalto objected to this view. The Chairman asked the situation on the GPL client in CT6; Gemalto informed that the TSG WG is waiting for input and has not commenced the work yet. Nokia suggested that the use case is rather weak as there are not a lot of examples of https tunnels from UICC to server; Gemalto suggested that there are examples on the field on this.

Nokia proposed to have GPL_U optional to support (with GPL_ME mandatory); Gemalto replied that this would not facilitate enabling UICC based services. Gemalto suggested that it would not be possible to patch a GPL_U client capability in the ME on the field; Nokia replied that GBA allows this.

It was agreed to postpone the decision on whether ME support and/or USIM support for a GPL_U client is mandatory or optional. It was agreed that GPL_U shall be specified.

The document, along with 1307 and 1289 had comments from a Huawei Delegate, who due to visa issues could not be present at the meeting. As agreed in the previous meeting, it was decided to send the documents for email discussion. It was clarified that the scope of the discussion is restricted to the issues presented during the meeting on the 3 documents, plus the Huawei concerns. The discussion must also conclude whether an exception for Release 9 is desired or not.

Timeline: 

- 31 August: deadline for comments;

- 2 September: pCR and CR are ready;

- 7 September: pCR and CR last comments are integrated and delivered.

Decision: 

The document was sent for email discussion.



S3-091307
33.223 CR: Adding GPL information to GBA push registration





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-091524.



S3-091524
33.223 CR: Adding GPL information to GBA push registration





Source: Ericsson, ST-Ericsson

(Replaces S3-091307)

Decision: 

The document was sent for email discussion.



S3-091289
PCR on TR 33.224&#65306:GPL EN solving





Source: Huawei

Decision: 

The document was sent for email discussion.



S3-091522
New version of 33.224





Source: Rapporteur

Decision: 

The document was agreed.



S3-091523
New version of 33.224 (after summer email discussion)





Source: Rapporteur

Decision: 

The document was sent for email discussion.



6.7
WLAN interworking

S3-091248
[33.234] Correction of references to IETF drafts (RFCs published)





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the CR. The following CR is a superset of the present CR.

Decision: 

The document was noted.



S3-091333
33.234 CR: Add new cipher suite for interworking WLAN





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented theh CR. Some minor corrections are necessary. Also, 1248 should be consulted in the making of the revision to make sure all the changes are covered.

Decision: 

The document was revised to S3-091525.



S3-091525
33.234 CR: Add new cipher suite for interworking WLAN





Source: Ericsson, ST-Ericsson

(Replaces S3-091333)

Decision: 

The document was agreed.



6.8
Multimedia broadcast/multicast service (MBMS)

No input.
6.9
SAE/LTE security

6.9.1
Security architecture

S3-091231
Dividing the UE into ME and USIM





Source: China Mobile

Discussion: 

China Mobile presented the CR. Orange suggested the change may be misleading; NTT DOCOMO supported the clarification of the CR. Gemalto suggested that the term UE is in any case correct right now. Telecom Italia supported the text proposed by China Mobile, as for Release 8 there is no possibility to derive those keys outside the ME. Alcatel-Lucent suggested that the original text is not incorrect, but imprecise, and a Note should be added. It was noted that the figures show ME. Qualcomm suggested that this change is related to 1346 and it was decided to postpone the decision on this after the discussion of 1346.

Decision: 

The document was merged into 1457 and 1458.



S3-091367
Some corrections to the key heirarchy diagrams (Rel-8)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the contribution. The Chairman pointed out that it had been decided not to have options open to reduce complexity. Ericsson suggested that Annex A.7 already gives flexibility. It was discussed that the specification it is already stated that the K_ASME is the MME, for Release 8.

It was decided to remove the sentence giving the impression that truncation is flexible. Some further typos have to be fixed. The document was postponed to allow offline discussion and was subsequently revised.
Decision: 

The document was revised to S3-091447.



S3-091447
Some corrections to the key heirarchy diagrams (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091367)

Discussion: 

Qualcomm presented the CR. No comments.

Decision: 

The document was agreed.



S3-091368
Some corrections to the key heirarchy diagrams (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091448.



S3-091448
Some corrections to the key heirarchy diagrams (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091368)

Decision: 

The document was agreed.



S3-091230
Modifications on key derivation figure 6.2-2 and figure 6.2-3





Source: China Mobile,ZTE

Discussion: 

Merged into 1447.

Decision: 

The document was merged into 1447.



S3-091275
UE Security Capability Storage Clarification-R8





Source: Huawei, NEC,ZTE

Discussion: 

Huawei presented the CR.

Decision: 

The document was agreed.



S3-091276
UE Security Capability Storage Clarification-R9





Source: Huawei, NEC,ZTE

Decision: 

The document was agreed.



S3-091287
Corrections of security context-R8





Source: Huawei

Discussion: 

Huawei presented the CR. It was agreed that the only changes are in Mapped security context and in the re-keying of K_eNodeB.

Decision: 

The document was revised to S3-091449.



S3-091449
Corrections of security context-R8





Source: Huawei

(Replaces S3-091287)

Decision: 

The document was agreed.



S3-091288
Corrections of security context-R9





Source: Huawei

Decision: 

The document was revised to S3-091450.



S3-091450
Corrections of security context-R9





Source: Huawei

(Replaces S3-091288)

Decision: 

The document was agreed.



S3-091352
Correcting the details of NAS COUNT (Rel-8)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. Some offline with Ericsson will follow as in 23.401 there could be some conflicts with the changes here.

Decision: 

The document was revised to S3-091451.



S3-091451
Correcting the details of NAS COUNT (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091352)

Decision: 

The document was agreed.



S3-091354
Correcting the details of NAS COUNT (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091452.



S3-091452
Correcting the details of NAS COUNT (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091354)

Decision: 

The document was agreed.



S3-091349
Correcting the setting of the key identifier to 111  (Rel-8)





Source: Qualcomm Europe

Discussion: 

Summary of changes has to explain that the changes are moving the text, plus an essential correction.

Decision: 

The document was revised to S3-091453.



S3-091453
Correcting the setting of the key identifier to 111  (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091349)

Decision: 

The document was agreed.



S3-091372
Correcting the setting of the key identifier to 111 (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091454.



S3-091454
Correcting the setting of the key identifier to 111 (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091372)

Decision: 

The document was agreed.



S3-091361
Additional case for the MME to convert a full native context to a current context (Rel-8)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. Some typos were noted.

Decision: 

The document was revised to S3-091455.



S3-091455
Additional case for the MME to convert a full native context to a current context (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091361)

Decision: 

The document was merged into 1478.



S3-091362
Additional case for the MME to convert a full native context to a current context (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091456.



S3-091456
Additional case for the MME to convert a full native context to a current context (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091362)

Decision: 

The document was merged into 1479.



6.9.2
Authentication and key agreement

S3-091346
Completing the EPS AKA description (Rel-8)





Source: Qualcomm Europe

Discussion: 

Some typos are present. Nokia Siemens Networks suggested the change has to be made a bit less vague. Ericsson suggested that the first change should be rephrased.

Huawei suggested that there is no explanation of the NAS COUNT initialization procedure. The Chairman suggested that this is independent from the discussed CR. It was decided to include this in the offline discussion of 1352.

With the changes above the group agreed to the CR.

TeliaSonera suggested that the addition of SN id is not necessary as the CK an IK are only known by the HSS. Nokia Siemens Networks suggested that this prevents impersonation from other entities.

Decision: 

The document was revised to S3-091457.



S3-091457
Completing the EPS AKA description (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091346)

Decision: 

The document was agreed.



S3-091348
Completing the EPS AKA description (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091458.



S3-091458
Completing the EPS AKA description (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091348)

Decision: 

The document was agreed.



6.9.3
Key derivation

S3-091271
Clarification for Kenb and NH derivations definition-R8





Source: Huawei

Decision: 

The document was revised to S3-091459.



S3-091459
Clarification for Kenb and NH derivations definition-R8





Source: Huawei

(Replaces S3-091271)

Decision: 

The document was agreed.



S3-091272
Clarification for Kenb and NH derivations definition-R9





Source: Huawei

Decision: 

The document was revised to S3-091460.



S3-091460
Clarification for Kenb and NH derivations definition-R9





Source: Huawei

(Replaces S3-091272)

Decision: 

The document was agreed.



6.9.4
Integrity and ciphering

S3-091373
Clarification to EIA2 Test Data Sets(Rel8)





Source: Samsung

Discussion: 

Some revisions will be applied: the number of test cases must be corrected. Also the Note has to be removed; an alignment of the cover page with these changes must also be performed.

Decision: 

The document was revised to S3-091461.



S3-091461
Clarification to EIA2 Test Data Sets(Rel8)





Source: Samsung

(Replaces S3-091373)

Decision: 

The document was agreed.



S3-091374
Clarification to EIA2 Test Data Sets(Rel9)





Source: Samsung

Decision: 

The document was revised to S3-091462.



S3-091462
Clarification to EIA2 Test Data Sets(Rel9)





Source: Samsung

(Replaces S3-091374)

Decision: 

The document was agreed.



S3-091405
Unsupported EPS algorithm





Source: NEC Corporation

Discussion: 

NEC presented the contribution. NTT DOCOMO suggested it is somewhat early for this kind of work. Nokia Siemens Networks asked whether this is a specific scenario discussed; NEC confirmed this.

As there was no support for this proposal, it was decided to study this proposal further for the next meeting. It was decided that this kind of functionality is not necessary for Release 9 and could be studied for Release 10.

Decision: 

The document was noted.



6.9.5
Security mode establishment and mobility aspects

S3-091442
Reply LS on Update on Concurrent Running of Security Procedures





Source: C4-092001

Discussion: 

Ericsson suggested that CT4 have not completed the solution as they have not taken into account rules and 8 and 9 and may be necessary to point this out. This was agreed.

Decision: 

The document was replied to.



S3-091463
Reply to: Reply LS on Update on Concurrent Running of Security Procedures





Source: current meeting

Discussion: 

Ericsson presented the draft LS.

Decision: 

The document was agreed.



S3-091228
Correction of rules on concurrent runs of security procedures





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson

Discussion: 

Nokia Siemens Networks presented the CR. It was decided to attach the CR to 1463 as it is relevant and changing the rules. A release 9 mirror will be drafted in 1464.

Decision: 

The document was agreed.



S3-091464
R9 CR: Correction of rules on concurrent runs of security procedures





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson

Decision: 

The document was agreed.



S3-091285
Modifications for detach procedure





Source: Huawei

Discussion: 

Huawei presented the CR. There was no support for this proposal.

Decision: 

The document was rejected.



S3-091321
Modifications for detach procedure (Rel-9)





Source: Huawei

Decision: 

The document was rejected.



S3-091286
Miscellaneous Modifications for 33.401





Source: Huawei

Discussion: 

Huawei presented the CR. Some rewording is necessary.

Decision: 

The document was revised to S3-091465.



S3-091323
Miscellaneous Modifications for 33.401 (Rel-9)





Source: Huawei

Decision: 

The document was revised to S3-091466.



S3-091465
Miscellaneous Modifications for 33.401





Source: Huawei

(Replaces S3-091286)

Decision: 

The document was agreed.



S3-091466
Miscellaneous Modifications for 33.401 (Rel-9)





Source: Huawei

(Replaces S3-091323)

Decision: 

The document was agreed.



S3-091300
33.401 CR: Clarification of NH usage (Rel-8)





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR. Some improvement of the wording will be done.

Decision: 

The document was revised to S3-091467.



S3-091467
33.401 CR: Clarification of NH usage (Rel-8)





Source: Ericsson, ST-Ericsson

(Replaces S3-091300)

Decision: 

The document was agreed.



S3-091301
33.401 CR: Clarification of NH usage (Rel-9)





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-091468.



S3-091468
33.401 CR: Clarification of NH usage (Rel-9)





Source: Ericsson, ST-Ericsson

(Replaces S3-091301)

Decision: 

The document was agreed.



S3-091302
33.401 CR: Clarification of key change on the fly (Rel-8)





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR. No comments or objections.

Decision: 

The document was agreed.



S3-091305
33.401 CR: Clarification of key change on the fly (Rel-9)





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR. No comments or objections.

Decision: 

The document was agreed.



S3-091306
33.401 CR: KeNB handling at RRC connection re-establishment (Rel-8)





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR. No comments or objections.

Decision: 

The document was agreed.



S3-091309
33.401 CR: KeNB handling at RRC connection re-establishment (Rel-9)





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR. No comments or objections.

Decision: 

The document was agreed.



S3-091355
Add missing details for NAS SMC (Rel-8)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. There was a rewording of consequencses if not approved, to "implementations may miss a vital security check in some cases".

Decision: 

The document was revised to S3-091471.



S3-091356
Add missing details for NAS SMC (Rel-9)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. There was a rewording of consequencses if not approved, to "implementations may miss a vital security check in some cases".

Decision: 

The document was revised to S3-091472.



S3-091471
Add missing details for NAS SMC (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091355)

Decision: 

The document was agreed.



S3-091472
Add missing details for NAS SMC (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091356)

Decision: 

The document was agreed.



S3-091363
Deleting mis-leading sentence in 7.2.9.2 (Rel-8)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. It was decided to delete Note 2.

Decision: 

The document was revised to S3-091473.



S3-091473
Deleting mis-leading sentence in 7.2.9.2 (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091363)

Decision: 

The document was agreed.



S3-091364
Deleting mis-leading sentence in 7.2.9.2 (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091474.



S3-091474
Deleting mis-leading sentence in 7.2.9.2 (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091364)

Decision: 

The document was agreed.



S3-091365
Correction to key identification (Rel-8)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. Huawei suggested to rephrase the sentence about lower layer keys, this was agreed.

Decision: 

The document was revised to S3-091475.



S3-091366
Correction to key identification (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091476.



S3-091475
Correction to key identification (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091365)

Decision: 

The document was agreed.



S3-091476
Correction to key identification (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091366)

Decision: 

The document was agreed.



6.9.6
Mobility with GSM, UMTS networks

S3-091273
The modification of key derivation for handover failure from E-UTRAN to UTRAN-R8





Source: Huawei

Discussion: 

Huawei presented the CR. T-Mobile and TeliaSonera considered there is no threat in two different eNodeB's having the same keys. Qualcomm suggested that this could be a threat when concerning two different networks, but the proposed solution could be improved as the proposed solution introduces 32 bits and changes the ASN.1.

T-Mobile suggested that the scenario presented by Qualcomm is already possible in UTRAN today (different RNC's seeing the same key). Qualcomm suggested that there could be a scenario that presents a real threat; it was agreed for Qualcomm to produce a discussion paper in the present meeting to discuss this attack scenario (S3-091477).

Decision: 

The document was noted.



S3-091274
The modification of key derivation for handover failure from E-UTRAN to UTRAN-R9





Source: Huawei

Decision: 

The document was noted.



S3-091477
Discussion paper on attack scenario in handover from E-UTRAN to UTRA





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the contribution; the the key freshness issue was discussed. 

Nokia Siemens Networks suggested that the keystream repeat issue in 1477 needs to be fixed; the problem in the Huawei contributions is another issue that should be fixed, but the primary one is the issue of keystream freshness. This was agreed.

Qualcomm noted that there is a similar issue for the idle mode mobility (described  in the last part of the paper) and should be studied as well; this was agreed.

NTT DOCOMO preferred not having solutions that impact the UE at such a late stage. It was agreed to minimize the impact on the UE.

It was decided to resolve the issue not later than the ad hoc meeting; an email discussion was proposed to fix the issue even earlier. This was agreed. Vodafone will chair this email discussion.
The timeline for a possible CR for 33.401 will follow the same timeline as for 1297.

Decision: 

The document was noted.



S3-091357
Clarifying the inter-RAT TAU Request behaviour (Rel-8)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. It was decided that it should be better clarified on the cover page the reason and summary on change.

Decision: 

The document was revised to S3-091478.



S3-091478
Clarifying the inter-RAT TAU Request behaviour (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091357)

Decision: 

The document was agreed.



S3-091358
Clarifying the inter-RAT TAU Request behaviour (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091479.



S3-091479
Clarifying the inter-RAT TAU Request behaviour (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091358)

Decision: 

The document was agreed.



S3-091359
Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-8)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR.

Decision: 

The document was revised to S3-091480.



S3-091480
Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-8)





Source: Qualcomm Europe

(Replaces S3-091359)

Decision: 

The document was agreed.



S3-091360
Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-091481.



S3-091481
Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-9)





Source: Qualcomm Europe

(Replaces S3-091360)

Decision: 

The document was agreed.



6.9.7
Mobility with non-3GPP networks

S3-091291
Updating reference to EAP-AKA’ RFC (R8)





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-091292
Updating reference to EAP-AKA’ RFC (R9)





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



6.9.8
Network domain security

No input.

6.9.9
eNodeB security

No input.

6.9.10
Emergency Calls

S3-091240
Correction of optimization of security procedures for emergency call





Source: ZTE Corporation

Discussion: 

ZTE presented the CR. Alcatel-Lucent suggested that this could break the state machine for AKA and suggested that condition d is replaced by a Note. Nokia Siemens Networks suggested that the current security context is used only if the AKA fails to be activated. In the case that the AKA fails and no current security context is available then the NULL algorithm is used.

Decision: 

The document was revised to S3-091482.



S3-091482
Correction of optimization of security procedures for emergency call





Source: ZTE Corporation, Nortel

(Replaces S3-091240)

Decision: 

The document was revised to S3-091530.



S3-091530
Correction of optimization of security procedures for emergency call





Source: ZTE Corporation, Nortel

(Replaces S3-091482)

Discussion: 

Nortel presented the contribution. There is a possibility to agree on the logic of the UE behavior in 15.3.2.1, but a new CR would be necessary.

Decision: 

The document was agreed.



S3-091241
Editorial correction to Algorithms for emergency call





Source: ZTE Corporation

Discussion: 

ZTE presented the CR.

Decision: 

The document was agreed.



S3-091269
Clarification for the Clauses 5.1.4.1-2 of the Rel-9 TS 33.401





Source: Alcatel-Lucent, Verizon, Ericsson, NEC

Discussion: 

Alcatel-Lucent presented the CR. Nokia Siemens Networks suggested a different phrasing of the second change which was agreed (EIA0, if implemented, will be disabled).

Decision: 

The document was revised to S3-091484.



S3-091484
Clarification for the Clauses 5.1.4.1-2 of the Rel-9 TS 33.401





Source: Alcatel-Lucent, Verizon, Ericsson, NEC

(Replaces S3-091269)

Decision: 

The document was agreed.



S3-091329
33.401 CR: EPS NAS security context handling in UE at EC when NULL algorithms are established (Rel-9)





Source: Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC

Discussion: 

Ericsson presented the CR. Some corrections have to be applied (the two bullets have to be clearly marked, and dummy keys must be removed).

Decision: 

The document was revised to S3-091485.



S3-091485
33.401 CR: EPS NAS security context handling in UE at EC when NULL algorithms are established (Rel-9)





Source: Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC

(Replaces S3-091329)

Decision: 

The document was agreed.



S3-091330
33.401 CR: XRES corrected to RES (Rel-9)





Source: Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



6.9.11
Other areas

S3-091229
License Policy for EEA3 and EIA3





Source: CATR

Discussion: 

China Mobile presented the contribution on behalf of CATR. Some feedback should be collected by CATR.

UK BERR declared the surprise that there is an IPR declaration in the document and referred to Article 55 of the rules, whereby it is asked that to declare a patent previously.

Deadline for the feedback is 2 weeks previously to the ad hoc meeting in September.

UK BERR also observed that the license agreement does not follow the text of  the previous similar agreements.

Decision: 

The document was noted.



S3-091443
EEA3 / EIA3 work





Source: ETSI Security Algorithms Group of Experts

Discussion: 

SA3 endorses the proposed budget for the evaluation. Alcatel-Lucent reminded that the initial proposal suggested 3 steps, rather than 2, with a final public evaluation. The Chairman clarified that the third phase is indeed foreseen, but this is pertinent to SA3 to conduct.

It was decided to forward this information to SA Plenary and PCG.

Decision: 

The document was noted.



S3-091266
Revised SP-090455, WID on LIPA and Internet Offload





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the contribution.

Decision: 

The document was merged with 1324 in 1486.



S3-091324
draft  WID for LIPA-SA3 updated





Source: Huawei

Discussion: 

Huawei presented the contribution.

Decision: 

The document was merged with 1266 in 1486.



S3-091486
draft  WID for LIPA-SA3 updated





Source: Huawei

(Replaces S3-091324)

Discussion: 

Huawei presented the revised WID.

Decision: 

The document was agreed.



S3-091216
LS on Local IP Access and Internet Offload





Source: SP-090459

Decision: 

The document was replied to.



S3-091487
Reply to: LS on Local IP Access and Internet Offload





Source: current meeting

Decision: 

The document was approved.



S3-091267
Discussion paper on SA3 implications of new WID on Local IP Access (LIPA)





Source: Qualcomm Europe

Decision: 

The document was noted.



S3-091268
Reply LS on Local IP Access and Internet Offload





Source: Qualcomm Europe

Discussion: 

The LS should be sent to SA2, copying SA. Alcatel Lucent suggested changin to example the two bullets. Vodafone preferred not to include specific examples, mentioning LI aspects in the WID to be attached.

It was decided to put some examples, clarifying that this is not an exclusive list, in the WID. It was decided to accept the insertion of affected specs in the Qualcomm paper. Also 42.033 and 43.033 should be changed with 33.107 and 33.108. Concerning the Rapporteurship, it was decided to be shared between Qualcomm and Huawei.

BT suggested that the regulatory aspects have to be divided into residential and macro environments.

Concerning the timeline, SA3's view is that the proposed timeline is acceptable, delivering at one cycle after SA2.

Decision: 

The document was revised to 1487.



6.10
Key establishment 

6.11
Security aspects of Home (e)NodeB

S3-091212
IIF_to_3GPP_061909





Source: IIF_to_3GPP_061909

Discussion: 

Motorola presented the contribution. The document is now in the public 3GPP site, but Delegates should not reproduce the file on other sites.

Decision: 

The document was noted.



S3-091440
Reply LS on Integrity protection of NAS messages that alter the allowed CSG list





Source: C1-092820

Discussion: 

Vodafone presented the LS. Alcatel-Lucent asked if also DoS scenarios are envisaged in the actions. Nokia Siemens Networks suggested that it is CT1 that maintains the exception list. The action was not clear to the group, Delegates have to check with their CT1 colleagues on the reason for this action.

Decision: 

The document was noted.



S3-091490
Reply to: Reply LS on Integrity protection of NAS messages that alter the allowed CSG list





Source: current meeting

Discussion: 

It was decided that as the changes to 33.401 were not agreed the LS cannot be drafted. SA3 will consider reply when there will be an update in the next meeting.

Decision: 

The document was withdrawn.



S3-091445
Reply LS to S3-091167 = R2-093656 on Integrity Protection of NAS Messages that alter the Allowed CSG List





Source: R2-094102

Decision: 

The document was withdrawn and replaced by S3-091446.



S3-091446
Reply LS to S3-091167 = R2-093656 on Integrity Protection of NAS Messages that alter the Allowed CSG List





Source: R2-094102

(Replaces S3-091445)

Decision: 

The document was withdrawn and replaced by S3-091489.



S3-091489
Reply LS to S3-091167 = R2-093656 on Integrity Protection of NAS Messages that alter the Allowed CSG List





Source: R2-094102

(Replaces S3-091446)

Discussion: 

Vodafone presented the LS. There is some confusion on where the list of exceptions is managed.

Decision: 

The document was noted.



S3-091232
Adding physical secure link scenario in system architecture of H(e)NB





Source: China Mobile

Discussion: 

China Mobile presented the contribution. Nokia Siemens Networks expressed some concern that the contribution treats some parts that have not been specified yet and involves optical networks and direct connections to the open internet from the HeNB. Nokia Siemens Networks asked for more details on the contribution’s scenario. Huawei pointed out that Figure 4.1.1 does not mandate the dotted parts. UK BERR suggested consulting the IEEE paper on relevant threats.

There was not enouh support for the contribution and it was decided to reformulate it for the next meeting as there is not clear opposition for the idea itself.

Decision: 

The document was noted.



S3-091247
Supplemented Description of H(e)NB System Architecture





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution. InterDigital asked the text to include that a security tunnel is established before the location verification takes place. Huawei suggested that HeMS and HeNB should be used.

Decision: 

The document was agreed with modifications.



S3-091316
Clarification to H(e)NB architecture





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed with modifications.



S3-091245
Supplemented requirement on HNB





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution. T-Mobile suggested that the requirement should not be limited to Type 1. Airvana suggested that the requirement is too broad. Nokia Siemens Networks suggested that Type 1 would be between HMS and HNB (NEM and device). It was decided not to add this requirement.

Decision: 

The document was noted.



S3-091246
Additional Requirement on Backhaul Link





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution. It was noted that the change does not change the functions requested to be supported. It was decided that as the requirement comes from 32.583 it is not necessary to be added in the specification.

Decision: 

The document was noted.



S3-091277
p-CR to section 4 (architecture) of TS 33.xyz





Source: Huawei

Discussion: 

Huawei presented the contribution. It was agreed that HSS will be used to store the access related information (instead of subscrpiption data) and use the same type of interface as for the I-WLAN. It was agreed to put for FFS the possibility to use the AAA.

Decision: 

The document was agreed with modifications.



S3-091325
p-CR various edits in the TS





Source: Huawei

Decision: 

The document was agreed.



S3-091233
Modification of the IPSec tunnel from mandatory to optional





Source: China Mobile

Decision: 

The document was noted.



S3-091284
pCR for clarifications on section 7.4 IPsec Tunnel Establishment of TS 33.xyz





Source: Airvana, Nokia, Nokia Siemens Networks, Qualcomm

Discussion: 

Airvana presented the contribution.

Decision: 

The document was agreed.



S3-091347
pCR to 33.xyz: HPM provided by means of UICC





Source: Gemalto, Giesecke & Devrient, Sagem Orga

Discussion: 

Gemalto presented the contribution. BT pointed out that SA1 used the USIM application. It was replied that as HPM is a physical entity UICC has to be used in this case.

Decision: 

The document was agreed.



S3-091281
p-CR to H(e)NB access control of TS 33.xyz





Source: Huawei

Discussion: 

Huawei presented the contribution. It was noted that the access control is against UE and not HeNB.

Decision: 

The document was agreed with modifications.



S3-091388
33.820 CR UE Access Security: Access Control and CSG





Source: NEC Corporation

Discussion: 

NEC presented the contribution. Nokia Siemens Networks asked about the proposed timeline for the work; NEC replied that the proposal is for Release 9, but this can be discussed if it is feasible or not.

It was decided to proceed with this study and document the findings in the TR, deciding later on whether to insert this dummy section in the TS.

Decision: 

The document was noted.



S3-091403
33.xyz pCR CSG security in TS 33.xyz table of contents





Source: NEC Corporation

Discussion: 

NEC presented the contribution.

Decision: 

The document was noted.



S3-091394
H(e)NB CSG and access control in 3GPP TRs and TSs





Source: NEC Corporation

Discussion: 

NEC presented the contribution. Vodafone suggested that the interworking with other groups should be studied and possibly announced.

Decision: 

The document was noted.



S3-091399
33.820 CR CSG and access control security





Source: NEC Corporation

Discussion: 

NEC presented the contribution. It was decided not to introduce Editor's Notes at this stage but attend a NEC CR in the next meeting to introduce actual text. The proposed changes in table of contents were accepted but not added to the TR. Other companies are invited to take this structure as baseline for further contributions.

Decision: 

The document was noted.



S3-091401
33.820 CR CSG Requirements





Source: NEC Corporation

Discussion: 

NEC presented the contribution. Some changes to the types were agreed. It was decided to put this into Rel-8. Also some editorials on the cover page are necessary.

Decision: 

The document was revised to S3-091492.



S3-091492
33.820 CR CSG Requirements





Source: NEC Corporation

(Replaces S3-091401)

Decision: 

The document was agreed.



S3-091263
pCR on TS33.xyz: section 8.1, Location Locking





Source: Qualcomm Europe, Airvana, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Qualcomm presented the contribution.

Decision: 

The document was merged in 1493.



S3-091410
Comments on S3-091263





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the commented contribution. Telecom Italia did not support these comments, but proposed to change shall to should be able to.

Decision: 

The document was noted.



S3-091279
pCR to TS on location locking





Source: Huawei

Discussion: 

Huawei presented the contribution. It was decided to postpone a decision on such a contribution for the next meeting. There was some discussion on the terminology of location locking. Vodafone suggested that there might not be a pass-or-fail situation but intermediate ones.

Decision: 

The document was revised to S3-091493.



S3-091493
pCR to TS on location locking





Source: Qualcomm Europe, Aivana, Nokia, Nokia Siemens Networks, InterDigital, Vodafone, BT, Huawei

(Replaces S3-091279)

Discussion: 

Qualcomm presented the contribution. No comments or objections.

Decision: 

The document was approved.



S3-091283
pCR for clarifications on section 6.4.1 Clock Protection of TS 33.xyz





Source: Airvana, Nokia, Nokia Siemens Networks, Qualcomm

Discussion: 

Airvana presented the contribution.

Decision: 

The document was agreed with modifications.



S3-091413
Comments on S3-091283





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the commenting contribution. Airvana suggested that the first comment would be concerning the FQDN, which would not be necessary to be stored. On the third comment Airvana suggested that the fact of being secure should then be present in all the parts of the document. There was not support from the group for these comments.

NTT DOCOMO suggested that in the cases where a future date is set there could be some issues with expiration of certificates; an Editor's Note will address this issue.

Telecom Italia suggested improving the readability in the bullets in 6.4.1. This was agreed to be addressed.

Decision: 

The document was noted.



S3-091338
pCR on introduction of Device Validation into TS 33.xyz





Source: Airvana, Nokia, Nokia Siemens Networks, Qualcomm

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was agreed with modifications.



S3-091414
Comments on S3-091338





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the commenting contribution.

In 5.2.1 the comment was not accepted as the information provided is already known. In 6.1 the comment was not accepted except for changing the HeNB to TrE, with the correction that the HeNB and not the TrE connects to the core network; also, not all checks are performed by the TrE. In 7.1 the modification and the comment were rejected. In 8.3.2 it was decided to accept the comment. In 8.3.2.2 the word implicitly was added. In A.1 the comments were accepted and the additional comment from ZTE was accepted.

Part of the proposed text changes were accepted (Change of “H(e)NB” to “TrE” in 6.1, all changes proposed in 8.3.2,  all changes proposed in A.1). Part of the proposed text changes were accepted (Addition of “TrE” to “H(e)NB” in 6.1, all changes proposed in 7.1 and 8.3.2.2,  all changes proposed in A.1 and A.2) 

Decision: 

The document was noted.



S3-091278
p-CR to H(e)NB security TS





Source: Huawei, Orange

Discussion: 

Huawei presented the contribution. Airvana preferred to have this in the informative Annex. It was agreed to make optional this certificate-based authentication and put it in the informative Annex for the time being.

It was agreed to insert an Editor's Note on the fact that the security issues have to be studied.

Decision: 

The document was agreed with modifications.



S3-091353
pCR for sections 7.2.2 and 8.3.2 of TS 33.xyz on identity checking





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was agreed with modifications.



S3-091415
Comments on S3-091353





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the commenting contribution. Airvana suggested that the FQDN verification should not be performed within the TrE. Vodafone suggested that some clarification on the text proposed by Nokia Siemens Networks should be done to explain which FQDN is checked (the URL where the connection is trying to be made). This was agreed and the execution in the TrE was not judged necessary anymore.

Decision: 

The document was noted.



S3-091380
pCR for section 7.2 on revocation of H(e)NB device certificates





Source: Nokia Corporation, Nokia Siemens Networks, Qualcomm

Discussion: 

Nokia Siemens Networks presented the contribution. An agreement could not be found, but the topic will be re-addressed in the September ad hoc meeting.

Decision: 

The document was noted.



S3-091264
pCR on TS33.xyz: new section 8.x on software update





Source: Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Motorola

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was revised to S3-091494.



S3-091417
Comments on S3-091264





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the contribution. The first proposal to delete the SW was not acceptable.

It was decided to replace the Editor's Note with a Note stating that transport security is TLS or IPSec as described in TR-069.

The bullet added and the last sentence in the contribution were not accepted. The reporting to H(e)MS in the case of failure is FFS and this will be addressed by an Editor's Note.

It was noted that if a simplified solution is found then this can be studied in the next meeting.

It was agreed to delete the part mentioning the command list as a place for the signature, as this is contrary to the PKCS#7. It was agreed to insert a Note stating that the TR-069 supports multiple signatures signed by different by different algorithms.

Decision: 

The document was noted.



S3-091494
pCR on TS33.xyz: new section 8.x on software update





Source: Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Motorola

(Replaces S3-091264)

Decision: 

The document was agreed.



S3-091378
pCR for section 8.3 TS 33.xyz on TLS protocol profile





Source: Nokia Corporation, Nokia Siemens Networks, Qualcomm

Discussion: 

Nokia Siemens Networks presented the contribution. Orange pointed out that this profile is not compatible with the TR-069 TLS profile. Nokia Siemens Networks suggest that this profile is for the TR-069.

It was decided that this contribution is not needed, but a Note was agreed to be inserted in the clause introduced by 1390 to state that there is no conflict of the TLS profiling with what stated in 33.310.

Decision: 

The document was noted.



S3-091390
pCR for section 8.3 of TS 33.xyz on TR-069 protocol profile





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was agreed.



S3-091376
pCR on section 8.3 of TS 33.xyz on TLS certificate profile





Source: Airvana, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was agreed.



S3-091335
CR to TR33.820 Add PVE to H(e)NB security architecture update of S3-091242





Source: ZTE Corporation

Decision: 

The document was withdrawn.



S3-091409
CR to TR33.820 (revision of ZTE's S3-091335)





Source: InterDigital Communications Corporation

Decision: 

The document was withdrawn.



S3-091243
CR to TR33.820 Transfer RIM of hardware information by unsymmetrical key





Source: ZTE Corporation

Decision: 

The document was revised to S3-091469.



S3-091469
CR to TR33.820 Transfer RIM of hardware information by unsymmetrical key





Source: ZTE Corporation

(Replaces S3-091243)

Decision: 

The document was withdrawn.



S3-091244
CR to TR33.820 Transfer RIM of software information





Source: ZTE Corporation

Decision: 

The document was revised to S3-091470.



S3-091470
CR to TR33.820 Transfer RIM of software information





Source: ZTE Corporation

(Replaces S3-091244)

Decision: 

The document was withdrawn.



S3-091334
CR to TR33.820  The precondition of H(e)NB authentication





Source: ZTE Corporation

Decision: 

The document was noted.



S3-091254
CR to TR33.820: 7.5.2.Validation





Source: InterDigital Communications Corp.

Decision: 

The document was revised to S3-091438.



S3-091438
CR to TR33.820: 7.5.2.Validation (Revision of 1254 with additional co-sign)





Source: Huawei, Interdigital

(Replaces S3-091254)

Discussion: 

Interdigital presented the contribution. The contribution could not be agreed and some further re-working is needed to be rediscussed in the future.

Decision: 

The document was revised to S3-091502.



S3-091502
CR to TR33.820: 7.5.2.Validation (Revision of 1254 with additional co-sign)





Source: Huawei, Interdigital

(Replaces S3-091438)

Decision: 

The document was agreed.



S3-091280
CR to TR33.820 H(e)NB validation





Source: Huawei

Discussion: 

Huawei presented the CR. Nokia Siemens Networks had stated that measurements are based on the SW version which is not stated here. Motorola suggested that this creates confusion on which HV should be followed.

Decision: 

The document was revised to S3-091503.



S3-091503
CR to TR33.820 H(e)NB validation





Source: Huawei

(Replaces S3-091280)

Decision: 

The document was agreed.



S3-091411
Comments on S3-091280





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the commenting contribution.

Decision: 

The document was noted.



S3-091282
Comparison between Enhanced SAV and HV





Source: Huawei

Decision: 

The document was noted.



S3-091255
CR to TR33.820: 7.5.2.6. remediation upon validation failure





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the contribution.

InterDigital explained that the CR was about use of Emergency Code Base (ECB) to recover from a failure of integrity check in AuV or basic steps of SAV and HV. Airvana asked what the difference was between ECB and what we normally boot? i.e. if we have ECB whu not use it every time. InterDigital answered that ECB was intended for use only in emergencies (e.g post integrity-check failures in AuV). Qualcomm asked howECB will differ from stage 1 code? IDCC answered that the stage 1 was only TrE but that ECB might be different from TrE, since it might need some stage 2 functions. The ECB could be independent of TrE. BT supported such a “limp home” mode, and in order to that, use a securely-stored global symmetric key. Must be very minimal functionality. Airvana remarked that the ECB sounded like another TrE. Huawei remarked that remediation needed to be studied.  Vodafone agreed. Airvana remarked that the principle was ok but it needed more definition. Airvana remarked that it would be good to have something like this in the product but Airvana is not ready to standardise it. NSN remarked that InterDigital needed to consult SA5 to see if SA5 can support such a functionality. Vodafone remarked that there may be impact on SA5 TS. Remarked that the SA3 should indicate to SA5 that there is a need for this, even if we don’t standardise how it works. It was advised that the TR is under change control so the group cannot add unstable content to it. InterDigital was asked to bring a more stable CR at the next meeting. 

Decision: 

The document was noted (revised to S3-091504 which was withdrawn).



S3-091504
CR to TR33.820: 7.5.2.6. remediation upon validation failure





Source: InterDigital Communications Corp.

(Replaces S3-091255)

Decision: 

The document was withdrawn.



S3-091256
CR to TR33.820: 7.5.2.x. Device Re-validation





Source: InterDigital Communications Corp

Discussion: 

InterDigital presented the contribution. Vodafone suggested that the revalidation should be handled on the network side only; it was agreed that the device should not reboot during a call.

Nokia Siemens Networks remarked that SA5 specified forced re-boot in their specs. DoCoMo remarked they liked forced reboot, but how often and under what conditions? It’s too complex as written in S3-091256. Vodafone remarked that it’s useful to specify policy requirements (e.g. no reboot during live calls) for network-initiated reboots, as SA5 probably hasn’t considered the cases for re-boot. Alcatel-Lucent asked the 1st paragraph to make it sound less legal-related. The group agreed to remove all 1st para up to and incl “therefore”. “should” becomes “can”. The Editor’s Note was agreed. The group agreed to remove 2nd para and replace it with new text that says the method already available from SA5 can be used to perform a n/w initiated re-boot, hence re-validation.

Decision: 

The document was revised to S3-091505.



S3-091505
CR to TR33.820: 7.5.2.x. Device Re-validation





Source: InterDigital Communications Corp

(Replaces S3-091256)

Decision: 

The document was agreed.



S3-091257
CR to TR33.820: 7.5.3. analysis of device integrity methods





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the contribution. It was agreed that the changes proposed in 1257 will all be removed, but a new Ed note is to be added that says that the current text in the analysis section is out of date and needs to be revised when the threat analysis and feasibility study of all validation methods is completed.
Decision: 

The document was revised to S3-091506.



S3-091506
CR to TR33.820: 7.5.3. analysis of device integrity methods





Source: InterDigital Communications Corp.

(Replaces S3-091257)

Decision: 

The document was agreed.



S3-091258
CR to TR33.820: 7.6. authentication implementation options





Source: InterDigital Communications Corp

Discussion: 

InterDigital presented the contribution. Airvana: some of the content is not about “binding”. Alcatel Lucent: the network would need to know the device architecture. Nokia-Siemens Networks: can we allow the operation of a device with failed stage 3 modules in case of a bug?. Vodafone: it’s good to have this flexibility and then allow the operator to weigh up the pros and cons. Nokia-Siemens Networks: what about low-cost devices? IDCC: this would only be optional for Rel-9. Airvana: disagree with 7.6.1.3.4., 7.6.3.2.2, 7.6.2.4. In 7.6.2.4: need to change steps in new fig 7, to reflect what was agreed about authentication before validation.

Decision: 

The document was withdrawn and replaced by S3-091507.



S3-091507
CR to TR33.820: 7.6. authentication implementation options





Source: InterDigital Communications Corp

(Replaces S3-091258)

Discussion: 

An agreement could not be reached.
Decision: 

The document was withdrawn.



S3-091259
CR to TR33.820: 8.3 Conclusions (re validation)





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the contribution.

Decision: 

The document was merged in 1501.



S3-091430
comments to S3-091259





Source: Huawei

Discussion: 

Huawei presented the contribution.

Decision: 

The document was merged in 1501.



S3-091412
revised S3-091265, validation conclusions





Source: Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Alcatel-Lucent, ip.access, ZTE, T-Mobile

Discussion: 

Qualcomm presented the contribution.

Decision: 

The document was merged with 1431 in 1501.



S3-091431
comments to S3-091265/S3-091412





Source: Huawei

Discussion: 

Huawei presented the contribution. InterDigital suggested that the improvement proposed by Huawei is acceptable. Qualcomm suggested changing the first sentence as in 1412. A new phrasing was proposed and agreed for the change: "in particular because it contains as an integral part secure binding to the device authentication".

The title was changed to device validation.

Decision: 

The document was merged with 1412 to S3-091501.



S3-091501
CR to TR33.820: 8.3 Conclusions on Validation





Source: Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Alcatel-Lucent, ip.access, ZTE, T-Mobile, Huawei

(Replaces S3-091431)

Decision: 

The document was agreed.



S3-091339
Further Investigations on validation methods for H(e)NBs





Source: Airvana, Alcatel-Lucent, ip.access, Motorola, Nokia Corporation, Nokia Siemens Networks, Qualcomm, T-Mobile, ZTE

Discussion: 

Nokia Siemens Networks presented the contribution.

InterDigital's objections were in 2.2, 2.3, 4.1, 4.3; on 4.4 there was a Huawei objection. The rest of this list was agreed to be included in the study.

2.2: was agreed with the addition of "identified in the TR" referring to the attacks;

2.3: was agreed with the addition of "existing";

4.1: InterDigital suggested these do not apply to SAV; Nokia Siemens Networks suggested replacing measurement values with "information received from the HeNB as a result of the validation", which is applicable to SAV methods.

4.3: was agreed with the modification of the second question to "what is needed from the infrastructure to support this".

4.4: was agreed with the removal of "existing and proposed" and the addition of "included in TR-069" relating to HeNB SW distribution methods and channels.

On the first proposal, InterDigital agreed that non-autonomous and autonomous validation need to be examined for the sake of comparison, provided that the items in the InterDigital proposal were discussed line-by-line.

On the second proposal, it was agreed with the addition that the autonomous case is covered for the comparison.

On the third proposal, it was agreed to take a sentence from the conclusions as a condition.

Decision: 

The document was agreed with modifications.



S3-091408
H(e)NB: comments on S3-091339





Source: InterDigital Communications Corp.

Discussion: 

InterDigital presented the contribution.

Decision: 

The document was noted.



S3-091432
Comments to S3-091408 of Huawei and InterDigital Communications Corporation





Source: Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was agreed with modifications.



S3-091437
Revision of S3-091436 (adding Huawei's co-signing and comments)





Source: InterDigital Communications Corp, Huawei Technologies

Discussion: 

InterDigital presented the contribution.

Decision: 

The document was noted.



S3-091491
TS 33.320 HeNB security aspects





Source: Rapporteur

Discussion: 

Huawei presented the new version. There was a comment by Nokia Siemens Networks supported by InterDigital to add a Note. This was agreed.

It was decided to send the new version for information.

An exception will be asked for this.

Decision: 

The document was agreed.



6.12
Other areas

7
Studies

7.2
Protection against SMS and MMS spam

S3-091238
SMS MMS SPAM: new solution and update of the TR





Source: Orange

Discussion: 

Orange presented the contribution. There were no comments and it was decided to agree on the content of the contribution and with these updates to close the deliverable without going for SA approval.

Decision: 

The document was agreed.



7.3
Remote management of USIM application for M2M equipment

S3-091225
Use case section of draft TR 33.812





Source: Sagem Orga

Discussion: 

Sagem Orga presented the contribution.

Decision: 

The document was noted.



S3-091407
M2M: comments on S3-091225





Source: InterDigital Communications Corporation, Ericsson, ST-Ericsson

Discussion: 

InterDigital presented the commenting contribution. BT had mixed views about the two contributions 1225 and 1407. Nokia suggested that the use cases have been treated long enough and should not be changed now; Orange supported the changes. Sagem-Orga proposed to replace operator change with subscription change; BT and Vodafone supported this proposal. The last change was removed. Concerning vending, it was decided to remove M2M end user and talk only about M2M subscriber.
Decision: 

The document was approved with modifications.



S3-091226
Use case analysis section of draft TR 33.812





Source: Sagem Orga

Discussion: 

Sagem Orga presented the contribution.

Decision: 

The document was approved.



S3-091227
Requirements section of draft TR 33.812





Source: Sagem Orga

Discussion: 

Sagem Orga presented the contribution. It was agreed that the implementation details for mechanical protection are out of scope but the requirement for mechanical protection is not out of scope. Support of at least one cryptographic algorithm with at least one mode of operation was added.

Decision: 

The document was approved with modifications.



S3-091371
pCR: Requirements section of draft TR 33.812





Source: Sagem Orga, Giesecke & Devrient

Discussion: 

Sagem Orga presented the contribution. It was proposed but not agreed to insert an Editor's Note stating that this point applies also to the analysis section. Some offline discussion is necessary.

Decision: 

The document was noted.



S3-091260
pCR to TR 33.812: removal of (empty) solution 1b





Source: InterDigital Communications Corp

Discussion: 

InterDigital presented the contribution.

Decision: 

The document was approved.



S3-091236
Details in message flow for change of operator in alt 1





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST Ericsson

Discussion: 

Nokia presented the contribution. It was agreed to remove the GBA key and B-TID from the contribution. It was noted that it is the private key and it should be corrected in the contribution.

Decision: 

The document was approved with modifications.



S3-091439
M2M: Revision of S3-091331 (clarifying intro to the PCR)





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Ericsson presented the contribution. Telecom Italia suggested that MILENAGE should stay in UICC; the Chairman reminded that for Common IMS MILENAGE can reside in the IMC. It was proposed to add an Editor's Note to address the issue that it has to be discussed whether MILENAGE can be used. It was finally decided to remove the relative added text, keeping however the original text mentioning MILENAGE.

GBA Push will be replaced with “secure push”.

It was agreed to add an Editor's Note on the fact that the notation used in this step has to be explained, in step IV of 6.2.3.4.

Decision: 

The document was approved with modificaitons.



S3-091384
alternative 2 - protection measures





Source: Orange

Discussion: 

Orange presented the contribution. Telecom Italia suggested replacing the 3GPP terminal with M2M equipment. The section in 5.3.5 the “criticity” was replaced with “depending on the application” and “complete” was replaced by “sufficient level”.

"all" was removed from "all further data exchange".

Decision: 

The document was approved with modifications.



S3-091336
Requirements brought by removable UICC-based solution in Alternative 3





Source: China Mobile

Discussion: 

China Mobile presented the contribution. Approved with a change proposed by InterDigital, i.e. implementation details of physical protection of UICC are out of scope, but the requirement for such protection is not out of scope.

Decision: 

The document was approved with modifications.



S3-091379
Update of candidate solution 3b description





Source: Vodafone

Discussion: 

Vodafone presented the contribution.

Decision: 

The document was approved.



S3-091218
pCR on TR33.812: Evaluation of candidate solution 1a





Source: InterDigital, Rogers Wireless, TeliaSonera, Vodafone

Discussion: 

Vodafone presented the contribution.

Decision: 

The document was approved with agreed parts of 1422 and 1427.



S3-091422
Comments on S3-091218: pCR on TR33.812: Evaluation of candidate solution 1a





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the commenting contribution. Vodafone said that the text in brackets is irrelevant so delete it. Also to add an editor’s note to say that applicability to CDMA systems is FFS.

Decision: 

The document was approved with 1218 with changes and with the accepted parts of 1427.



S3-091427
M2M: comments on S3-091218





Source: Orange

Discussion: 

Orange presented the commenting contribution. Nokia supported the Vodafone contribution in 1218. Vodafone suggested the Orange additions are valid and should be taken into account. Qualcomm suggested that the additions are redundant; it was agreed to remove the "non standardized data" part. Telecom Italia and Gemalto supported the Orange additions. It was agreed that the procedures missing is a negative point. It was agreed to add an Editor's Note that it is FFS whether an example referring to CDMA needs to be added. Ericsson said that the possibility to download other data as well as credentials is a positive, not a negative, even though procedures are not yet specified. Qualcomm said that the need for further specifications is not a negative, since identifying the need for further specifications is one purpose of the TR.
Decision: 

The document was approved with modifications.



S3-091350
M2M pCR on TR33.812: evaluation of candidate solution 2  'UICC based solution with no remote subscription provisioning and change'





Source: BT Group

Discussion: 

BT presented the contribution.

Decision: 

The document was noted.



S3-091421
Comments to TD S3-091350





Source: Telecom Italia

Discussion: 

Telecom Italia presented the commenting contribution. InterDigital suggested that there is no reference concerning the M2M business; Telecom Italia pointed out that this refers to the practical experience as an operator, since the M2M business already exists, regardless of TR 33.812. It was proposed to remove the M2M business part but this was objected by MNOs, since the existance of a M2M business is a fact and there are not reasons to deny it. It was also decided to remove remote management. E.g. was removed. The threats were modified. Due to time pressure, it was agreed to leave empty the contentous parts.

The whole content of the security (box 1) and initial choice of operator (box 7) are deleted (work on hem for the next meeting).  Boxes 8, 9, 10, 11, 12 are accepted. Threat 1 is deleted. Combine threats 2 and 3. Threats: remove refernce to 3GPP2. Remove “serious” from threat 3.
Decision: 

The document was approved with modifications.



S3-091270
pCR on TR33.812: evaluation of candidate solution 3a





Source: Qualcomm Europe, Ericsson, Nokia Corporation, Nokia Siemens Networks, Vodafone, TeliaSonera

Discussion: 

Qualcomm presented the contribution.

Decision: 

The document was noted.



S3-091419
Comments on S3-091270





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the contribution.

Decision: 

The document was approved with 1435.



S3-091429
M2M: comments on S3-091270





Source: Orange

Discussion: 

Orange presented the contribution.

Decision: 

The document was approved with 1435.



S3-091435
M2M: Comments on S3-091270





Source: Sagem Orga

Discussion: 

Sagem Orga presented the contribution.

Decision: 

The document was approved with modifications.



S3-091406
replacement for S3-091204 (more co-signers)





Source: BT, InterDigital Communications, Nokia Corporation, Nokia-Siemens Networks, Telia-Sonera, Vodafone

Discussion: 

InterDigital presented the contribution.

Decision: 

The document was approved with 1424 and 1426 (to be combined with 1424 and the agreed parts of 1426 and incorporated into the TR by the rapporteur).



S3-091424
M2M: Comments on S3-091204





Source: Sagem Orga

Discussion: 

Sagem Orga presented the contribution.

Decision: 

The document was approved with the agreed parts from 1426.



S3-091426
M2M: comments on S3-091204





Source: Orange

Discussion: 

Orange presented the contribution. The last bullet in 3 was deleted. Nokia-Siemens Networks said that keeping algorithms secret is bad practice, so the appropriate item in section 1 (the part that begins “Individual operators have limited control” is deleted). Discussions about that issue were be taken off-line.
Decision: 

The document was approved with the the agreed parts from 1424.



S3-091208
pCR to 33.812: Addition of clause 8.1.4 and corrections to clause 8.1 overall





Source: Motorola Inc, Qualcomm Europe, BT

Discussion: 

Qualcomm presented the contribution.

Decision: 

The document was approved.



S3-091207
Summary of evaluations against use cases for clause 8.2.1 of TR33.812





Source: Motorola Inc., Qualcomm Europe, BT

Discussion: 

Qualcomm presented the contribution. It was decided to have an empty skeleton with alternatives 3a and 3b. All other parts of the contribution were rejected as there was no agreement.
Decision: 

The document was approved with modifications.



S3-091210
pCR to TR33.812, clause 8.3, Conclusions of TR





Source: Motorola Inc, Qualcomm Europe

Discussion: 

Qualcomm presented the contirbution.

Decision: 

The document was noted.



S3-091433
M2M: comments on S3-091210





Source: Telecom Italia, Sagem Orga, Orange

Discussion: 

Orange presented the contribution.

Decision: 

The document was noted.



S3-091444
Comments on S3-091433 comments on S3-091207 (Conclusions)





Source: Motorola Inc.

Discussion: 

Qualcomm presented the contribution. The group went through the contributions. All alternatives were dropped.
The beginning of the contribution was agreed.

Decision: 

The document was approved with modifications.



S3-091404
pCR to TR 33.812: Addition of GSMA SC view





Source: Gemalto, Orange, Sagem Orga, Telecom Italia

Discussion: 

Gemalto presented the contribution. Nokia suggested adding information on the version on which the GSMA review was based. This was agreed.

Decision: 

The document was approved with modifications.



S3-091528
ETSI TC M2M specifications





Source: ETSI M2M

Discussion: 

The Chairman presented the incoming LS.

Decision: 

The document was noted.



S3-091529
New version of 33.812





Source: Rapporteur

Discussion: 

Timeline for email approval:

- 17 July: deadline for comments

- 21 July: version with comments is produced;

- 23 July: final version (any last comments on the incorporation of comments).

Decision: 

The document was sent for email approval.



7.4
UTRAN key management enhancements

S3-091317
33.ukh pCR: UTRAN KH update





Source: Ericsson, ST-Ericsson

Discussion: 

Ericsson presented the contribution.

Decision: 

The document was approved with modifications.



S3-091527
New version of UTRAN key management enhancements





Source: Rapporteur

Decision: 

The document was agreed.



7.5
Extended Identity Management

S3-091219
OpenID/GBA General (Definitions & Abbr.)





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia presented the contribution.

Decision: 

The document was approved.



S3-091220
OpenID/GBA Architectures





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia presented the contribution. Gemalto asked to replace the term ME by the term UE. This was agreed.

Decision: 

The document was agreed.



S3-091221
OpenID/GBA Co-location of NAF/OP (Arch. & message flow)





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia presented the contribution. Some comments have to be integrated.

Decision: 

The document was approved.



S3-091222
OpenID/GBA Mapping of concepts





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia presented the contribution.

Decision: 

The document was approved.



S3-091223
OpenID/GBA Classification of Security





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia presented the contribution. Gemalto opposed the contribution.

Decision: 

The document was noted.



S3-091224
OpenID/GBA GUSS/USS usage





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia presented the contribution.

Decision: 

The document was approved.



S3-091428
Comments to OpenID/GBA contributions





Source: Gemalto

Decision: 

The document was noted.



S3-091526
33.924 v0.2.0





Source: Rapporteur

Discussion: 
An email approval will take place. Timeline:

- 13 July new version available;

- 15 July - deadline for comments;

- 16 July - final 0.2.0 available.

Decided to go for information to Plenary. An exception will be requested.

Decision: 

The document was sent for email approval.



7.6
Other study areas

No input.
8
Session with TR-45 AHAG about joint control of AKA specifications

The SA3 Chairman opened the joint session with TR-45 AHAG and gave the floor to Frank Quick to present S3-091217.

S3-091217
Subject: AKA Joint Control Agreement





Source: TR45 Correspondence to SA3 re AKA Joint Control Agreement

Discussion: 

Frank Quick, the TR-45 AHAG Chairman of Qualcomm Incorporated, presented the contribution, also giving a brief information of the history of the collaboration of 3GPP and 3GPP2 on Security.

On a quick show of hands, it was noted that 8 Delegates of the current meeting had been present in the meeting where the Joint Control Agreement had been decided.

Frank Quick expressed the AHAG's view that the level of cooperation is enough to allow proceeding without renewing the Joint Control Agreement, and continuing on a more informal basis.

SA3 did not have any opposition to this proposal and it was accepted. SA3 will bring this to the attention of SA and come back with feedback to AHAG.

Decision: 

The document was noted.



9
Review and update of work programme

S3-091203
SA3 Work Plan





Source: MCC

Discussion: 

Exceptions agreed to be requested::

- Extended Identity Management;

- H(e)NB; 

- LI;

- IMS Media Plane Security;

- NDS backhaul security;

- GBA push enhancement (depending on the outcome of email discussion).

Rapporteurs are requested to send their estimates of progress to MCC as soon as possible.
Decision: 

The document was noted.



10
Future meeting dates and venues

Tentative 2010 dates and locations:

01-Feb-10 to 05-Feb-10 - Bangalore (tentative location – has to be confirmed).

26-Apr-10 to 30-Apr-10 - EU 

28-Jun-10 to 02-Jul-10 - NAF

15-Nov-10 to 19-Nov-10 - EU

ACTION:
Invite TISPAN WG7 Delegates to participate to September ad hoc meeting
(action on: Chairman)

11
Any other business

The numbers for the 3GPP SA3 new deliverables were given by MCC:

33.320 for the Home Node B security TS;

33.328 for the Media Security TS;

33.924 for the Identity Management and 3GPP Security Interworking; Identity Management and Generic Authentication Architecture (GAA) Interworking.

September Ad Hoc meeting:

As the ad hoc meeting is too early to have baselines to work on, MCC will pre-implement the CRs for 33.401 and make the baseline available in July. This version of the specification is an unapproved draft and should only be used for CR creation for the ad hoc.

The mandate of the September ad hoc meeting will be:

- 33.401;

- 33.402;

- 33.820;

- 33.320;

- 33.828;

- 33.328;

- Backhaul Security;

- 128-bit encryption.

A joint session with TISPAN WG7 will not be attempted, but TISPAN WG7 is welcome to participate.

12
Close

The Chairman thanked NAF for hosting the SA3#56 meeting.

The Chairman the Delegates, the Officials and the Secretary for their hard work, contribution and devotion in the common mission. 

The meeting was closed.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-091200
	Draft Agenda for THIS meeting
	SA WG3 Chairman
	approved
	-
	-

	S3-091201
	Report from LAST SA3 Ordinary meeting
	SA WG3 Secretary
	approved
	-
	-

	S3-091202
	Report from LAST SA Plenary
	SA WG3 Chairman
	approved
	-
	-

	S3-091203
	SA3 Work Plan
	MCC
	noted
	-
	-

	S3-091205
	Removal of editor’s note on Proxy-Authentication Info header in annex N (Rel-8)
	CableLabs, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-091508

	S3-091206
	Removal of editor's note on Proxy-Authentication Info header in annex N (Rel-9)
	CableLabs, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-091509

	S3-091207
	Summary of evaluations against use cases for clause 8.2.1 of TR33.812
	Motorola Inc., Qualcomm Europe, BT
	approved with modifications
	-
	-

	S3-091208
	pCR to 33.812: Addition of clause 8.1.4 and corrections to clause 8.1 overall
	Motorola Inc, Qualcomm Europe, BT
	approved
	-
	-

	S3-091210
	pCR to TR33.812, clause 8.3, Conclusions of TR
	Motorola Inc, Qualcomm Europe
	noted
	-
	-

	S3-091211
	Reply LS on ''Local Call Local Switch''
	GP-091056
	noted
	-
	-

	S3-091212
	IIF_to_3GPP_061909
	IIF_to_3GPP_061909
	noted
	-
	-

	S3-091213
	Response to 3GPP on the PUCI Work Item and clarifications on OMA SpamRep, OMA CBCS and OMA SCIDM Wis
	OMA-LS_808-Reply_from_REQ_to_3GPP_SA3_on_PUCI_vs_OMA_SpamRep_CBCS_SCIDM-20090528-A
	noted
	-
	-

	S3-091214
	3GPP and OMA DM Bootstrap Security
	OMA-LS_813-Reply_from_DM_to_3GPP_SA3_on_GBA_Push_and_Bootstrap_Security-20090619-A
	noted
	-
	-

	S3-091215
	LS on Individual communications and Protection against Unsolicited Communication in IMS
	S1-091390
	noted
	-
	-

	S3-091216
	LS on Local IP Access and Internet Offload
	SP-090459
	replied to
	-
	-

	S3-091217
	Subject: AKA Joint Control Agreement
	TR45 Correspondence to SA3 re AKA Joint Control Agreement
	noted
	-
	-

	S3-091218
	pCR on TR33.812: Evaluation of candidate solution 1a
	InterDigital, Rogers Wireless, TeliaSonera, Vodafone
	approved with 1422 and 1427
	-
	-

	S3-091219
	OpenID/GBA General (Definitions & Abbr.)
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091220
	OpenID/GBA Architectures
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-091221
	OpenID/GBA Co-location of NAF/OP (Arch. & message flow)
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091222
	OpenID/GBA Mapping of concepts
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091223
	OpenID/GBA Classification of Security
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-091224
	OpenID/GBA GUSS/USS usage
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091225
	Use case section of draft TR 33.812
	Sagem Orga
	noted
	-
	-

	S3-091226
	Use case analysis section of draft TR 33.812
	Sagem Orga
	approved
	-
	-

	S3-091227
	Requirements section of draft TR 33.812
	Sagem Orga
	approved with modifications
	-
	-

	S3-091228
	Correction of rules on concurrent runs of security procedures
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	agreed
	-
	-

	S3-091229
	License Policy for EEA3 and EIA3
	CATR
	noted
	-
	-

	S3-091230
	Modifications on key derivation figure 6.2-2 and figure 6.2-3
	China Mobile,ZTE
	merged into 1447
	-
	-

	S3-091231
	Dividing the UE into ME and USIM
	China Mobile
	merged into 1457 and 1458
	-
	-

	S3-091232
	Adding physical secure link scenario in system architecture of H(e)NB
	China Mobile
	noted
	-
	-

	S3-091233
	Modification of the IPSec tunnel from mandatory to optional
	China Mobile
	noted
	-
	-

	S3-091235
	PUCI Terminal Details
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-091236
	Details in message flow for change of operator in alt 1
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST Ericsson
	approved with modifications
	-
	-

	S3-091237
	PUCI: non-IMS interconnection security
	Orange
	approved with modifications
	-
	-

	S3-091238
	SMS MMS SPAM: new solution and update of the TR
	Orange
	agreed
	-
	-

	S3-091240
	Correction of optimization of security procedures for emergency call
	ZTE Corporation
	revised
	-
	S3-091482

	S3-091241
	Editorial correction to Algorithms for emergency call
	ZTE Corporation
	agreed
	-
	-

	S3-091243
	CR to TR33.820 Transfer RIM of hardware information by unsymmetrical key
	ZTE Corporation
	revised
	-
	S3-091469

	S3-091244
	CR to TR33.820 Transfer RIM of software information
	ZTE Corporation
	revised
	-
	S3-091470

	S3-091245
	Supplemented requirement on HNB
	ZTE Corporation
	noted
	-
	-

	S3-091246
	Additional Requirement on Backhaul Link
	ZTE Corporation
	noted
	-
	-

	S3-091247
	Supplemented Description of H(e)NB System Architecture
	ZTE Corporation
	agreed with modifications
	-
	-

	S3-091248
	[33.234] Correction of references to IETF drafts (RFCs published)
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-091249
	pCR on Solution of Conference Call
	ZTE Corporation, China Mobile
	approved with modifications
	-
	-

	S3-091250
	pCR on Use Case of Conference Call
	ZTE Corporation, China Mobile
	approved
	-
	-

	S3-091251
	pCR on Solution of Shared Key Derivation Between IMS UE and KMS
	ZTE Corporation, China Mobile
	noted
	-
	-

	S3-091252
	pCR to TR33.828: Update of
	ZTE Corporation, China Mobile
	approved with modifications
	-
	-

	S3-091253
	ppCR to TR33.828: Update of
	ZTE Corporation, China Mobile
	approved with modifications
	-
	-

	S3-091254
	CR to TR33.820: 7.5.2.Validation
	InterDigital Communications Corp.
	revised
	-
	S3-091438

	S3-091255
	CR to TR33.820: 7.5.2.6. remediation upon validation failure
	InterDigital Communications Corp.
	revised
	-
	S3-091504

	S3-091256
	CR to TR33.820: 7.5.2.x. Device Re-validation
	InterDigital Communications Corp
	revised
	-
	S3-091505

	S3-091257
	CR to TR33.820: 7.5.3. analysis of device integrity methods
	InterDigital Communications Corp.
	revised
	-
	S3-091506

	S3-091258
	CR to TR33.820: 7.6. authentication implementation options
	InterDigital Communications Corp
	withdrawn
	-
	S3-091507

	S3-091259
	CR to TR33.820: 8.3 Conclusions (re validation)
	InterDigital Communications Corp.
	merged in 1501
	-
	-

	S3-091260
	pCR to TR 33.812: removal of (empty) solution 1b
	InterDigital Communications Corp
	approved
	-
	-

	S3-091261
	Security model for NDS in IP-based backaul networks
	T-Mobile, NEC Corporation
	endorsed with modifications
	-
	-

	S3-091262
	eNB-SEG trust establishment
	T-Mobile
	noted
	-
	-

	S3-091263
	pCR on TS33.xyz: section 8.1, Location Locking
	Qualcomm Europe, Airvana, Nokia Corporation, Nokia Siemens Networks
	merged in 1493
	-
	-

	S3-091264
	pCR on TS33.xyz: new section 8.x on software update
	Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Motorola
	revised
	-
	S3-091494

	S3-091266
	Revised SP-090455, WID on LIPA and Internet Offload
	Qualcomm Europe
	merged with 1324 in 1486
	-
	-

	S3-091267
	Discussion paper on SA3 implications of new WID on Local IP Access (LIPA)
	Qualcomm Europe
	noted
	-
	-

	S3-091268
	Reply LS on Local IP Access and Internet Offload
	Qualcomm Europe
	revised to 1487
	-
	-

	S3-091269
	Clarification for the Clauses 5.1.4.1-2 of the Rel-9 TS 33.401
	Alcatel-Lucent, Verizon, Ericsson, NEC
	revised
	-
	S3-091484

	S3-091270
	pCR on TR33.812: evaluation of candidate solution 3a
	Qualcomm Europe, Ericsson, Nokia Corporation, Nokia Siemens Networks, Vodafone, TeliaSonera
	noted
	-
	-

	S3-091271
	Clarification for Kenb and NH derivations definition-R8
	Huawei
	revised
	-
	S3-091459

	S3-091272
	Clarification for Kenb and NH derivations definition-R9
	Huawei
	revised
	-
	S3-091460

	S3-091273
	The modification of key derivation for handover failure from E-UTRAN to UTRAN-R8
	Huawei
	noted
	-
	-

	S3-091274
	The modification of key derivation for handover failure from E-UTRAN to UTRAN-R9
	Huawei
	noted
	-
	-

	S3-091275
	UE Security Capability Storage Clarification-R8
	Huawei, NEC,ZTE
	agreed
	-
	-

	S3-091276
	UE Security Capability Storage Clarification-R9
	Huawei, NEC,ZTE
	agreed
	-
	-

	S3-091277
	p-CR to section 4 (architecture) of TS 33.xyz
	Huawei
	agreed with modifications
	-
	-

	S3-091278
	p-CR to H(e)NB security TS
	Huawei, Orange
	agreed with modifications
	-
	-

	S3-091279
	pCR to TS on location locking
	Huawei
	revised
	-
	S3-091493

	S3-091280
	CR to TR33.820 H(e)NB validation
	Huawei
	revised
	-
	S3-091503

	S3-091281
	p-CR to H(e)NB access control of TS 33.xyz
	Huawei
	agreed with modifications
	-
	-

	S3-091282
	Comparison between Enhanced SAV and HV
	Huawei
	noted
	-
	-

	S3-091283
	pCR for clarifications on section 6.4.1 Clock Protection of TS 33.xyz
	Airvana, Nokia, Nokia Siemens Networks, Qualcomm
	agreed with modifications
	-
	-

	S3-091284
	pCR for clarifications on section 7.4 IPsec Tunnel Establishment of TS 33.xyz
	Airvana, Nokia, Nokia Siemens Networks, Qualcomm
	agreed
	-
	-

	S3-091285
	Modifications for detach procedure
	Huawei
	rejected
	-
	-

	S3-091286
	Miscellaneous Modifications for 33.401
	Huawei
	revised
	-
	S3-091465

	S3-091287
	Corrections of security context-R8
	Huawei
	revised
	-
	S3-091449

	S3-091288
	Corrections of security context-R9
	Huawei
	revised
	-
	S3-091450

	S3-091289
	PCR on TR 33.224&#65306:GPL EN solving
	Huawei
	sent for email discussion
	-
	-

	S3-091290
	Reformulation of security procedure of HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-091488

	S3-091291
	Updating reference to EAP-AKA’ RFC (R8)
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091292
	Updating reference to EAP-AKA’ RFC (R9)
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091293
	33.220 CR: FC value allocation for GPL
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091294
	33.224 PCR: Removal of implementation study editor’s note
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-091295
	33.224 PCR: GPL-SA initialization clarification
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-091296
	33.224 PCR: GPL SA lifetime
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-091297
	33.224 PCR: GPL client type
	Ericsson, ST-Ericsson
	sent for email discussion
	-
	-

	S3-091298
	33.224 PCR: KDF correction
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-091299
	33.220 CR: KDF clarification
	Ericsson, ST-Ericsson
	rejected
	-
	-

	S3-091300
	33.401 CR: Clarification of NH usage (Rel-8)
	Ericsson, ST-Ericsson
	revised
	-
	S3-091467

	S3-091301
	33.401 CR: Clarification of NH usage (Rel-9)
	Ericsson, ST-Ericsson
	revised
	-
	S3-091468

	S3-091302
	33.401 CR: Clarification of key change on the fly (Rel-8)
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091303
	33.223 CR: Remove replay window
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091304
	33.223 CR: Clarifications to GBApush
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091305
	33.401 CR: Clarification of key change on the fly (Rel-9)
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091306
	33.401 CR: KeNB handling at RRC connection re-establishment (Rel-8)
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091307
	33.223 CR: Adding GPL information to GBA push registration
	Ericsson, ST-Ericsson
	revised
	-
	S3-091524

	S3-091308
	33.224 PCR: Specifying combined delivery
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-091309
	33.401 CR: KeNB handling at RRC connection re-establishment (Rel-9)
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091310
	33.220 CR: Introducing Ua security protocol Id for GPL
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091311
	33.223 CR: Changing GBA push registration annex to be normative
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091312
	GERAN A5/4 and GEA4 specification
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091313
	33.102 CR: Derivation of Kc128 with UMTS AKA
	Ericsson, ST-Ericsson
	revised
	-
	S3-091520

	S3-091314
	33.224 PCR: Scope of encryption in GPL
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-091315
	43.020 CR: Addition of Kc128 to 43.020
	Ericsson, ST-Ericsson
	revised
	-
	S3-091521

	S3-091316
	Clarification to H(e)NB architecture
	Ericsson, ST-Ericsson
	agreed with modifications
	-
	-

	S3-091317
	33.ukh pCR: UTRAN KH update
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-091318
	33.203 CR: Aligning NBA and GIBA procedures with stage 3
	Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera
	revised
	-
	S3-091510

	S3-091319
	33.203 CR (R9): Aligning NBA and GIBA procedures with stage 3
	Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera
	revised
	-
	S3-091511

	S3-091320
	33.203 CR (R9): Removal of TLS profile editor's note
	Ericsson, ST-Ericsson
	revised
	-
	S3-091513

	S3-091321
	Modifications for detach procedure (Rel-9)
	Huawei
	rejected
	-
	-

	S3-091322
	Discussion on certificate management in backhaul case
	Huawei,T-Mobile
	noted
	-
	-

	S3-091323
	Miscellaneous Modifications for 33.401 (Rel-9)
	Huawei
	revised
	-
	S3-091466

	S3-091324
	draft  WID for LIPA-SA3 updated
	Huawei
	merged with 1266 in 1486
	-
	S3-091486

	S3-091325
	p-CR various edits in the TS
	Huawei
	agreed
	-
	-

	S3-091326
	Late binding of eNB
	Ericsson, ST-Ericsson
	agreed with modifications
	-
	-

	S3-091327
	Proposed Security Requirements for Backhaul Security
	Ericsson, ST-Ericsson
	agreed with modifications
	-
	-

	S3-091328
	Backhaul security establishment interoperability
	Ericsson, ST-Ericsson
	technically endorsed
	-
	-

	S3-091329
	33.401 CR: EPS NAS security context handling in UE at EC when NULL algorithms are established (Rel-9)
	Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC
	revised
	-
	S3-091485

	S3-091330
	33.401 CR: XRES corrected to RES (Rel-9)
	Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC
	agreed
	-
	-

	S3-091332
	Addition of Explanatory Text on Contextual Information Marking for PUCI TR
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-091333
	33.234 CR: Add new cipher suite for interworking WLAN
	Ericsson, ST-Ericsson
	revised
	-
	S3-091525

	S3-091334
	CR to TR33.820  The precondition of H(e)NB authentication
	ZTE Corporation
	noted
	-
	-

	S3-091335
	CR to TR33.820 Add PVE to H(e)NB security architecture update of S3-091242
	ZTE Corporation
	withdrawn
	-
	-

	S3-091336
	Requirements brought by removable UICC-based solution in Alternative 3
	China Mobile
	approved with modifications
	-
	-

	S3-091337
	33.203 CR (R8): Removal of TLS profile editor's note
	Ericsson, ST-Ericsson
	revised
	-
	S3-091512

	S3-091338
	pCR on introduction of Device Validation into TS 33.xyz
	Airvana, Nokia, Nokia Siemens Networks, Qualcomm
	agreed with modifications
	-
	-

	S3-091339
	Further Investigations on validation methods for H(e)NBs
	Airvana, Alcatel-Lucent, ip.access, Motorola, Nokia Corporation, Nokia Siemens Networks, Qualcomm, T-Mobile, ZTE
	agreed with modifications
	-
	-

	S3-091340
	Media plane security TS: Introduction
	Ericsson, ST-Ericsson
	revised
	-
	S3-091495

	S3-091341
	Media plane security TS: Features
	Ericsson, ST-Ericsson
	revised
	-
	S3-091496

	S3-091342
	Media plane security TS: Mechanisms
	Ericsson, ST-Ericsson
	revised
	-
	S3-091497

	S3-091343
	Media plane security TS: Procedures
	Ericsson, ST-Ericsson
	revised
	-
	S3-091498

	S3-091344
	Media plane security TS: HTTP
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-091345
	Draft of MIKEY-TICKET draft
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-091346
	Completing the EPS AKA description (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091457

	S3-091347
	pCR to 33.xyz: HPM provided by means of UICC
	Gemalto, Giesecke & Devrient, Sagem Orga
	agreed
	-
	-

	S3-091348
	Completing the EPS AKA description (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091458

	S3-091349
	Correcting the setting of the key identifier to 111  (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091453

	S3-091350
	M2M pCR on TR33.812: evaluation of candidate solution 2  'UICC based solution with no remote subscription provisioning and change'
	BT Group
	noted
	-
	-

	S3-091352
	Correcting the details of NAS COUNT (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091451

	S3-091353
	pCR for sections 7.2.2 and 8.3.2 of TS 33.xyz on identity checking
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm
	agreed with modifications
	-
	-

	S3-091354
	Correcting the details of NAS COUNT (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091452

	S3-091355
	Add missing details for NAS SMC (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091471

	S3-091356
	Add missing details for NAS SMC (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091472

	S3-091357
	Clarifying the inter-RAT TAU Request behaviour (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091478

	S3-091358
	Clarifying the inter-RAT TAU Request behaviour (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091479

	S3-091359
	Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091480

	S3-091360
	Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091481

	S3-091361
	Additional case for the MME to convert a full native context to a current context (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091455

	S3-091362
	Additional case for the MME to convert a full native context to a current context (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091456

	S3-091363
	Deleting mis-leading sentence in 7.2.9.2 (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091473

	S3-091364
	Deleting mis-leading sentence in 7.2.9.2 (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091474

	S3-091365
	Correction to key identification (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091475

	S3-091366
	Correction to key identification (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091476

	S3-091367
	Some corrections to the key heirarchy diagrams (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-091447

	S3-091368
	Some corrections to the key heirarchy diagrams (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091448

	S3-091369
	Security requirements for initial certificate enrolment
	NEC Corporation, T-Mobile
	agreed with modifications
	-
	-

	S3-091370
	Solutions for initial certification enrolment
	NEC Corporation, T-Mobile
	noted
	-
	-

	S3-091371
	pCR: Requirements section of draft TR 33.812
	Sagem Orga, Giesecke & Devrient
	noted
	-
	-

	S3-091372
	Correcting the setting of the key identifier to 111 (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-091454

	S3-091373
	Clarification to EIA2 Test Data Sets(Rel8)
	Samsung
	revised
	-
	S3-091461

	S3-091374
	Clarification to EIA2 Test Data Sets(Rel9)
	Samsung
	revised
	-
	S3-091462

	S3-091375
	TR 33.837 Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)
	Rapporteur
	noted
	-
	-

	S3-091376
	pCR on section 8.3 of TS 33.xyz on TLS certificate profile
	Airvana, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-091377
	33.837 pCR Evaluation of Alternatives Section 8.2
	NEC Corporation
	approved
	-
	-

	S3-091378
	pCR for section 8.3 TS 33.xyz on TLS protocol profile
	Nokia Corporation, Nokia Siemens Networks, Qualcomm
	noted
	-
	-

	S3-091379
	Update of candidate solution 3b description
	Vodafone
	approved
	-
	-

	S3-091380
	pCR for section 7.2 on revocation of H(e)NB device certificates
	Nokia Corporation, Nokia Siemens Networks, Qualcomm
	noted
	-
	-

	S3-091381
	33.837 pCR Solution comparison and gap analysis
	NEC Corporation
	noted
	-
	-

	S3-091382
	pCR for TS on IMS media plane security, clause 2 “References”
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091383
	pCR for TS on IMS media plane security, clause 3 “Definitions, symbols and abbreviations”
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091384
	alternative 2 - protection measures
	Orange
	approved with modifications
	-
	-

	S3-091385
	pCR for TS on IMS media plane security, clause 5 “IMS media plane security features”
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	-
	-

	S3-091386
	pCR for TS on IMS media plane security, clause 6.1.1 'Media security mechanisms for real-time traffic'
	Nokia Corporation, Nokia Siemens Networks
	merged in 1497
	-
	-

	S3-091387
	pCR for TS on IMS media plane security, clause 6.2.1 'Key management mechanisms for e2m protection'
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091388
	33.820 CR UE Access Security: Access Control and CSG
	NEC Corporation
	noted
	-
	-

	S3-091389
	pCR for TS on IMS media plane security, clause 6.2.2 ‘Key management mechanisms for e2e protection to satisfy major user categories’
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091390
	pCR for section 8.3 of TS 33.xyz on TR-069 protocol profile
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-091391
	pCR for TS on IMS media plane security clause 7 'Security association set-up procedures for media protection' – change of Table of Contents
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	-
	S3-091483

	S3-091392
	pCR for TS on IMS media plane security clause 7.1.1 'Originating procedures for e2m'
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091393
	pCR for TS on IMS media plane security clause 7.1.2 'Originating procedures for e2e'
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091394
	H(e)NB CSG and access control in 3GPP TRs and TSs
	NEC Corporation
	noted
	-
	-

	S3-091395
	pCR for TS on IMS media plane security clause 7.2.1 'Terminating procedures for e2m'
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091396
	pCR for TS on IMS media plane security clause 7.2.2 'Terminating procedures for e2e'
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091397
	pCR for TS on IMS media plane security new clause 7.x 'Registration procedures'
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-091398
	pCR for TR 33.828: adjustment of terminology: e2e, e2m, e2ae
	Nokia Corporation, Nokia Siemens Networks
	approved with modificaitons
	-
	-

	S3-091399
	33.820 CR CSG and access control security
	NEC Corporation
	noted
	-
	-

	S3-091400
	Re-organize chapter 8.1 ‘Evaluation Criteria’
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-091401
	33.820 CR CSG Requirements
	NEC Corporation
	revised
	-
	S3-091492

	S3-091402
	Delete Note in White List Consent Achievement by IN Server
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091403
	33.xyz pCR CSG security in TS 33.xyz table of contents
	NEC Corporation
	noted
	-
	-

	S3-091404
	pCR to TR 33.812: Addition of GSMA SC view
	Gemalto, Orange, Sagem Orga, Telecom Italia
	approved with modifications
	-
	-

	S3-091405
	Unsupported EPS algorithm
	NEC Corporation
	noted
	-
	-

	S3-091406
	replacement for S3-091204 (more co-signers)
	BT, InterDigital Communications, Nokia Corporation, Nokia-Siemens Networks, Telia-Sonera, Vodafone
	approved with 1424 and 1426
	-
	-

	S3-091407
	M2M: comments on S3-091225
	InterDigital Communications Corporation, Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-091408
	H(e)NB: comments on S3-091339
	InterDigital Communications Corp.
	noted
	-
	-

	S3-091409
	CR to TR33.820 (revision of ZTE's S3-091335)
	InterDigital Communications Corporation
	withdrawn
	-
	-

	S3-091410
	Comments on S3-091263
	InterDigital Communications Corp.
	noted
	-
	-

	S3-091411
	Comments on S3-091280
	InterDigital Communications Corp.
	noted
	-
	-

	S3-091412
	revised S3-091265, validation conclusions
	Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Alcatel-Lucent, ip.access, ZTE, T-Mobile
	merged with 1431 in 1501
	-
	-

	S3-091413
	Comments on S3-091283
	InterDigital Communications Corp.
	noted
	-
	-

	S3-091414
	Comments on S3-091338
	InterDigital Communications Corp.
	noted
	-
	-

	S3-091415
	Comments on S3-091353
	InterDigital Communications Corp.
	noted
	-
	-

	S3-091417
	Comments on S3-091264
	InterDigital Communications Corp.
	noted
	-
	-

	S3-091418
	Comments on S3-091235
	InterDigital Communications Corp.
	approved with modifications
	-
	-

	S3-091419
	Comments on S3-091270
	Qualcomm Europe
	approved with 1435
	-
	-

	S3-091420
	comments to S3-091261
	China Mobile
	noted
	-
	-

	S3-091421
	Comments to TD S3-091350
	Telecom Italia
	approved with modifications
	-
	-

	S3-091422
	Comments on S3-091218: pCR on TR33.812: Evaluation of candidate solution 1a
	Ericsson, ST-Ericsson
	approved with 1218 and 1427
	-
	-

	S3-091424
	M2M: Comments on S3-091204
	Sagem Orga
	approved with 1426
	-
	-

	S3-091425
	Comments to S3-091327
	T-Mobile
	noted
	-
	-

	S3-091426
	M2M: comments on S3-091204
	Orange
	approved with 1424
	-
	-

	S3-091427
	M2M: comments on S3-091218
	Orange
	approved with modifications
	-
	-

	S3-091428
	Comments to OpenID/GBA contributions
	Gemalto
	noted
	-
	-

	S3-091429
	M2M: comments on S3-091270
	Orange
	approved with 1435
	-
	-

	S3-091430
	comments to S3-091259
	Huawei
	merged in 1501
	-
	-

	S3-091431
	comments to S3-091265/S3-091412
	Huawei
	merged with 1412 in 1501
	-
	S3-091501

	S3-091432
	Comments to S3-091408 of Huawei and InterDigital Communications Corporation
	Nokia Siemens Networks
	agreed with modifications
	-
	-

	S3-091433
	M2M: comments on S3-091210
	Telecom Italia, Sagem Orga, Orange
	noted
	-
	-

	S3-091434
	Comments on S3-091381 pCR Solution comparison and gap analysis by NEC Corporation
	Nokia Siemens Networks
	noted
	-
	-

	S3-091435
	M2M: Comments on S3-091270
	Sagem Orga
	approved with modifications
	-
	-

	S3-091437
	Revision of S3-091436 (adding Huawei's co-signing and comments)
	InterDigital Communications Corp, Huawei Technologies
	noted
	-
	-

	S3-091438
	CR to TR33.820: 7.5.2.Validation (Revision of 1254 with additional co-sign)
	Huawei, Interdigital
	revised
	S3-091254
	S3-091502

	S3-091439
	M2M: Revision of S3-091331 (clarifying intro to the PCR)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	approved with modificaitons
	-
	-

	S3-091440
	Reply LS on Integrity protection of NAS messages that alter the allowed CSG list
	C1-092820
	replied to
	-
	-

	S3-091441
	LS on Issues on target UE discovery for inter-UE transfer
	C1-093153
	noted
	-
	-

	S3-091442
	Reply LS on Update on Concurrent Running of Security Procedures
	C4-092001
	replied to
	-
	-

	S3-091443
	EEA3 / EIA3 work
	ETSI Security Algorithms Group of Experts
	noted
	-
	-

	S3-091444
	Comments on S3-091433 comments on S3-091207 (Conclusions)
	Motorola Inc.
	approved with modifications
	-
	-

	S3-091445
	Reply LS to S3-091167 = R2-093656 on Integrity Protection of NAS Messages that alter the Allowed CSG List
	R2-094102
	withdrawn
	-
	S3-091446

	S3-091446
	Reply LS to S3-091167 = R2-093656 on Integrity Protection of NAS Messages that alter the Allowed CSG List
	R2-094102
	withdrawn
	S3-091445
	S3-091489

	S3-091447
	Some corrections to the key heirarchy diagrams (Rel-8)
	Qualcomm Europe
	agreed
	S3-091367
	-

	S3-091448
	Some corrections to the key heirarchy diagrams (Rel-9)
	Qualcomm Europe
	agreed
	S3-091368
	-

	S3-091449
	Corrections of security context-R8
	Huawei
	agreed
	S3-091287
	-

	S3-091450
	Corrections of security context-R9
	Huawei
	agreed
	S3-091288
	-

	S3-091451
	Correcting the details of NAS COUNT (Rel-8)
	Qualcomm Europe
	agreed
	S3-091352
	-

	S3-091452
	Correcting the details of NAS COUNT (Rel-9)
	Qualcomm Europe
	agreed
	S3-091354
	-

	S3-091453
	Correcting the setting of the key identifier to 111  (Rel-8)
	Qualcomm Europe
	agreed
	S3-091349
	-

	S3-091454
	Correcting the setting of the key identifier to 111 (Rel-9)
	Qualcomm Europe
	agreed
	S3-091372
	-

	S3-091455
	Additional case for the MME to convert a full native context to a current context (Rel-8)
	Qualcomm Europe
	merged into 1478
	S3-091361
	-

	S3-091456
	Additional case for the MME to convert a full native context to a current context (Rel-9)
	Qualcomm Europe
	merged into 1479
	S3-091362
	-

	S3-091457
	Completing the EPS AKA description (Rel-8)
	Qualcomm Europe
	agreed
	S3-091346
	-

	S3-091458
	Completing the EPS AKA description (Rel-9)
	Qualcomm Europe
	agreed
	S3-091348
	-

	S3-091459
	Clarification for Kenb and NH derivations definition-R8
	Huawei
	agreed
	S3-091271
	-

	S3-091460
	Clarification for Kenb and NH derivations definition-R9
	Huawei
	agreed
	S3-091272
	-

	S3-091461
	Clarification to EIA2 Test Data Sets(Rel8)
	Samsung
	agreed
	S3-091373
	-

	S3-091462
	Clarification to EIA2 Test Data Sets(Rel9)
	Samsung
	agreed
	S3-091374
	-

	S3-091463
	Reply to: Reply LS on Update on Concurrent Running of Security Procedures
	current meeting
	agreed
	-
	-

	S3-091464
	R9 CR: Correction of rules on concurrent runs of security procedures
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	agreed
	-
	-

	S3-091465
	Miscellaneous Modifications for 33.401
	Huawei
	agreed
	S3-091286
	-

	S3-091466
	Miscellaneous Modifications for 33.401 (Rel-9)
	Huawei
	agreed
	S3-091323
	-

	S3-091467
	33.401 CR: Clarification of NH usage (Rel-8)
	Ericsson, ST-Ericsson
	agreed
	S3-091300
	-

	S3-091468
	33.401 CR: Clarification of NH usage (Rel-9)
	Ericsson, ST-Ericsson
	agreed
	S3-091301
	-

	S3-091469
	CR to TR33.820 Transfer RIM of hardware information by unsymmetrical key
	ZTE Corporation
	withdrawn
	S3-091243
	-

	S3-091470
	CR to TR33.820 Transfer RIM of software information
	ZTE Corporation
	withdrawn
	S3-091244
	-

	S3-091471
	Add missing details for NAS SMC (Rel-8)
	Qualcomm Europe
	agreed
	S3-091355
	-

	S3-091472
	Add missing details for NAS SMC (Rel-9)
	Qualcomm Europe
	agreed
	S3-091356
	-

	S3-091473
	Deleting mis-leading sentence in 7.2.9.2 (Rel-8)
	Qualcomm Europe
	agreed
	S3-091363
	-

	S3-091474
	Deleting mis-leading sentence in 7.2.9.2 (Rel-9)
	Qualcomm Europe
	agreed
	S3-091364
	-

	S3-091475
	Correction to key identification (Rel-8)
	Qualcomm Europe
	agreed
	S3-091365
	-

	S3-091476
	Correction to key identification (Rel-9)
	Qualcomm Europe
	agreed
	S3-091366
	-

	S3-091477
	Discussion paper on attack scenario in handover from E-UTRAN to UTRA
	Qualcomm Europe
	noted
	-
	-

	S3-091478
	Clarifying the inter-RAT TAU Request behaviour (Rel-8)
	Qualcomm Europe
	agreed
	S3-091357
	-

	S3-091479
	Clarifying the inter-RAT TAU Request behaviour (Rel-9)
	Qualcomm Europe
	agreed
	S3-091358
	-

	S3-091480
	Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-8)
	Qualcomm Europe
	agreed
	S3-091359
	-

	S3-091481
	Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-9)
	Qualcomm Europe
	agreed
	S3-091360
	-

	S3-091482
	Correction of optimization of security procedures for emergency call
	ZTE Corporation, Nortel
	revised
	S3-091240
	S3-091530

	S3-091483
	pCR for TS on IMS media plane security clause 7 'Security association set-up procedures for media protection' – change of Table of Contents
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-091391
	-

	S3-091484
	Clarification for the Clauses 5.1.4.1-2 of the Rel-9 TS 33.401
	Alcatel-Lucent, Verizon, Ericsson, NEC
	agreed
	S3-091269
	-

	S3-091485
	33.401 CR: EPS NAS security context handling in UE at EC when NULL algorithms are established (Rel-9)
	Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC
	agreed
	S3-091329
	-

	S3-091486
	draft  WID for LIPA-SA3 updated
	Huawei
	agreed
	S3-091324
	-

	S3-091487
	Reply to: LS on Local IP Access and Internet Offload
	current meeting
	approved
	-
	-

	S3-091488
	Reformulation of security procedure of HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	S3-091290
	S3-091519

	S3-091489
	Reply LS to S3-091167 = R2-093656 on Integrity Protection of NAS Messages that alter the Allowed CSG List
	R2-094102
	noted
	S3-091446
	-

	S3-091490
	Reply to: Reply LS on Integrity protection of NAS messages that alter the allowed CSG list
	current meeting
	withdrawn
	-
	-

	S3-091491
	TS 33.320 HeNB security aspects
	Rapporteur
	agreed
	-
	-

	S3-091492
	33.820 CR CSG Requirements
	NEC Corporation
	agreed
	S3-091401
	-

	S3-091493
	pCR to TS on location locking
	Qualcomm Europe, Aivana, Nokia, Nokia Siemens Networks, InterDigital, Vodafone, BT, Huawei
	approved
	S3-091279
	-

	S3-091494
	pCR on TS33.xyz: new section 8.x on software update
	Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Motorola
	agreed
	S3-091264
	-

	S3-091495
	Media plane security TS: Introduction
	Ericsson, ST-Ericsson
	approved with modifcations
	S3-091340
	-

	S3-091496
	Media plane security TS: Features
	Ericsson, ST-Ericsson
	approved with modifications
	S3-091341
	-

	S3-091497
	Media plane security TS: Mechanisms
	Ericsson, ST-Ericsson
	approved with modifications
	S3-091342
	-

	S3-091498
	Media plane security TS: Procedures
	Ericsson, ST-Ericsson
	approved with modifications
	S3-091343
	-

	S3-091499
	Presentation of MIKEY-TICKET
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-091500
	Security and Performance Concern of TBS(MIKEY-TICKET) solution
	ZTE Corporation
	revised
	-
	S3-091516

	S3-091501
	CR to TR33.820: 8.3 Conclusions on Validation
	Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Alcatel-Lucent, ip.access, ZTE, T-Mobile, Huawei
	agreed
	S3-091431
	-

	S3-091502
	CR to TR33.820: 7.5.2.Validation (Revision of 1254 with additional co-sign)
	Huawei, Interdigital
	agreed
	S3-091438
	-

	S3-091503
	CR to TR33.820 H(e)NB validation
	Huawei
	agreed
	S3-091280
	-

	S3-091504
	CR to TR33.820: 7.5.2.6. remediation upon validation failure
	InterDigital Communications Corp.
	withdrawn
	S3-091255
	-

	S3-091505
	CR to TR33.820: 7.5.2.x. Device Re-validation
	InterDigital Communications Corp
	agreed
	S3-091256
	-

	S3-091506
	CR to TR33.820: 7.5.3. analysis of device integrity methods
	InterDigital Communications Corp.
	agreed
	S3-091257
	-

	S3-091507
	CR to TR33.820: 7.6. authentication implementation options
	InterDigital Communications Corp
	withdrawn
	S3-091258
	-

	S3-091508
	Removal of editor’s note on Proxy-Authentication Info header in annex N (Rel-8)
	CableLabs, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-091205
	-

	S3-091509
	Removal of editor's note on Proxy-Authentication Info header in annex N (Rel-9)
	CableLabs, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-091206
	-

	S3-091510
	33.203 CR: Aligning NBA and GIBA procedures with stage 3
	Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera
	agreed
	S3-091318
	-

	S3-091511
	33.203 CR (R9): Aligning NBA and GIBA procedures with stage 3
	Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera
	agreed
	S3-091319
	-

	S3-091512
	33.203 CR (R8): Removal of TLS profile editor's note
	Ericsson, ST-Ericsson
	agreed
	S3-091337
	-

	S3-091513
	33.203 CR (R9): Removal of TLS profile editor's note
	Ericsson, ST-Ericsson
	agreed
	S3-091320
	-

	S3-091514
	TS 33.328
	Rapporteur
	agreed
	-
	S3-091531

	S3-091515
	TR 33.828
	Rapporteur
	agreed
	-
	S3-091532

	S3-091516
	Security and Performance Concern of TBS(MIKEY-TICKET) solution
	ZTE Corporation
	noted
	S3-091500
	-

	S3-091517
	LS to CT1 concerning Media Security TS 33.328
	current meeting
	approved
	-
	-

	S3-091518
	New version of PUCI TR
	Rapporteur
	agreed
	-
	-

	S3-091519
	Reformulation of security procedure of HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-091488
	-

	S3-091520
	33.102 CR: Derivation of Kc128 with UMTS AKA
	Ericsson, ST-Ericsson
	agreed
	S3-091313
	-

	S3-091521
	43.020 CR: Addition of Kc128 to 43.020
	Ericsson, ST-Ericsson
	agreed
	S3-091315
	-

	S3-091522
	New version of 33.224
	Rapporteur
	agreed
	-
	-

	S3-091523
	New version of 33.224 (after summer email discussion)
	Rapporteur
	sent for email discussion
	-
	-

	S3-091524
	33.223 CR: Adding GPL information to GBA push registration
	Ericsson, ST-Ericsson
	sent for email discussion
	S3-091307
	-

	S3-091525
	33.234 CR: Add new cipher suite for interworking WLAN
	Ericsson, ST-Ericsson
	agreed
	S3-091333
	-

	S3-091526
	33.924 v0.2.0
	Rapporteur
	sent for email approval
	-
	-

	S3-091527
	New version of UTRAN key management enhancements
	Rapporteur
	agreed
	-
	-

	S3-091528
	ETSI TC M2M specifications
	ETSI M2M
	noted
	-
	-

	S3-091529
	New version of 33.812
	Rapporteur
	sent for email approval
	-
	-

	S3-091530
	Correction of optimization of security procedures for emergency call
	ZTE Corporation, Nortel
	agreed
	S3-091482
	-

	S3-091531
	TS 33.328
	Rapporteur
	not addressed
	S3-091514
	-

	S3-091532
	TR 33.828
	Rapporteur
	not addressed
	S3-091515
	-


Annex B: List of change requests

	Document
	Title
	Source
	Decision
	Spec
	CR
	Rev
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	Cat
	WI

	S3-091205
	Removal of editor’s note on Proxy-Authentication Info header in annex N (Rel-8)
	CableLabs, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-091206
	Removal of editor's note on Proxy-Authentication Info header in annex N (Rel-9)
	CableLabs, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-091228
	Correction of rules on concurrent runs of security procedures
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091230
	Modifications on key derivation figure 6.2-2 and figure 6.2-3
	China Mobile,ZTE
	merged into 1447
	-
	-
	-
	-
	-
	-

	S3-091231
	Dividing the UE into ME and USIM
	China Mobile
	merged into 1457 and 1458
	-
	-
	-
	-
	-
	-

	S3-091240
	Correction of optimization of security procedures for emergency call
	ZTE Corporation
	revised
	-
	-
	-
	-
	-
	-

	S3-091241
	Editorial correction to Algorithms for emergency call
	ZTE Corporation
	agreed
	-
	-
	-
	-
	-
	-

	S3-091243
	CR to TR33.820 Transfer RIM of hardware information by unsymmetrical key
	ZTE Corporation
	revised
	-
	-
	-
	-
	-
	-

	S3-091244
	CR to TR33.820 Transfer RIM of software information
	ZTE Corporation
	revised
	-
	-
	-
	-
	-
	-

	S3-091248
	[33.234] Correction of references to IETF drafts (RFCs published)
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-
	-
	-
	-
	-

	S3-091254
	CR to TR33.820: 7.5.2.Validation
	InterDigital Communications Corp.
	revised
	-
	-
	-
	-
	-
	-

	S3-091255
	CR to TR33.820: 7.5.2.6. remediation upon validation failure
	InterDigital Communications Corp.
	revised
	-
	-
	-
	-
	-
	-

	S3-091256
	CR to TR33.820: 7.5.2.x. Device Re-validation
	InterDigital Communications Corp
	revised
	-
	-
	-
	-
	-
	-

	S3-091257
	CR to TR33.820: 7.5.3. analysis of device integrity methods
	InterDigital Communications Corp.
	revised
	-
	-
	-
	-
	-
	-

	S3-091258
	CR to TR33.820: 7.6. authentication implementation options
	InterDigital Communications Corp
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-091259
	CR to TR33.820: 8.3 Conclusions (re validation)
	InterDigital Communications Corp.
	merged in 1501
	-
	-
	-
	-
	-
	-

	S3-091269
	Clarification for the Clauses 5.1.4.1-2 of the Rel-9 TS 33.401
	Alcatel-Lucent, Verizon, Ericsson, NEC
	revised
	-
	-
	-
	-
	-
	-

	S3-091271
	Clarification for Kenb and NH derivations definition-R8
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-091272
	Clarification for Kenb and NH derivations definition-R9
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-091273
	The modification of key derivation for handover failure from E-UTRAN to UTRAN-R8
	Huawei
	noted
	-
	-
	-
	-
	-
	-

	S3-091274
	The modification of key derivation for handover failure from E-UTRAN to UTRAN-R9
	Huawei
	noted
	-
	-
	-
	-
	-
	-

	S3-091275
	UE Security Capability Storage Clarification-R8
	Huawei, NEC,ZTE
	agreed
	-
	-
	-
	-
	-
	-

	S3-091276
	UE Security Capability Storage Clarification-R9
	Huawei, NEC,ZTE
	agreed
	-
	-
	-
	-
	-
	-

	S3-091280
	CR to TR33.820 H(e)NB validation
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-091285
	Modifications for detach procedure
	Huawei
	rejected
	-
	-
	-
	-
	-
	-

	S3-091286
	Miscellaneous Modifications for 33.401
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-091287
	Corrections of security context-R8
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-091288
	Corrections of security context-R9
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-091290
	Reformulation of security procedure of HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-091291
	Updating reference to EAP-AKA’ RFC (R8)
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091292
	Updating reference to EAP-AKA’ RFC (R9)
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091293
	33.220 CR: FC value allocation for GPL
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091299
	33.220 CR: KDF clarification
	Ericsson, ST-Ericsson
	rejected
	-
	-
	-
	-
	-
	-

	S3-091300
	33.401 CR: Clarification of NH usage (Rel-8)
	Ericsson, ST-Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-091301
	33.401 CR: Clarification of NH usage (Rel-9)
	Ericsson, ST-Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-091302
	33.401 CR: Clarification of key change on the fly (Rel-8)
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091303
	33.223 CR: Remove replay window
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091304
	33.223 CR: Clarifications to GBApush
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091305
	33.401 CR: Clarification of key change on the fly (Rel-9)
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091306
	33.401 CR: KeNB handling at RRC connection re-establishment (Rel-8)
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091307
	33.223 CR: Adding GPL information to GBA push registration
	Ericsson, ST-Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-091309
	33.401 CR: KeNB handling at RRC connection re-establishment (Rel-9)
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091310
	33.220 CR: Introducing Ua security protocol Id for GPL
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091311
	33.223 CR: Changing GBA push registration annex to be normative
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091313
	33.102 CR: Derivation of Kc128 with UMTS AKA
	Ericsson, ST-Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-091315
	43.020 CR: Addition of Kc128 to 43.020
	Ericsson, ST-Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-091318
	33.203 CR: Aligning NBA and GIBA procedures with stage 3
	Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera
	revised
	-
	-
	-
	-
	-
	-

	S3-091319
	33.203 CR (R9): Aligning NBA and GIBA procedures with stage 3
	Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera
	revised
	-
	-
	-
	-
	-
	-

	S3-091320
	33.203 CR (R9): Removal of TLS profile editor's note
	Ericsson, ST-Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-091321
	Modifications for detach procedure (Rel-9)
	Huawei
	rejected
	-
	-
	-
	-
	-
	-

	S3-091323
	Miscellaneous Modifications for 33.401 (Rel-9)
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-091329
	33.401 CR: EPS NAS security context handling in UE at EC when NULL algorithms are established (Rel-9)
	Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC
	revised
	-
	-
	-
	-
	-
	-

	S3-091330
	33.401 CR: XRES corrected to RES (Rel-9)
	Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC
	agreed
	-
	-
	-
	-
	-
	-

	S3-091333
	33.234 CR: Add new cipher suite for interworking WLAN
	Ericsson, ST-Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-091334
	CR to TR33.820  The precondition of H(e)NB authentication
	ZTE Corporation
	noted
	-
	-
	-
	-
	-
	-

	S3-091335
	CR to TR33.820 Add PVE to H(e)NB security architecture update of S3-091242
	ZTE Corporation
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-091337
	33.203 CR (R8): Removal of TLS profile editor's note
	Ericsson, ST-Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-091346
	Completing the EPS AKA description (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091348
	Completing the EPS AKA description (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091349
	Correcting the setting of the key identifier to 111  (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091350
	M2M pCR on TR33.812: evaluation of candidate solution 2  'UICC based solution with no remote subscription provisioning and change'
	BT Group
	noted
	-
	-
	-
	-
	-
	-

	S3-091352
	Correcting the details of NAS COUNT (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091354
	Correcting the details of NAS COUNT (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091355
	Add missing details for NAS SMC (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091356
	Add missing details for NAS SMC (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091357
	Clarifying the inter-RAT TAU Request behaviour (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091358
	Clarifying the inter-RAT TAU Request behaviour (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091359
	Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091360
	Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091361
	Additional case for the MME to convert a full native context to a current context (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091362
	Additional case for the MME to convert a full native context to a current context (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091363
	Deleting mis-leading sentence in 7.2.9.2 (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091364
	Deleting mis-leading sentence in 7.2.9.2 (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091365
	Correction to key identification (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091366
	Correction to key identification (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091367
	Some corrections to the key heirarchy diagrams (Rel-8)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091368
	Some corrections to the key heirarchy diagrams (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091372
	Correcting the setting of the key identifier to 111 (Rel-9)
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-091373
	Clarification to EIA2 Test Data Sets(Rel8)
	Samsung
	revised
	-
	-
	-
	-
	-
	-

	S3-091374
	Clarification to EIA2 Test Data Sets(Rel9)
	Samsung
	revised
	-
	-
	-
	-
	-
	-

	S3-091388
	33.820 CR UE Access Security: Access Control and CSG
	NEC Corporation
	noted
	-
	-
	-
	-
	-
	-

	S3-091399
	33.820 CR CSG and access control security
	NEC Corporation
	noted
	-
	-
	-
	-
	-
	-

	S3-091401
	33.820 CR CSG Requirements
	NEC Corporation
	revised
	-
	-
	-
	-
	-
	-

	S3-091409
	CR to TR33.820 (revision of ZTE's S3-091335)
	InterDigital Communications Corporation
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-091412
	revised S3-091265, validation conclusions
	Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Alcatel-Lucent, ip.access, ZTE, T-Mobile
	noted
	-
	-
	-
	-
	-
	-

	S3-091438
	CR to TR33.820: 7.5.2.Validation (Revision of 1254 with additional co-sign)
	Huawei, Interdigital
	revised
	-
	-
	-
	-
	-
	-

	S3-091447
	Some corrections to the key heirarchy diagrams (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091448
	Some corrections to the key heirarchy diagrams (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091449
	Corrections of security context-R8
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-091450
	Corrections of security context-R9
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-091451
	Correcting the details of NAS COUNT (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091452
	Correcting the details of NAS COUNT (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091453
	Correcting the setting of the key identifier to 111  (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091454
	Correcting the setting of the key identifier to 111 (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091455
	Additional case for the MME to convert a full native context to a current context (Rel-8)
	Qualcomm Europe
	merged into 1478
	-
	-
	-
	-
	-
	-

	S3-091456
	Additional case for the MME to convert a full native context to a current context (Rel-9)
	Qualcomm Europe
	merged into 1479
	-
	-
	-
	-
	-
	-

	S3-091457
	Completing the EPS AKA description (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091458
	Completing the EPS AKA description (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091459
	Clarification for Kenb and NH derivations definition-R8
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-091460
	Clarification for Kenb and NH derivations definition-R9
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-091461
	Clarification to EIA2 Test Data Sets(Rel8)
	Samsung
	agreed
	-
	-
	-
	-
	-
	-

	S3-091462
	Clarification to EIA2 Test Data Sets(Rel9)
	Samsung
	agreed
	-
	-
	-
	-
	-
	-

	S3-091464
	R9 CR: Correction of rules on concurrent runs of security procedures
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091465
	Miscellaneous Modifications for 33.401
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-091466
	Miscellaneous Modifications for 33.401 (Rel-9)
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-091467
	33.401 CR: Clarification of NH usage (Rel-8)
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091468
	33.401 CR: Clarification of NH usage (Rel-9)
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091469
	CR to TR33.820 Transfer RIM of hardware information by unsymmetrical key
	ZTE Corporation
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-091470
	CR to TR33.820 Transfer RIM of software information
	ZTE Corporation
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-091471
	Add missing details for NAS SMC (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091472
	Add missing details for NAS SMC (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091473
	Deleting mis-leading sentence in 7.2.9.2 (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091474
	Deleting mis-leading sentence in 7.2.9.2 (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091475
	Correction to key identification (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091476
	Correction to key identification (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091478
	Clarifying the inter-RAT TAU Request behaviour (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091479
	Clarifying the inter-RAT TAU Request behaviour (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091480
	Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-8)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091481
	Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-9)
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-091482
	Correction of optimization of security procedures for emergency call
	ZTE Corporation, Nortel
	revised
	-
	-
	-
	-
	-
	-

	S3-091484
	Clarification for the Clauses 5.1.4.1-2 of the Rel-9 TS 33.401
	Alcatel-Lucent, Verizon, Ericsson, NEC
	agreed
	-
	-
	-
	-
	-
	-

	S3-091485
	33.401 CR: EPS NAS security context handling in UE at EC when NULL algorithms are established (Rel-9)
	Ericsson, ST-Ericsson, Alcatel-Lucent, Verizon, NEC
	agreed
	-
	-
	-
	-
	-
	-

	S3-091488
	Reformulation of security procedure of HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-091492
	33.820 CR CSG Requirements
	NEC Corporation
	agreed
	-
	-
	-
	-
	-
	-

	S3-091501
	CR to TR33.820: 8.3 Conclusions on Validation
	Qualcomm Europe, Airvana, Nokia, Nokia Siemens Networks, Alcatel-Lucent, ip.access, ZTE, T-Mobile, Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-091502
	CR to TR33.820: 7.5.2.Validation (Revision of 1254 with additional co-sign)
	Huawei, Interdigital
	agreed
	-
	-
	-
	-
	-
	-

	S3-091503
	CR to TR33.820 H(e)NB validation
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-091504
	CR to TR33.820: 7.5.2.6. remediation upon validation failure
	InterDigital Communications Corp.
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-091505
	CR to TR33.820: 7.5.2.x. Device Re-validation
	InterDigital Communications Corp
	agreed
	-
	-
	-
	-
	-
	-

	S3-091506
	CR to TR33.820: 7.5.3. analysis of device integrity methods
	InterDigital Communications Corp.
	agreed
	-
	-
	-
	-
	-
	-

	S3-091507
	CR to TR33.820: 7.6. authentication implementation options
	InterDigital Communications Corp
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-091508
	Removal of editor’s note on Proxy-Authentication Info header in annex N (Rel-8)
	CableLabs, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-091509
	Removal of editor's note on Proxy-Authentication Info header in annex N (Rel-9)
	CableLabs, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-091510
	33.203 CR: Aligning NBA and GIBA procedures with stage 3
	Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera
	agreed
	-
	-
	-
	-
	-
	-

	S3-091511
	33.203 CR (R9): Aligning NBA and GIBA procedures with stage 3
	Ericsson, ST-Ericsson, Orange, Nokia Siemens Networks, TeliaSonera
	agreed
	-
	-
	-
	-
	-
	-

	S3-091512
	33.203 CR (R8): Removal of TLS profile editor's note
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091513
	33.203 CR (R9): Removal of TLS profile editor's note
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091519
	Reformulation of security procedure of HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-091520
	33.102 CR: Derivation of Kc128 with UMTS AKA
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091521
	43.020 CR: Addition of Kc128 to 43.020
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091524
	33.223 CR: Adding GPL information to GBA push registration
	Ericsson, ST-Ericsson
	sent for email discussion
	-
	-
	-
	-
	-
	-

	S3-091525
	33.234 CR: Add new cipher suite for interworking WLAN
	Ericsson, ST-Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-091530
	Correction of optimization of security procedures for emergency call
	ZTE Corporation, Nortel
	agreed
	-
	-
	-
	-
	-
	-


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision

	S3-091211
	Reply LS on ''Local Call Local Switch''
	GP-091056
	noted

	S3-091212
	IIF_to_3GPP_061909
	IIF_to_3GPP_061909
	noted

	S3-091213
	Response to 3GPP on the PUCI Work Item and clarifications on OMA SpamRep, OMA CBCS and OMA SCIDM Wis
	OMA-LS_808-Reply_from_REQ_to_3GPP_SA3_on_PUCI_vs_OMA_SpamRep_CBCS_SCIDM-20090528-A
	noted

	S3-091214
	3GPP and OMA DM Bootstrap Security
	OMA-LS_813-Reply_from_DM_to_3GPP_SA3_on_GBA_Push_and_Bootstrap_Security-20090619-A
	noted

	S3-091215
	LS on Individual communications and Protection against Unsolicited Communication in IMS
	S1-091390
	noted

	S3-091216
	LS on Local IP Access and Internet Offload
	SP-090459
	replied to

	S3-091217
	Subject: AKA Joint Control Agreement
	TR45 Correspondence to SA3 re AKA Joint Control Agreement
	noted

	S3-091440
	Reply LS on Integrity protection of NAS messages that alter the allowed CSG list
	C1-092820
	replied to

	S3-091441
	LS on Issues on target UE discovery for inter-UE transfer
	C1-093153
	noted

	S3-091442
	Reply LS on Update on Concurrent Running of Security Procedures
	C4-092001
	replied to

	S3-091443
	EEA3 / EIA3 work
	ETSI Security Algorithms Group of Experts
	noted

	S3-091489
	Reply LS to S3-091167 = R2-093656 on Integrity Protection of NAS Messages that alter the Allowed CSG List
	R2-094102
	noted

	S3-091528
	ETSI TC M2M specifications
	ETSI M2M
	noted


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-091463
	Reply to: Reply LS on Update on Concurrent Running of Security Procedures
	CT4
	-
	S3-091442

	S3-091487
	Reply to: LS on Local IP Access and Internet Offload
	SA2, Cc SA
	SA3-LI
	S3-091216 (SP-090459)

	S3-091517
	LS to CT1 concerning Media Security TS 33.328
	CT1, CT4
	SA
	


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-091486
	draft WID for LIPA-SA3 updated
	Huawei
	revised WID


Annex E: List of draft Technical Specifications and Reports

	Document
	Doc title
	Sent to SA Plenary

	S3-091312
	GERAN A5/4 and GEA4 specification
	-

	S3-091491
	TS 33.320 HeNB security aspects
	For information

	S3-091514
	TS 33.328
	-

	S3-091515
	TR 33.828
	-

	S3-091522
	New version of 33.224
	For information

	S3-091523
	New version of 33.224 (after summer email discussion)
	For information (if email discussion agrees)

	S3-091526
	33.924 v0.2.0
	For information

	S3-091531
	TS 33.328
	For information

	S3-091532
	TR 33.828
	For information


Annex F: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible

	S3-56/1
	4
	S3-091201
	Collect information from Delegates on review of S3-091055, concerning the issue of timestamping
	Dajiang Zhang

	S3-56/2
	10
	(n/a)
	Invite TISPAN WG7 Delegates to participate to the September Ad Hoc meeting (no joint session foreseen with WG7).
	Chairman


Annex G: List of decisions

	Meeting/Number
	Agenda item
	Document
	Details

	S3-56/1
	6.9.11
	S3-091443
	It was decided to forward the EEA3/EIA3 evaluation process information obtained from SAGE to SA Plenary and PCG.
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