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Introduction and Proposal

Some operators own HNB backhaul such as PON/ADSL when they deploy it, those layer 2 connections could be directly used for connecting between the HNB device and SeGW without going through Home Gateway. 
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Figure 1: System Architecture of HNB for operator who owns backhaul network
Under such network scenario, HNB device and hosting party IKEv2 based authentication is still needed, but IPsec tunnel is not always mandated since it is guarantied by physical link layer like ADSL or PON connection. And this inter-connection doesn’t have any Ethernet exists which might be used by malicious node.

There are might some threats possibility such as MITM, and Hijacked HNB. But principally, it doesn’t make different compared with the current specification. 

Based on these analyses, and with the consideration to not modify the current specification, we propose to recommend not mandate the IPsec tunnel.
************************************ start of 1st change ************************************
4.2
System architecture of HNB
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Figure 1: System Architecture of HNB

Description of proposed system architecture:

· Air interface between UE and HNB should be backwards compatible air interface in UTRAN;

· HNB access operator’s core network via a Security Gateway. The backhaul between HNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HNB and Security Gateway to protect information transmitted in backhaul link.
Note: Security tunnel shall be optional when the backhaul between HNB and SeGW is secure enough.
· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the HNB should be studied  
NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HNB, such a Home Gateway should not be present in the architecture since the security of the HNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HNB. In addition, the existence of any Home Gateway (integrated or separated) may imply restriction on the selection of backhaul security solutions, e.g. to allow NAT traversal.
4.3
System architecture of HeNB
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Figure 2: System Architecture of HeNB

Description of proposed system architecture:

· Air interface between UE and HeNB should be backwards compatible with air interface in E-UTRAN;

· HeNB access operator’s core network via a Security Gateway. The backhaul between HeNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HeNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HeNB and Security Gateway to protect information transmitted in backhaul link.
Note: Security tunnel shall be optional when the backhaul between HeNB and SeGW is secure enough.
· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. Serving GW) )in the HeNB should be studied  
NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HNB, such a Home Gateway should not be present in the architecture since the security of the HNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HNB. In addition, the existence of any Home Gateway (integrated or separated) may imply restriction on the selection of backhaul security solutions, e.g. to allow NAT traversal.
************************************ end of 1st change ************************************
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