Page 1



3GPP TSG-SA3 (Security)
S5-091094
Meeting SA3#55, 11-15 May 2009, Shanghai, PRC
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.401
	CR
	0253
	(

rev
	-
	(

Current version:
	8.3.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Addition of the NULL algorithm for Integrity Protection, mechanisms of limit EIA0 usage for emergency call purpose only and Selection of NULL integrity protection

	
	

	Source to WG:
(

	Alcatel-Lucent, Alcatel Shanghai Bell Co. Ltd., Verizon Wireless, Ericsson, ZTE Corporation

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	12/05/2009

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(
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	When UE is not in unthenticated LSM, the UE security capability stored in MME will not include EIA0
· MME shall only select "no security" for a UE if the following conditions are met:

· The MME is unable to authenticate the UE

· The UE is in limited service mode

· The policy of the MME is such that unauthenticated emergency calls are allowed.

· MME shall only send EIA0 and EEA0 as the UEs EPS security capabilities to the eNB in the S1 UE INITIAL CONTEXT SETUP procedure when selecting "no security".
· The UE shall only accept an AS SMC selecting EIA0 if EIA0 is already selected for the NAS security context (indicated via a NAS SMC).

· MME shall only send EIA0 and EEA0 as UE EPS security capabilities to the eNB in the S1 HANDOVER REQUEST message when selecting "no security".
The UE shall only accept an RRC handover command selecting EIA0 if EIA0 is already selected for the NAS security context (indicated via a NAS SMC).
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	1st Modified Section


5.1.4
User data and signalling data integrity

5.1.4.1
Integrity requirements

Synchronization of the input parameters for integrity protection shall be ensured for the protocols involved in the integrity protection.

Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.

All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected. All RRC signaling messages except those explicitly listed in TS 36.331 [21] as exceptions shall be integrity-protected.
When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in the TS 23.401 [2], can not be successfully performed, the integrity and replay protection of the RRC and NAS signaling shall be omitted. This shall be accomplished by the network by selecting EIA0 for integrity protection of NAS and RRC. EIA0 shall only be used for emergency calls and testing. 
In order to limit EIA0 usage for emergency service purposes only, UE security capability shall be handled in the following way: 

UE’s behaviour
-UE security capability that is sent to the network shall not include EIA0 for the normal attach

-UE security capability that is sent to the network shall include EIA0 for emergency attach only.  

-When the UE receives an indication from the network that EIA0 shall be used, UE will check whether UE is in unauthentication Limited Service Mode or not, if not, UE will ignore this SMC. 
MME’s behaviour

-MME shall store the UE security capability that does not include EIA0 after confirming the attach type is normal attach
User plane packets between the eNB and the UE shall not be integrity protected.

5.1.4.2
Algorithm Identifier Values
All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00002"      EIA0      Null Integrity Protection algorithm
"00012"      128-EIA1      SNOW 3G

"00102"      128-EIA2 
 AES
The remaining values have been reserved for future use.

UEs and eNBs shall implement EIA0, 128-EIA1, and 128-EIA2 for RRC signalling integrity protection. 

UEs and MMEs shall implement EIA0, 128-EIA1, and 128-EIA2 for NAS signalling integrity protection.

	End of 1st Modified Section


	2nd Modified Section


7.2.4a
Algorithm negotiation for unauthenticated UEs in LSM

UEs that are in limited service mode (LSM) and that cannot be authenticated by the MME (for whatever reason) may still be allowed to establish emergency calls. It shall be possible to configure whether the MME allows unauthenticated UEs in LSM to establish bearers for emergency calls or not. If an MME allows unauthenticated UEs in LSM to establish bearers for an emergency call, the MME shall for the NAS protocol use EIA0 and EEA0 as the integrity and ciphering algorithm respectively.
If the MME allows an unauthenticated UE in LSM to establish bearers for emergency calls, the MME shall:
· Select EIA0 and EEA0 as the NAS algorithms and signal this to the UE via the NAS security mode control procedure when activating the EPS NAS security context.
· Continue to use the current EPS security context if AKA fails during emergency bearer establishement and a current EPS security context already exists. The purpose of this is to allow the use of an already existing, previously established EPS NAS security context for the emergency call if the MME fails to authenticate the UE 
· Set the UE EPS security capabilities to only contain EIA0 and EEA0 when sending these to the eNB in the
· S1 UE INITIAL CONTEXT SETUP
· S1 UE CONTEXT MODIFICATION REQUEST
· S1 HANDOVER REQUEST
NOTE: As a result of that the MME only sends a UE EPS security capability containing EIA0 and EEA0 to the eNB when selecting EIA0 for NAS integrity protection is that the eNB is only capable of selecting EIA0 for AS integrity protection and EEA0 for AS confidentiality protection. That is, if EIA0 is used for NAS integrity protection, then EIA0 will always be used for AS integrity protection.

If the UE is in LSM, and if the UE have indicated to the MME that it wishes to set up bearers for an emergency call, and if the UE does not share a KASME with the MME, then the UE shall accept a NAS Security Mode Command selecting EIA0. The UE shall under no other cirumstances accept a NAS Security Mode Command selecting EIA0.

If the MME has selected EIA0 as the NAS integrity protection algorithm, the UE shall accept selection of EIA0 as the AS integrity protection algorithm. Selection of AS integrity protection algorithm happens via the AS security mode control procedure or via a handover command. The UE shall under no other cirumstances accept selection of EIA0 as the AS integrity protection algorithm.
NOTE:
A Rel-8 eNB that is the target eNB of a handover, where EIA0 is the only integrity protection algorithm in the UE's EPS security capabilities, rejects the handover since the eNB does not support EIA0.
	End of 2nd Modified Section
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