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1. Overall Description:

SA3 thanks GSMA FCG for their LS on security issues in femtocell deployments. SA3 would like to provide the current working draft of the TR, and send the following feedback to the GSMA FCG recommendations: 

Recommendation 1: Operator Control of FAP 

SA3 security requirements for location locking (TR 33.820 section 7.8) are in line with this recommendation.
Recommendation 2:  Physical Location and Protection of FAP
SA3 agrees with these security recommendations in general. Some of them are out of scope for 3GPP functional specifications, because they refer to specific implementations or to security best practices. Such recommendations should be captured as industry guideline outside of 3GPP. Generic requirements for a Trusted Environment (TrE), secure boot, and device integrity check are defined in sections 7.2.2  and 7.5.
Recommendation 3: Femtocell Management 

TR 33.820 includes a requirement that software updates shall be cryptographically signed and verified, but has no explicit requirement yet that remote software updates (patches) shall be possible at all, e.g. by 

a)
Operator access to operators OSS systems
b)
Third party access to operators OSS systems

c)
Direct to the H(e)NB via some other out of band mechanism
Remote updates are indispensable to correct security vulnerabilities when they become known. Therefore, the requirement will be added to the TR.
Recommendation 4: Authorisation and Authentication
H(e)NodeB authentication consists of two parts: a mandatory device authentication and an optional Hosting Party (sometimes called “owner” or “user”) authentication. Details are in TR section 7.1. Authorisation by OAM capabilities is also in line with SA3’s view.
Recommendation 5: Algorithm Licensing
It should be noted that an LTE HeNB will use  a combination 128 bit and 256 bit algorithms and keys for over-the-air protection.

SA3 will specify only UMTS AKA in case the H(e)NB uses AKA-based authentication. So the GSMA recommendation should be Milenage instead of GSM/Milenage.

SA3 believes that an UMTS FAP with RNC functionality will be a common deployment option.
Recommendation 6: Export Control of Femtocell Access Point
SA3 have assumed that even though the H(e)NB contains complex GSMA and ETSI specified cryptography that would normally reside only in a licensed operators domain, there are no technical requirements related to export control (for example to limit the key lengths used to 56 bits).
Recommendation 7: Lawful Intercept
Pls. see comment to recommendation 1. TR section 7.8 also discusses limitations and reliability of location identification methods.
Recommendation 8: Anti-Fraud protection
Interface/backhaul security is covered in section 7.7.2, and the TrE is equivalent to the protected domain (see recommendation 2 above). 

SA3 agrees that requesting IMSI in the clear over the air should be avoided. This is covered in the TR as security requirement (#30), but must still be included as countermeasure in section 7.
Recommendation 9: Network and Backhaul Security
Backhaul security is covered in TR section 7.7.2. Most other recommendations are related to operator policy or implementation guidelines and therefore out of 3GPP scope.
Access protection for user plane data is addressed in Requirement 8), but must still be included explicitly as countermeasure in section 7.
Recommendation 10: Femtocell Access Point Security/Authentication
SA3 view is covered under recommendation 4 above.
2. Actions:

None.
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