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SA3 has discussed and identified a list of requirements in S3-081565 for the security solution for IMS based MBMS and PSS in SA3#53 meeting. These requirements are used in the comparison between the solutions to help select the final solution. 
Ericsson: Ericsson comments to the comparison table are added with change marks.
Huawei:  Huawei comments are marked with [HW]

	Requirements
	Ericsson Proposal
	Huawei Proposal

	Security Level
	The same trust model between SCF and BMSC in both solutions. SCF has to trust on the BMSC since SCF needs to send MUK to BMSC.

Ericsson: We do not agree with the above statements. 
When the registration etc. requests go via the SCF, this gives SCF stronger control for authorization. 
However, if the UE contacts the BM-SC directly and the BM-SC needs to wait for authorization indication from the SCF, this makes that the SCF needs to delegate the authorization enforcement to BM-SC and therefore have stronger trust to BM-SC. This also enables a possibility DoS towards the BM-SC as the BM-SC needs to be waiting for authorization indications from SCF if it has received requests from UEs.
[HW]
1) We needs a common solution no matter SCF is in home or visited network. E solution assumes to be work only when SCF resides in home, while H solution can work in both cases.
2) in Huaewi solution, the UE will send SIP INVITE first , and only after receiving response message 200 OK, then it send HTTP request message to BMSC, so BMSC will first receive authorization indication from the SCF and then receive HTTP request from the UE, so the BMSC doesn’t need wait for authorization indication from the SCF,.Thus the above claimed “DOS” attack doesn’t exist.
3) Ericsson’s solution would require the BM-SC to have more trust on the SCF, since SCF need deliver the MUK Keys to BMSC. Moreover, SCF may be in the visited network. Thus this may enables a possible DoS attack towards the BM-SC as an attacker may easily impersonate an SCF to fake an HTTP Registration request populated as specified in Ericsson’s solution, and then send to the BMSC. It may make the BM-SC Vulnerable. 
So We propose to keep the original bullet. 

	The same trust model between SCF and BMSC in both solutions. 

Ericsson: We do not agree with the above statements. See explanation on left.
[HW] We propose to keep it.


	Reuse of existing key management mechanisms
· Reuse of existing key refresh mechanisms
	Re-use MIKEY delivery messages.
Need to define new SIP procedures for carrying MBMS registration, key request and refresh information.
Ericsson: We do not agree with the above statement.
No new SIP procedures needed. The SIP INVITE procedure can be used to carry the needed information in message body. The message bodies of MBMS registration and key requests are re-used to a high extent. See updated proposal in S3-090170 and S3-090173.
[HW]; Since currently there in no SIP procedures defined to carry information like this, and Ericsson’s solution has to define new procedures for this purpose. There we propose to keep it
Need to define SIP as a new Ua security protocol for GBA usage procedure, therefore, have impact on GBA specification, Which means adding a new value to the list in an annex of TS 33.220.
Ericsson: We do not agree with the above statement. See proposed modification.

[HW] More 3GPP specifications may be affected if the Ua interface need support SIP, e.g. TS 24.109/TS29.109 etc. And we proposed to keep the original statement.
It is not clear how BSF can know which IMPU should be sent to SCF and how SCF can know which IMPU should be returned to BMSC if BSF returns multiple IMPUs to the SCF. So new procedure may need to be defined anyhow.
Ericsson: We do not agree with the above statement. No new procedure is needed. SCF transmits asserted identities to the BM-SC in an Asserted-Identity header which can include multiple identities. See updated proposal in S3-090170.  
[HW] It is still not clear that if BMSC receives more than one IMPUs from SCF, then how BMSC can deal the multiple IMPUs in Ericsson’s solution, therefore new procedure may need to be defined. So we propose to keep it
	Re-use MIKEY delivery messages.
Re-uses MBMS registration and key request.
Have no impact on GBA specification.
Ericsson: Related to our comment previously in the email discussion, there may still be an issue in BM-SC with correlating the identities received from SCF and BSF as these lists may not always match.
[HW]:It is not clear why “these lists may not always match”.
Actually, this claimed “correlation” issue doesn’t not exist since it can be easily be done by the BMSC based on the information received from BSF and from SCF.

	Impacts on the IMS core and BMSC entities
	Have slightly more impacts on the BMSC.

Have impacts on IMS core: IMS core has to deal with the SIP key request and refresh procedures. So it has impact the IMS core.
Ericsson: We do not agree with the above statement. No impact to IMS core as all needed info is carried in message body which is not interpreted by IMS core. See updated proposal in S3-090170.
[HW] each SIP INVITE message includes a SDP offer. The IMS Core shall interpret each SIP INVITE message to implement policy control etc. Therefore, we propose to keep the bullet without modification.
[HW] we propose to add the following bullet.
From NAF point of view. BM-SC plays different roles: For Non-IMS user, BM-SC acts as a NAF; While for IMS user, BM-SC does not, instead, SCF will play this role.
Ericsson: This comment is out of scope of SA4 TS 26.237 which is about IMS based MBMS.
[HW] We can’t agree with Ericsson’s statement. The same BM-SC may serve for both IMS and non IMS users. Moreover, the impact to BM-SC has been considered in TS 26.237, and is a valid requirement for comparison, therefore, it shall be considered when deciding the security solution. We propose to keep the highlight bullet.
	Have less impacts on the BMSC
Have no impacts on IMS core.
As IMS and non-IMS users will use the same procedures towards the BM-SC it is not clear how the BM-SC can differentiate these users, This is especially important as IMS users need authorization from the SCF. 
Ericsson: It is still not clear how the BM-SC differentiates the different users as their handling is not equal
[HW] From the BM-SC’s perspective, BM-SC can perform the same key request and key refresh procedure for both the IMS and Non-IMS users according to the authorization decision, so the BMSC doesn’t need care about whether a user is an IMS or a Non-IMS user. So we propose to delete the yellow texts.
[HW] we propose to add the following bullet.
From NAF point of view, BM-SC plays the same roles for both IMS user and Non-IMS user. Since it acts as a NAF in both cases.
Ericsson: This comment is out of scope of SA4 TS 26.237 which is about IMS based MBMS.
[HW]See left comments.

	Impacts on the existing protocols
· Impacts on SIP
	No impact on HTTP or SIP protocol. 
Ericsson: Proposed change above.
[HW] We do not agree with the modification. In Ericsson’s solution ,there must be something done on IETF or 3GPP。So we propose to keep the original statement.
Needed parameters can be carried in SIP and HTTP payloads or headers. The payloads can be specified in 3GPP.

	No impact on SIP and HTTP protocol. 

Needed parameters can be carried in SIP and HTTP payloads or headers. The payloads can be specified in 3GPP.
Ericsson: Proposed change above
[HW] We have no new parameters to carry in SIP. We do not agree with Ericsson’s additional statement.


	Simplicity
	Has less signalling: UE is authenticated only once.
[HW] The above texts ”Has less signalling” are related to system performance column and it has already been reflected in the next “System performance” column, so we proposed to delete these words. And we propose to replace other words “UE is authenticated only once” with the following yellow words. See comments on the right side for reason.
The UE is authenticated two times: to IMS and BSF, and authorized to the SCF.
Ericsson: Proposed change above
[HW] We propose to add the following yellow bullet, since in E solution different procedures needs to be done for IMS users and non-IMS users respectively and therefore adds complexity. 
Adds complexity to BMSC: need to define different behaviours for BMSC for IMS and non-IMS users.
Ericsson: This comment is out of scope of SA4 TS 26.237 which is about IMS based MBMS.
[HW]See last comment in column “Impacts on the IMS core and BMSC entities”

	[HW] In Huawei solution, the UE will be authenticated in IMS (S-CSCF) first, and authenticated in BSF (GBA procedure). While in Ericsson solution, the UE will be authenticated also in IMS(S-CSCF) first, and then authenticated in BSF (GBA procedure). In both solutions the UE is authorized in the SCF, so we propose to change the bullet as the following.

The UE is authenticated three times: to IMS , BM-SC and BSF, and authorized to the SCF..
Ericsson: Proposed change above
[HW] Authentication on BMSC is optional in TS 33.246. So we can’t agree with Ericsson’s modification.
[HW] We propose to add the following yellow bullet, since in H solution uniform procedures can be done for both IMS users and non-IMS users respectively and therefore simple for BMSC to implement.. 
Simple for BMSC: BMSC has uniform behaviour for both IMS and non-IMS users.
Ericsson: This comment is out of scope of SA4 TS 26.237 which is about IMS based MBMS.
[HW]See last comment in column “Impacts on the IMS core and BMSC entities”


	System performance
· Signaling and setup delay
	Uses less roundtrips (IMS procedures) and therefore has shorter session setup times.
Key refresh and MBMS content switching procedure takes longer time. 

Ericsson: There is no evidence to support the above statement.
[HW] Huawei solution reuses the existing key refresh procedure defined in TS 33.220 and HTTP is handled directly UE and BMSC. While in Ericsson solution, each key refresh and MBMS content switching procedure is based on SIP RE-INVITE procedure and has to be passed to and handled by more IMS entities, and SCF also need reconstruct a HTTP message based on the received SIP message. So under the same network condition it will take longer time. Therefore, we propose to keep original bullet.,
	Uses more roundtrip (IMS plus MBMS procedures including authentication in MBMS,) and therefore has longer session setup times 
Ericsson: Proposed change above
[HW] We propose to keep the oribinal comments.
Key refresh procedure, and MBMS content switching procedure takes shorter time.
Ericsson: There is no evidence to support the above statement.
[HW] See left comments.


3GPP

SA WG3 TD


