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	Reason for change:
(

	· The editor’s note referring to RAN2 in TS 33.401 is not relevant anymore as RRC will carry whatever MME includes into the nas-SecurityParamFromEUTRA. From security perspective the suggestion is at least 4LSB of NAS downlink COUNT, but more bits could be added by RAN3.

	
	

	Summary of change:
(

	Remove editor’s note about whether 4LSB of NAS downlink COUNT is ok for RAN2

	
	

	Consequences if 
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not approved:
	Unnecessary Editor’s note remains.
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	Other comments:
(

	RAN2 is using nas-SecurityParamFromEUTRA octet string parameter in their RRC specification (TS36.331). This parameter carries the NAS downlink COUNT during E-UTRAN to UTRAN HO. 
S1AP specification seems to be missing this parameter nas-SecurityParamFromEUTRA which needs to be included into the TS 36.413.


*** BEGIN CHANGES ***

9.2.1
From E-UTRAN to UTRAN

NAS and AS security shall always be activated before handover from E-UTRAN to UTRAN can take place. Consequently the source system in the handover shall always send a key set to the target system during handover. The security policy of the target PLMN determines the selected algorithms to be used within the UTRAN HO command. UE and MME shall derive a confidentiality key CK', and an integrity key IK' from KASME and the current NAS downlink COUNT value with the help of a one-way key derivation function KDF as specified in Annex A:

UE and MME shall assign the value of eKSI to KSI. MME shall transfer CK' || IK' with KSI to SGSN.  The target SGSN shall replace the stored parameters CK, IK, KSI, if any, with CK' , IK', KSI received from the MME. The UE shall replace the stored parameters CK, IK, KSI, if any, with CK' , IK', KSI in both ME and USIM. START shall be reset to 0. For the definition of the Key Derivation Function see Annex A.

NOTE 1: The new derived security conterxt (including CK’, IK’ and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.
NOTE 2: An operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the handover. One example of ensuring this is the deletion of the mapped UMTS security context in the SGSN after the UE has left active state.

MME shall also provide at least  the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then shall include the bits to the MobilityFromE-UTRANCommand to the UE.


MME shall transfer the UE security capabilties to the SGSN. The selection of the algorithms in the target system proceeds as described in TS 33.102 [4] for UTRAN.

*** END OF CHANGES ***
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