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1. Introduction

This contribution proposes how to provide forward security for handovers. It combines contributions S3-080342, 346, 392, 438, 441, 442, 451 and 480. 
The purpose of this contribution is to provide a consensus that takes the best of the above and presents it in a consolidated proposal.

2. The necessity of forward security for KeNB derivation
It is often stated that key protection at handover is not required and is justified by pointing to the decisions of the joint RAN2-RAN3-SA3 meeting in January of 2006. However, at that time the working assumption was that PDCP ciphering would be done in an upper node (aGW or MME). That has changed since January’2006. We do PDCP ciphering in the eNodeB, hence the overall EUTRAN security model has changed. 

eNodeB cannot always be considered a secure entity. Under the new assumption, it is much more advantageous for the adversary to attack eNodeB. By gaining access to a single eNodeB, an adversary can get access to significantly more security resources than under the old assumption. It is imperative to protect KeNB during a handover procedure by limiting the damage caused by a compromised eNodeB. Thus, forward and backward KeNB secrecy are vital.
3. Attacker model

The numbering of the attacker capabilities doesn’t prescribe an order in which these capabilities are being used. They are only there for easy reference.

a) The attacker’s goal is to listen in on UP and/or RRC traffic.
b) The attacker is able to compromise one eNodeB.
c) The attacker is able to eavesdrop on most radio traffic in the surrounding cells, i.e. the attacker has installed radio receivers in many of the cells surrounding the compromised eNodeB, or the attacker is following a targeted UE with a radio receiver.
d) The attacker is not able to break cryptography, i.e. decrypt ciphertext without knowledge of the key, except by brute force attack. Of course, the attacker can decrypt ciphertext if he obtains the appropriate key (whether legitimately or illegitimately, e.g. by stealing it somewhere or breaking into a network element such as eNB).
e) The attacker is not active, i.e. the attacker doesn’t prevent handovers, or force handovers to other compromised eNodeBs.
4. X2-handover (inter eNB)

The proposed mechanism is described in Figure 1 and includes a Next-Hop-KeNB parameter from MME to the target eNB within the path switch acknowledgement message. Feeding both the serving eNB -related KeNB and the KASME to the Next-Hop-KeNB derivation function in the MME results as cryptographically separate parameter for the target eNB compared to the parameter in the source eNB.

NOTE: Because the path switch message is transmitted after the radio link handover, it can only be used to provide keys for the next handover procedure and target eNB. Thus, perfect forward security happens only after 2 hops because the source eNB knows the target eNB keys (the fresh key derivation parameter, Next-Hop-KeNB, for target eNB is provided by the source eNB). In other words, the forward security step comes after two hops, as the source eNB does not have a way to know the keys that the target eNB uses to prepare handover to its own target eNBs (the fresh key derivation parameter, Next-Hop-KeNB, comes from the MME to the target eNB in the path switch acknowledgement message).
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Figure 1 Perfect forward security for KeNB after 2 hops (works also for inter-MME handovers)
In Figure 1 the “KeNB ” is the key used between UE and source eNB, “Next-Hop-KeNB” is an intermediate parameter only used in KeNB* derivations. The KeNB* is the key used between UE and target eNB to derive KeNB** from target eNB C-RNTI and KeNB*. KeNB** is used to derive RRC and UP keys. 


The target Cell Id is not be available for the UE in the HO Command message, but a physical cell Id is used instead. If physical cell Id is used then also MME needs to know the physical cell Id and this needs to be included into the path switch message. 

Another alternative is to include target Cell Id into the HO Command messages for all inter-eNB handovers and do Cell Id binding only for inter-eNB handovers as from security perspective it is meaningful only for inter-eNB handovers. This would then work also as a HO type indicator for inter-eNB handovers, even tough it is not as efficient as a one bit indicator.
Note: need for synchronization procedure is FFS.
5. S1-handover (inter MME)
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Figure 2: Forward secure key refresh on inter MME handover 
Description of new protocol as depicted in Fig. 2:

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB and the physical cell ID of the target cell to get KeNB* and transfers it to the source MME in the handover request message

3. Source MME transfers the KeNB* and other related MME security context information, like NAS keys, COUNT values for NAS protection, S-TMSI, IMSI, and KASME to the target MME in the handover request message. 

4. Target MME derives KeNB*+ from KeNB* and KASME: KeNB*+ = KDF(KDF(KASME ||”Handover String” ) || KeNB*)). KDF(KASME ||”Handover String” ) is a key derived from KASME. ”Handover String” is a constant.Target MME includes the KeNB*+ in the handover request sent to target eNB with allowed RRC/UP algorithms.

5. Target eNB selects the same RRC/UP algorithms if possible. Target eNB sends handover response message to the target MME, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). For the target eNB, KeNB*+ from KeNB* look the same and are used identically. Target eNB derives a new KeNB from C-RNTI and KeNB*+ by KeNB_new   = KDF(KeNB*+ || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

6. Target MME forwards the handover response with selected MME algorithms to source MME which sends it to source eNB including NAS-MAC. There needs to be a bit included to signal to the UE how the KeNB is to be derived. 
7. Source eNB sends the handover command message to the UE including NAS level message with the selected NAS algorithms and NAS-MAC. This AS level message is protected with the old RRC integrity and ciphering keys shared with the source eNB. The message also includes target eNB algorithms (for RRC and UP) if different than the source eNB algorithms. There needs to be a bit included to signal to the UE how the KeNB is to be derived.
8. Based on the notification bit the UE knows whether to first calculate KeNB*+ to then derive KeNB. UE derives the KeNB*, potentially KeNB*+, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys. 

9. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys. Based on the notification bit the UE knows whether to first calculate KeNB*+ to then derive KeNB.
Using a key derived from KASME, i.e. KDF(KASME ||”Handover Key” ), for derivation of KeNB*+ allows delegation of forward providing forward security for KeNB without potential of compromising any of the other keys.
NOTE: source and target MME might be identical.
Editorial note: the notification bit of this section and the handover type indicator need to be merged. 
6. Key refresh on intra-eNB handover
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Figure 3. Key re-fresh in intra-eNB handover
For intra-eNB handovers the C-RNTI binding is used for key refresh purposes. This improves the security whenever the MME is not involved in the key derivation procedure (e.g. intra-MME handover and path switching without Next-Hop-KeNB and inter-MME handover without key derivations and thus no indication for the UE of the MME involvement in the key derivation).
7. Security class
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Figure 4: Example of different eNB classes where, for example, Class1 is eNBs considered secure and Class2 is eNBs considered not secure.

Different eNBs may have different security levels because of their deployment environments, physical protection mechanisms, and so on. It is easy to understand that an eNB deployed in hot-spot without any physical protection mechanisms has lower security level than an eNB deployed in an operator’s building. So eNBs can be classified to several security classes according to the location or security configuration of eNB. The eNB with the same security level can be assigned to the same security class.
It is FFS how an operator can decide the handover type depending on deployment, network topology etc. This may not be up to SA3 to decide.
8. Conclusion
It is proposed to include chapters 2-7 described in this combined contribution to TR 33.821.

It is proposed to include the proposals in the sections 4, 5, and 6 to the TS 33.401 and also modify the Annex X on key derivation function.
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