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SA3#50 discussed the following CRs on inclusion of 3GPP2 MMD security specifications in 3GPP Common IMS specifications: 
S3-080034 (CR on 33.141 Rel-8, Presence security) “Changes to support common IMS between 3GPP and 3GPP2”
S3-080035 (CR on 33.210 Rel-8, Network Domain Architecture) “Introduction of Network Domain Security support for 3GPP2 IMS”
S3-080036 (CR on 33.203 Rel-8 “IMS Access Security”) “Introduction of support for 3GPP2 IMS Access Security”
These CRs contain references to 3GPP2 specifications. These references are used to specify normative behaviour of Common IMS entities. In this way, the functionality of Common IMS entities depends on 3GPP2 specifications. (Example: S3-080034 Annex YY.2 specifies that subscriber authentication shall happen according to 3GPP2 GBA spec.) The question how this situation should be handled was discussed at SA3#50. The discussion centered on the 3GPP2 versions of GBA (Generic Bootstrapping Architecture) referenced in S3-080034 and NDS/IP (network domain security) in S3-080035.

Two alternative ways of handling these references were seen:

a) All features in these 3GPP2 specs relevant for Common IMS are incorporated in 3GPP specs.

b) The 3GPP2 specs remain separate and continue to be maintained by 3GPP2, the Common IMS specs in 3GPP only contain references to these 3GPP2 specs. 

It was mentioned that handling of referenced specs according to a) may require technical discussions and lead to substantial additional work in 3GPP, but should be straightforward from a procedural point of view, as the future maintenance of these specs is completely within the responsibility of 3GPP.

It was further mentioned that handling of referenced specs according to b) creates the following procedural issues: 

b1) risk of divergence and incompatibility:

This risk could arise from two standards organisations – 3GPP and 3GPP2 - being responsible for maintenance of specs specifying the behaviour of Common IMS entities. 

b2) Risk of proliferation of options: 

The same requirements may have been addressed by 3GPP and 3GPP2 in somewhat different ways. But harmonisation should be attempted so that options are minimised. 

SA3 finally agreed on the following way forward:

1. Identify security features (mechanisms, algorithms, protocols, …) required by 3GPP2 in the context of Common IMS, which are not present in 3GPP specs.

2. Identify the requirements (originating from the cdma2000 access technology, e.g. related to terminal deployment scenarios or legacy authentication infrastructures), which these features are meant to satisfy.

3. Determine whether there are features in 3GPP specs satisfying these requirements. If this is the case then decide whether the support of the corresponding 3GPP2 features satisfying the same requirements is still needed in Common IMS.
4. When there are no features in 3GPP specs satisfying these requirements determine whether
A) the corresponding 3GPP2 features should be included in 3GPP specs, or
B) they should remain in 3GPP2 specs. 

5. In case of 4A), determine the appropriate place in 3GPP specs.
6. In case of 4B), document how to ensure that divergence and incompatibility is prevented. 

In all cases, take into account requirements on backward compatibility. 

Contributions are invited, in particular by companies with knowledge of relevant 3GPP2 specs and interest in MMD inclusion in Common IMS.

Inclusion of 3GPP2 GBA specifications in Common IMS:
First, the 3GPP2 GBA specifications need to be made available to SA3. It was too early at SA3#50 to say how these should be handled. First the differences to 3GPP GBA specifications need to be understood by SA3. Possible 3GPP2 features desirable for Common IMS includes GBA with CAVE-based authentication.
Inclusion of 3GPP2 Network Domain Security specifications in Common IMS:
S3-080035 presented at SA3#50, was found not compatible with the hop-by-hop IPsec model used in TS 33.210. Adding changes in TS 33.210 that break that model were found highly undesirable. In addition it was agreed that no TLS related changes will be included in TS 33.210. 

Possible ways to harmonize the use of IPsec/TLS in the context of IMS should be based on further study on differences between the 3GPP2 and the 3GPP requirements.

This work may include (taking into account backwards compatibility requirements)

· the possible harmonization of IPsec/IKEv1 profiles 

· the possible harmonization of TLS profiles

A possible option is that 3GPP starts documenting TLS in a separate specification and/or that TS 33.203 is modified to include the 3GPP2 specific network domain security usage in an Annex.






















































