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1. Overall Description:
SA3 thanks RAN2 for the LS regarding verification of UE security capabilities and would like to provide answers to the questions posed by RAN2 as follows:
Question 1:Could SA WG3 acknowledge the principle where MME sends the “AS security capabilities” to eNB regardless of whether AS/NAS capabilities are the same or, AS capabilities are derived from NAS capabilities or, AS capabilities are separate as long as AS capabilities are handled on NAS level?

First, SA3 has agreed that the NAS and AS security capabilities for ME will be the same. Secondly SA3 can acknowledge that the algorithms supported by the UE will be given to the eNB from the MME. However, SA3 is currently working on the mechanism to handle the algorithm selection policy, and can unfortunately not provide more information at this point, but promises to send additional LS:es to RAN2 when further progress in SA3 is made.
Question 2: Can security capabilities received by the eNB from MME be trusted?
SA3 confirms that the eNB can assume that the UE AS security capabilities received from the MME are correct. However, the way the integrity protection of the UE security capabilities is designed implies that the MME will not realize if an attacker have manipulated the UE security capabilities until after the NAS security mode procedure is complete. If this occurs, the MME have to notify the eNB about the fact.
Question 3: RAN WG2 would also like to ask whether it is safe to assume that the same ciphering algorithm is always used for both UP and CP (assuming RRC CP, not NAS)?
Proposed text: SA3 is still working on this issue and have high hopes to resolve it in SA3#51.
2. Actions:

To RAN2:
ACTIONS: SA3 kindly asks RAN2 to take the above information in to account.
3. Date of Next SA3 Meetings:

TSG-SA WG3 Meeting #51
14 - 18 April 2008
Vancouver
TSG-SA WG3 Meeting #52
23 - 27 June 2008
Sophia Antipolis
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