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1
Opening of the meeting

The SA WG3 Chairman, Valtteri Niemi (Nokia) opened the meeting which was hosted by the North American Friends of 3GPP (NAF3) in Montreal, Canada. Shannon Blumenreich welcomed delegates to Montreal on behalf of NAF3 and provided the domestic arrangements for the meeting. Dionisio Zumerle, MCC, attended this meeting as Secretary.

2
Agreement of the agenda and meeting objectives

S3‑070501 Draft Agenda of SA WG3#48 meeting. This was introduced by the SA WG3 Chairman.

Meeting objectives:

-
-
We have to work hard to be able to stick to the agreed time schedule for SAE/LTE security. Therefore, we have to put high priority on this work area;

-
In addition, we should have good progress on the Common IMS security work and ensure smooth transfer of work from ETSI TISPAN. Thus, IMS security is another high priority area. 

-
We got permission for inclusion of MBMS security capabilities announcement still in Release 6. We also asked SA4 to contribute on this subject. Of course, we have to ensure that we are able to do our part on the subject as well.

-
A secondary objective is to progress all the rest of Release 8 work.
Preliminary schedule of the meeting:

-
We need to allow enough time for the high priority Rel-8 items. My proposal is to begin this time with SAE/LTE security in technical work areas. Then we could continue with IMS security and take the rest of the areas in increasing order.

-
Then, the planned milestones for each day of the meeting are as follows:

o
Tuesday: completion of items 1-5 and technical item 6.14, hopefully a start with 6.1;

o
Wednesday: Technical items 6.1 – 6.6, joint session with PTSC and PRQC (agenda item 7), elections (item 8); 

o
Thursday: items 6.7 – 6.13 and 6.15 - 6.17;

o
Friday: handling of output documents and agenda items 9-12.

- 
Additional break-out sessions may be arranged in some evenings.
There were no comments and the draft agenda was approved.

2.1
IPR Call Reminder


The chairman made the following call for IPRs, and asked ETSI members to check the latest version of ETSI's policy available on the web server:

	The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:.

- to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

- to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).


3
Assignment of input documents

The allocation of documents to their respective agenda items was reviewed and the document list updated accordingly.
4
Meeting reports

4.1
Approval of the report of SA3#47 meeting

S3‑070502 Draft Meeting Report of SA WG3 meeting #47. This was provided by the SA WG3 Secretary.

The report was approved.

Actions from the meeting:

AP 47-01:
Mr. Alec Brusilovsky to run an e-mail discussion on TD S3 070459 issues before the next SA WG3 meeting.
The action was completed and the AP is closed. There are some new contributions for this meeting.
AP 47-02:
Mr. Marc Blommaert to run an e-mail discussion on Zb interface allowing transport mode, 33.210 CR0022 (TD S3 070351).
The action was completed and S3-070566 has been uploaded with a relevant CR. The AP is closed.
AP 47-03:
GSM BSS vendors to respond to the GSMA on their LS in TD S3 070437
Charles Brookson pointed out James Moran from GSMA has not announced any input from vendors. This AP is still ongoing as there is a GSMA meeting in September.
4.2
Report from SA#36
S3‑070608 was provided by the SA WG3 Chairman.

No major drawbacks were identified for SA3. All CRs except one were approved with only two modified (only because the relevant feature was pulled out of R7, the CR must be submitted again for R8).
In the SAE/LTE area, there were general-level discussions, mainly related to non-3GPP accesses. Concerning this, during the SA3 meeting it was pointed out that there may be a need to specify security mechanisms specific to WiMAX access.

SA granted permission to arrange our yearly AKA-related status meeting with TR-45 AHAG by email correspondence instead of face-to-face.
There were no comments and the report was approved.
4.3
Report from SA3-LI

Alex Leadbeater gave a verbal report of Lawful Interception issues. There are no major issues, except for a correction TS 33.107 that was approved and the CR has not gone into the body. This must be presented to SA plenary.

AP-48-01 Dionisio Zumerle and Alex Leadbeater clear out the issue of the correction CR to TS 33.107.
5
Reports and Liaisons from other groups

5.1
3GPP working groups

5.2
IETF

Vesa Lehtovirta pointed out that there is some activity on Media Security and some discussions on ways to proceed.
5.3
ETSI SAGE

Per Christoffersson stated that there had been no SA WG3-related issues in ETSI SAGE since last meeting, other than S3-070613.
5.4
GSMA

Charles Brookson presented the work of the GSMA Security Group:

On IMEI security there was now agreement with the manufacturers on improved security weakness reporting and handling procedures (See S3 070670 IMEI Weakness Reporting and Correction Process 31.2.0).

Regional theft guard is now a priority issue, and a paper is provided to SA3 for information (See S3 070671 Regional Theft Guard Briefing Paper).

A5/2 removal has now been issued with closure report within the GSMA. Very good progress is being made with operators changing over to A5/1 in their networks. Similarly, mobiles without A5/2 are emerging and the testing regimes have been modified to support this. An internal closure report is available to GSMA members.

The Mobile Malware Group is making good progress, and there is a full survey taking place to assess the impact of this. At present, Malware is not a big issue, but it is something we need to monitor closely.

Near Real Time Data Exchange (NRTRDE) is being implemented between operators. This allows rapid exchange of roaming data between operators, and this can be analysed directly in their Fraud Detection Systems.

Finally, on A5/3 support in Base Stations, the GSMA would like to thank those SA3 members who have responded to their questionnaire on support for A5/3. We consider this to be a very important issue, and would appreciate further responses as soon as possible (See S3 070437 Liaison Statement (from GSMA SG): BSS vendor support for A5/3).

The next meetings of SG are scheduled as 4-5th September (Dublin) and 25-27th September London. Non members of GSMA who would like to be considered for invitation to contribute to the meetings are invited to contact the Chairman.
5.5
3GPP2

Anand Palanigounder stated there was no input.
5.6
OMA

There were no major issues: two new work items are being discussed on identity-based cryptography and secure content identification.
5.7
TR-45 AHAG

No input.
5.8
TCG

Silke Holtmanns stated there is no input for this meeting.
Peter Howard pointed out there is a recent update of the specifications, but this is not confirmed.

5.9
Other groups

No other input. 
6
Work areas

6.1
IP multimedia subsystem (IMS)

6.1.1
TS 33.203 issues

S3-070597: Authentication failure handling in IMS

Vesa Lehtovirta presented the contribution, analyzing the current handling of authentication failures in IMS as specified in 3GPP TS 33.203, 24.229 and 29.228, with the intention to identify any possible misalignments or security concerns.

It was agreed to discuss the CRs on the issue and perhaps approve them conditionally, asking CT4 afterwards to check consistency.
S3-070597: Authentication failure handling in IMS
S3-070598: Authentication failure handling in IMS
S3-070599: Authentication failure handling in IMS
The CRs were presented. It was questioned that the CR might not be necessary for Rel 5.

It was suggested that there could be a problem if Authentication failure was sent by an attacker continuously to the S-CSCF. It was replied that there can be set a limit to this. A request for check on this must be sent to CT4. It was proposed to reword the CR to indicate that the S-CSCF indicates Authentication failure to the HSS and then the HSS acts accordingly. This was agreed.
It was decided to apply the agreed changes to the CRs and propose them to SA..
S3-070633: LS to CT4 for checking
Vesa Lehtorvita presented the LS. Approved with minor modifications

S3-070630: CR on Authentication failure handling in IMS

S3-070631: CR on Authentication failure handling in IMS

S3-070632: CR onAuthentication failure handling in IMS

All three CRs agreed.

S3-070592: Reply Liaison Statement to 3GPP SA3 on HTTP digest
Vesa Lehtovirta presented the contribution.

S3-070595: Liaison to 3GPP SA 3 on the transfer of common IMS authentication work for TISPAN Release 2
Vesa Lehtovirta presented the contribution.
S3-070605: Liaison to 3GPP CT1 and CT4 on transferring TISPAN stage 3 work of HTTP digest to common-IMS

Vesa Lehtovirta presented the contribution. There was some discussion: it was suggested that TISPAN is requesting to find a backwards compatible solution with what has been introduced in R1, for the R2. It was suggested that a lot of the definitions have to be changed, as the Common IMS has to align the definitions created in TISPAN and 3GPP. This is likely to be done in SA1.

It was proposed that the NASS Bundle Authentication (NBA) issues should be inserted in TS 33.203. It was reminded that TS 33.203 is a stage 2 specification while NASS bundle would be more of a stage 3 matter. It was also pointed out that NBA is referring to the access network, rather than the core network. It was replied that this was the case for Early IMS but as it concerns the authentication to the core network it was treated similarly to the proposed approach. It was decided to accept the proposal to include the NASS-IMS bundled authentication work into a TS; whether this will be TS 33.203 or some other deliverable will be decided based on the material, still to be reviewed. Also, it was decided to convert the Early IMS to TS.
A reply LS was drafted and agreed in S3-070634.

S3-070607: 33.203 CR0105R3: Digest and TLS Procedures
Steve Dotson presented the contribution.

It was suggested that the contribution in Annex P may be premature as NBA is not yet ready to be inserted as text; it was replied that this aspect can be dealt with and inserted in the future.

The nonce generation remains open.

S3-070610: Proposed enhancements to TD S3-070467 on SIP Digest in IMS
Mauro Castagno presented the contribution.

It was proposed to postpone Annex P and to insert and give two options between IP address binding and SIP Digest after initial registration. The nonce generation is proposed to be conducted in the HSS.

S3-070521: CSCF distinguishing Cable SIP DIGEST
Dony He presented the contribution.

It was suggested that a PANI header could be an alternative solution to this matter.
The two alternative CRs and the PANI solution were discussed. It was proposed that the 610 CR does not exclude any option; it was replied that the Annex P in 607 could be inserted, checking consequently that it will not be in conflict with other specifications. It was also replied that as a principle it should not be wise to leave open security after registration either through IP binding, or SIP Digest.
It was proposed to remove bullet (b) from Annex P in 607, replacing it with an Editor's note FFS.
It was decided to generate have the 607 as a basis, removing bullet (b) from Annex P, adding the option on SIP Digest for subsequent messages after registration, leaving an option to mandate the IP-address binding after the joint meeting with TISPAN during SA3#49. It was also removed the part leaving the option to the HN policy.
It was pointed out that Telecom Italia opposes the final decision for N.2.1 and supports 610, while the content in Annex P is acceptable.

Generation of the nonce: it was proposed that the nonce generation takes place in the HSS. There were some different views, based on performance issues. It was proposed postpone this decision for the joint meeting with TISPAN. It was also decided to create an LS for CT1 and CT4 asking to decide on this issue pointing out that this is choice not tightly related to security issues; also the LS should point out the HTTP Digest/ IP binding issue.
With these agreements, a new CR will be submitted in S3-070635.
The LS to CT1 and CT4 will be drafted as S3-070638.

It was discussed whether the co-existence solution should mandate that the P-A-N-I header solution should be used with P-CSCF only if the P-CSCF is acting as proxy for a TISPAN network. It was suggested that P-CSCF may use PANI headers in other scenarios also, but this should be only an option. This was agreed. Also, TS 33.803 will be used as a basis.

S3-070635: CR on Update to procedures to allow SIP Digest and TLS in IMS
Presented by Steve Dotson. Agreed.

S3-070636: LS reply to TISPAN WG7 on NBA
Presented by Peter Howard. Agreed with minor revisions.
S3-070638: Reply LS to CT1 CT4 (Cc TISPAN WG7)
Presented by Steve Dotson. Agreed with some rewording to include the IP binding highlight.
6.1.2
Security for early IMS 

6.1.3
Security Requirements in Support of Cable Deployments

6.1.4
Security enhancements for IMS

S3-070593: LS on Status of IMS and 3GPP content in TISPAN document TS 102 556
Valtteri Niemi presented the LS: TISPAN WG7 is proposing to be in charge of the maintenance of TS 102 556. There were no objections. A positive reply will be drafted in S3-070636.
S3-070594: LS to 3GPP SA3 on proposal for a Joint Meeting
Colin Blanchard presented the LS: TISPAN WG7 is proposing a one-day joint meeting during the Munich joint meeting. The proposal was accepted. The agenda was reviewed and agreed as indicative, but item 6 should be discussed earlier and the presentations should be reduced in time.
A positive LS reply will be drafted in S3-070637. It was decided to attach S3-070635 in the reply to inform TISPAN on the discussion above, concerning S3-070607 and S3-070610.

AP-48-02 Natacha to arrange for the agenda item 4.1 (SA3 WI) to be presented during the joint meeting with in Munich.
S3-070533: Comments to TR 33.828 V0.2.0 (IMS media plane security)
Guenther Horn presented the contribution.

Concerning point (5), a note was agreed to be inserted that is for FFS.

The text was agreed with these changes.
A new version of TR33.828 will be provided in S3-070639. S3-070639 was presented and agreed.
6.2
Network domain security: TCAP layer (NDS/TCAPsec)

There were no contributions under this agenda item.

6.3
Network domain security: IP layer (NDS/IP)

S3-070566: CR on Clarification on the use of the IPsec mode for the Zb-reference point
Mark Blommaert presented the CR. It was agreed, adding an explanation
6.4
Network domain security: Authentication Framework (NDS/AF)

6.5
UTRAN network access security

6.6
GERAN network access security

S3-070534: CR on Miscellaneous corrections to the specification of the A5 algorithm in the 8-PSK case
Alec Brusilovsky presented the contribution. There was a discussion whether a new CR would be necessary as GERAN Evolution are introducing three new types of modulation. There was a minor modification on the CR and it was agreed as in S3-070640.
S3-070540: GERAN access security review update
Karl Normann presented the contribution.

The rationale for the probability values was discussed. Concerning A5/1 it was suggested that it is not breakable for the moment. It was agreed to change the probability to 3 instead.
The pCR was approved with these changes.

S3-070568: Prohibiting A5/2 in mobile stations for Release 5 and earlier
Peter Howard presented the contribution.

It was pointed out that some operators have A5/2 on their hardware; so the solution to comply to this would be to switch to no encryption or upgrade their hardware, which would be cumbersome as for GSM the algorithms reside on the base stations.
It was also discussed whether certification for terminals takes place based on the latest specification or even on older specifications. If the latter would be the case there would be an inconsistency between Releases and certified terminals. It was replied that the two issues should be separate. It was further replied that previous similar attempts had penalized first movers.

The matter was taken offline; it was then agreed to proceed with the CRs. An LS will be drafted towards the certification authorities on this matter.
S3-070569: CR Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support

Peter Howard presented the contribution.
S3-070570: CR Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support

Peter Howard presented the contribution.
S3-070571: CR Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support

Peter Howard presented the contribution. 
Some discussion followed and a clean-up was presented.

S3-070646: CR Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support

S3-070647: Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support

S3-070648: CR Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support

S3-070649: LS out to Certification Authorities on  A5/2
Silke Holtmanns presented the LS. Agreed.

The CRs were approved

AP-48-05 Charles Brookson ensure there is answer to S3-70649 for SA September Plenary
6.7
GAA and support for subscriber certificates

6.7.1
TR 33.919 GAA

6.7.2
TS 33.220 GBA

S3-070503: Response LS (from TSG SA) on Interface for GBA usage with HLR

Marc Blommaert presented the contribution.
S3-070504: Reply LS (from TSG CT) on Interface for GBA usage with HLR

Marc Blommaert presented the contribution.
S3-070509: 33.920 CR0003: Update with regard to approved CRs to TS 33.220 Annex I
Silke Holtmanns presented the contribution. There were no comments and the CR was agreed.

S3-070572: B-TID uniqueness
Peter Howard presented the contribution. This document identifies a potential issue regarding the ability of the BSF to generate unique B-TIDs. Several solutions are proposed and SA3 is asked to decide on the best approach. The third solution was deemed the preferred option.
Contributions for the CR are invited.

S3-070520: A requirement about UE split for GAA optimization and extension
Yangmei Yang presented the contribution. The contribution proposed a requirement about UE split for GAA optimization & extension. It aims to solve the issue that GAA client lies in the remote device. The contribution also proposed to insert the new requirement into a work item.

There was some discussion on the fact that the proposed split scenario (GAA client on remote terminal) can already be achieved with the existing specifications. There was some further discussion on the subject and it was agreed that the problem has to be addressed through the creation of a new work item.
6.7.3
TS 33.221 Subscriber certificates

6.7.4
TS 33.222 HTTPS-based services

6.7.5
TS on GBA push

S3-070510: P-CR on Use cases for GBA Push
Silke Holtmanns presented the contribution.

During SA WG3#46 and SA WG3#47 details of the GBA Push mechanisms were discussed. Many of those details depend on the actual usage scenarios. This contribution outlines some use cases and their characteristics in terms of GBA Push.
S3-070538: GBA Push use cases
Rolf Blom presented the contribution.

Both contributions propose addition of use cases as annex. It was agreed that the addition of use cases from the two contributions are not conflicting and could be added.
S3-070557: GBA PUSH and GBA_U

Mireille Paulliac suggested that there could be an addition from this document, concerning the OMA use case in the document.

It was agreed that the use cases from the three documents will be merged in a single document proposal that will be added to the new version of GBA Push (S3-070644).

S3-070562: Sending Ua and Upa over Broadcast networks
Marc Blommaert presented the contribution.

The contribution lists some issues that arise when using GBA-push within pure broadcast networks. Some of these issues we discuss here are associated particularly to the use of broadcast, and not to GBA push. The use of GBA-push over a broadcast network is one of the foreseen use cases, and therefore it will require that GBA-PUSH-INFO will need to be specified such that it can be used over broadcast networks.
It was agreed that to add the second bullet in the summary in the TS in a suitable place.
S3-070563: GBA push: Key derivation for broadcast NAF and privacy
Marc Blommaert presented the contribution.

The contribution proposed to agree on some requirements for inclusion in TS 33.223. 

· GBA push bootstrapping shall not be based on IP addresses but on NAF-ID in alignment with TS 33.220.

· The transfer of the NAF ID in GPI shall be confidentiality protected for privacy reasons.

· The mechanism to generate keys for confidentially protection (and integrity protection) of GPI shall be based on GBA-keys in order to avoid pre-configuration of keys.

· The NAF shall be unable to obtain or generate the keys that protect GPI.

It was agreed to change the second bullet to may to relax the requirement. 
The requirements in the document were agreed to be added in the TS with these changes.
S3-070537: On interworking and performance for GBA Push
Rolf Blom presented the contribution.

For GBA Push for UICC onboard applications, new UICCs have to be issued. Consequently, it would not be experienced as real problem if new standardized functionality for GBA push support was to be introduced for Rel-8 UICCs. It is proposed that if the synchronization problem in the Single Active Ks model is so damaging that this model cannot be used. Thus the choice stands between the Multiple Active and the Disposable Ks models and the table above shows that the Disposable Ks model has less problems and thus should be the preferred choice.
There was some discussion on the different ways to interpret the GBA operational model with Multiple Active Ks, and on the number of keys that could be active at the same time. It was admitted that there could be limitations.
It was suggested that UICC-based security could be a migration that could be done in a second moment. It was also questioned whether MBMS will be relying on GBA Push or not. It was pointed out that GBA Push is not only for broadcasting services.

As no common view could be found it was decided to initiate an email discussion on the matter. The intention is to produce a full comparison of the three modalities and make a decision next time. Rolf Blom will chair this discussion.

AP-48-03 Rolf Blom to chair email discussion on Ks operational model

S3-070642: CR Correction of HLR – BSF reference point
Vesa Lehtovirta presented the contribution going through the changes.
It was clarified that according to the Rel-7 architecture there can be an HSS without IMS support, i.e. a stand-alone Rel-7 HLR that does not have a Diameter interface.

There were no further comments and the CR was approved with two editorial changes to be made (S3-070650).
S3-070642: CR Correction of HLR – BSF reference point
Same changes to be made, the mirror CR was agreed (S3-070651).
6.8
WLAN interworking

6.9
Multimedia broadcast/multicast service (MBMS)

S3-070578: Reply LS to 3GPP SA3 on DRM Content Format
Marc Blommaert presented the LS.

It was pointed out that the document references a D version while it should be a C.

S3-070584: CR: Correction of DRM Content Format usage
Marc Blommaert presented the CR. There were no comments and the CR was approved.

S3-070585: CR on Correction  of DRM Content Format usage
Marc Blommaert presented the CR. There were no comments and the CR was approved.

S3-070590: Reply LS to “MBMS security capabilities announcement”
Karl Normann presented the contribution.

Karl Normann will draft a reply LS to SA4 on this issue.
S3-070652: Reply LS to SA4 on MBMS security capabiliities announcement
Agreed with minor changes as in S3-070667
S3-070565: CR
Correct the encoding of MBMS key management procedures
Marc Blommaert presented the contribution.

There are some editorials to be corrected on the cover page. The CR was approved with these changes (S3-070654).
S3-070564: CR Correct the encoding of MBMS key management procedures
Marc Blommaert presented the contribution.

There are some editorials to be corrected on the cover page. The CR was approved with these changes (S3-070653).

S3-070547: GBA/Liberty interworking: collocation of Liberty Alliance Authentication Function and GAA/GBA BSF
Vesa Lehtovirta presented the contribution.

In 4.3.a.1 it was discussed whether the proposed solution can avoid a man-in-the-middle attack; it was proposed that a co-location in the NAF could make easier.
There were some notes about encryption that were agreed to be added. Also some editorials on the cover page have to be made.
With these changes the CR was agreed (S3-070655).
6.10
Key Management of group keys for Voice Group Call Services

6.11
Selective disabling of UE capabilities

6.12
Trust requirements for open platforms

6.13
Liberty-3GPP security interworking

6.14
SAE/LTE security

Liaison Statements

S3-070505: the LS from RAN WG3 on Security about Home NodeB was presented by Lian Jjung .

During the SA WG5 & RAN WG3 joint meeting the document R3-071242 was discussed. Following the discussions in R3-071242, the joint meeting confirmed that security threats might require from the home eNB the ability to authenticate itself towards the network. As a related decision would require first a respective threat-analysis, probably taking into account additional operator requirements, SA WG5 and RAN WG3 would like to ask SA WG3 to start related activities, which should result in answering the following questions: 1. When a Home NodeB, possibly owned by a third party, is introduced into the PLMN network, does SA WG3 see a need for authenticating the Home NodeB

2. If so, how shall the Home NodeB be authenticated: (1) only by service domain, (2) only by OAM domain or (3) by service domain and OAM domain respectively.

It was proposed to answer the first question positively suggesting that further security would be needed, not only authentication but perhaps an SA, creating a security context between NB and the rest of the network. It was also pointed out that after a first authentication, encryption alone could be enough.
For the second question it was proposed saying it was discussed that is too early to exclude one of the options.
The LS has been noted and a reply will be drafted in S3-070614.
S3-070614: Reply LS to S3-070505 LS from SA
Dony Jing presented the LS. The LS was approved with some changes.
S3-070579: LS on Security Mode Command procedure for SAE/LTE.

RAN2 has agreed that there is a need for an AS security mode command for the activation of AS security. Because this security mode command can as well be used for the activation of AS security during the attach procedure a combined NAS and AS security mode command is not seen necessary.
The opinion of RAN2 was acknowledged and the LS was noted.

S3-070580: Reply LS (S3-070472) on Service Request for SAE/LTE.

RAN2 kindly asks SA3 group to take the answers FA1 through FA3 relevant to Service Request for SAE/LTE into consideration and inform RAN2 about its decisions on questions Q1 through Q3 in the attached original LS (R2-072310).
There was some confusion on the questions as the questions were thought to be two and not three initially.
On Q2, it was pointed out that in previous meetings it was decided that TMSI was not a preferred option, and the message authentication was a preferable solution.
For the first question, It was pointed out that a decision from the group should be taken on the position concerning the MAC.
A reply will be drafted in S3-070615.

S3-070581: Reply to LS (S3-070475) on Key change in LTE active mode from SA WG3.

Karl Normann presented the LS from RAN 2 on Key change on the fly alternatives. R2-072591 makes a comparison of the four alternatives:

(1) Intra-cell HO
(2) KSI indicator
(3) Active-idle-active transition
(4) PDCP SN Boundary
Some discussion followed on the four alternatives. It was pointed out that the scenario foresees the change of all the keys, including the BS. The assumption was that AKA would be run anyhow.

It was pointed out that in this proposal the key is refreshed by the UE in Active mode, which is not foreseen in UMTS; it was replied that in general in UMTS on the fly key change is not a possibility.
Multiple key handling is applying to all four solutions, so the drawbacks of solution four should be evaluated for all solutions.
It was also pointed out that the decision should be taken by RAN2, SA3 should only give the general input.

A reply based on this input will be drafted in S3-070616.
S3-070616: Reply LS to RAN2 on Key change in LTE active mode from SA WG
Karl Normann presented the reply LS. Approved with additions and editorial corrections.
S3-070589: Reply LS on Verification of security principles from RAN 2.

There is no specific reply requested for this LS, the findings of SA4 on acceptable time intervals are acknowledged. Noted.
S3-070613: Reply LS from SAGE on LTE Algorithm choices.

Per Christofferson presented the LS.
The first answer on the use of AES was seen as straightforward.

About the second answer, discussing whether 128 bit keys is enough or 256 bit keys should be used. SAGE explicitly states that from a pure security point of view, we believe that 128 bits will be enough for the lifetime of LTE. Some discussion followed also on the fact on that IETF has in the past expressed the need for a 256-bit algorithm.
There was support to keep the 128-bit requirement as such. Some support not to rule out the possibility to use 256-bit keys in the future was noted. On this it was replied that the key length would not make an algorithm stronger.
ECRYPT was suggested as source for literature on the subject.

It was decided to postpone the decision to the next meeting.
Concerning the time plan, it was discussed the reply. In MILENAGE test vectors were produced, but MILENAGE was a completely new algorithm (based on AES). A preference for a light 2-3 month effort was agreed by the group.

S3-070513: Protect the network against replay of signalling messages between MME and UE
Liang Jiang presented the contribution on replay protection between MME and UE.

It was pointed out that the group has not agreed on such a UMTS-like parameters such START and FRESH. The concerns are shared by RAN2 that has suggested not to use such a mechanism due to performance issues.
The contribution was noted.
Threat analysis

S3-070554: Bidding down attack at eNB to eNB active mode handover
Karl Normann presented the contribution. A series of solutions to solve bidding down of encryption algorithms attacks by compromised eNB's were presented:

1. Target eNB always tries to "upgrade" algorithms

2. UE informs eNB about AA

3. UE informs MME about the selected algorithm

4. System wide algorithm policy

5. Do nothing

Performance issues were discussed: not a lot of extra signalling would be used.
It was pointed out that in a case where the algorithm is broken it should be removed and not be in use. In case the scenario foresees a weak or NULL algorithm, then there should be no significant risk.
It was suggested that the scenario is addressing a situation is proposing a situation where some eNB's use only weaker algorithms.

It was replied that as both SNOW and AES will be mandated from the start, then the situation does not present any realistic risks that the two algorithms will contemporarily be broken.
It was decided to investigate more in detail whether this should be further addressed.
Key refresh on idle-to-active state transition

S3-070517: Key handling in idle-active transition

Yangmei Yang presented the contribution. In last SA3 meeting, key handling in idle-active transition is discussed. Two solutions were proposed. The first one is nonce based, and another one is counter based. This paper shows how to use START stored in USIM in these two solutions.

S3-070530: Nonce-based key refresh on idle to active and detached to active transitions
Guenther Horn presented the contribution, illustrating a proposal for key refresh without Nonce in NAS service request and in line with the draft LS R2-072919.
S3-070552: A comparison of nonce based vs counter based K_eNB refresh

Ericsson presented the contribution comparing the two ways to refresh.

S3-070573: Efficient re-keying in LTE/SAE
This contribution, presented by Anand Palanigounder proposed an efficient keying mechanism that allows new keys to be agreed between the UE and network based on a single network initiated message. The Service Request message is kept small and no information needs to be carried from the UE to the MME in that message for the purpose.

S3-070606: Comments on primary contributions S3-070517, S3-070573, and S3-070552 on key refresh on idle to active transitions

Guenther Horn presented the contribution, comparing the different contributions on some points:

· Uplink data in first message

· UE needs to keep additional state during IDLE mode 

· Nonce generation function in ME / MME

· Implies dependencies between K_ASME and NAS key refresh

· Open resynchronisation problem

· NAS integrity counter incremented without integrity protection being used
It was pointed out that for S3-TD070530 the nonce generation should be positive. Also this contribution is not bringing additional bits.

It was also pointed out that there might be a security risk when sending a nonce as replay attacks might occur. 

It was proposed that as way forward this table should be updated in order to have consensus on it and use it as criteria for future solutions; also, two more rows to include KSI and certain parameters that are deemed of importance for performance by RAN 2.
S3-070661: Comparison of solution for key refresh at Idle to Active transition
The contribution was created taking the matter above offline. Peter Howard created the contribution. It was pointed out that Ericsson has some issues with the table presented. It was agreed to take the document as a baseline and reference for future work.
It was agreed to set an early submission deadline (3 weeks before the meeting) and an early commenting deadline (1 week before the meeting).
S3-070574: Cases for establishing new security contexts in SAE/LTE 
Anand Palanigounder presented the contribution on a list of possible SAE/LTE procedures that include an establishment of a security context. The list should be used as a basis for comparing possible solutions for SAE/LTE security.
It was agreed that whether to keep for further study whether the case of changing security context  in Active without changing K_ASME is needed. The contribution was agreed to be added to the TR with this addition.

S3-070555: Use of node identities in key derivations
Karl Normann presented the contribution, suggesting, through a series of use cases, that binding the session keys to node identities does not protect against the threats identified, and only adds complexity to the EPS. Furthermore, it prevents topology hiding.It is proposed that SA3 agrees to remove the node identities from the key derivation functions according to the pCR at the end of this contribution.
It was pointed out that in conclusion one there might not be any added complexity on RAN protocols; this might be true but there might be added complexity in NAS protocols.
In section four, it was challenged that the identities are easily available to entities deriving the keys. It was proposed to insert an Editor's node on the fact that it is possible to use Cell-ID and tracking area IDs.

It was also pointed out that it should be FFS whether the RRC/UP keys to the eNB identity
The pCR is approved with this change.

S3-070511:Securing key refresh on intra/inter-MME handovers

Alec Brusilovsky presented the contribution.

The objective of the proposed improvements is to make key refresh on intra/inter-MME handovers more secure. Instead of using a 32 bit C-RNTI value, the target eNB should generate a 128 bit random value and use that as the input to the key derivation. The target eNB should also send this value to the UE via the source eNB. Using a 128 bit random value, instead of the C-RNTI should give sufficient protection and allow to fulfil the goals of the S3-070306 proposal.
It was pointed out that a 64 bit random value could be used instead, using the C-RNTI as a basis and adding a second part.

It was suggested that instead of adding a part to the C-RNTI an entirely new value could be used to simplify the solution.
The contribution is agreed in principle, with text to be added on the fact that more randomness is necessary.
Algorithm selection

S3-070518: Security Algorithm selection

Huawei presented the contribution, proposing to update the alternative 1 agreed for for Security algorithm selection in 33.821, based on the feedback from RAN2 by using separate AS and NAS level SMC procedures. NAS level SMC procedure is used only for detached to active case, AS level SMC for both from detached and idle to active state transitions.
There were no comments and the pCR was approved.
S3-070522: Update on algorithms selection
Huawei presented the contribution, clarifying the algorithm selection described in the TR 33.821 by updating the handover figures and respective texts.
There was some discussion on the contribution and it was taken offline to be revised. Replaced by S3-070617.
S3-070617: P-CR on Update on algorithms selection
This contribution clarifies the algorithms selection described in the TR 33.821 also by updating the handover figures and respective texts
Approved with editorial changes as in S3-070665.

S3-070523: Cleanup on algorithms selection
Dan Forsberg presented the contribution proposing to remove section 7.4.5 from TR 33.821 as it does not anymore reflect the current status on the selected algorithms for LTE. Furthermore the contribution proposes to remove algorithm negotiation issues from the “7.4.6 Key identities in LTE/SAE” section.

It was pointed out that the master key should be corrected to KASME.

The conditional wording was suggested to be revised.

The pCR was agreed on the principle.
S3-070553: On Change of Security Algorithms at MME re-location
Karl Normann presented the contribution.

During mobility in LTE, the UE may change MME. There could be cases when the target MME (tMME) does not support the NAS ciphering and/or integrity algorithm that were previously used by the source MME (sMME). This could happen as new algorithms are introduced and the network is gradually upgraded. This contribution studies possibilities for being able to handle such situations.
It was proposed that the same mechanism should be used to change the keys, to reduce the number of variants. This matter was taken to be discussed during the evening session.

S3-070529: Pseudo-CR to TR 33.821: Key handling on idle mode mobility
Dan Forsberg presented the contribution suggesting an addition to Section 7.4.11 of the TR: If the NAS algorithms change during idle mode mobility, this change is indicated in the TAU response message by including the identifiers of the new algorithms. In this case, new NAS keys are derived from the KASME with the identifier of the new algorithms as input parameters and the NAS counters are reset to zero. The TAU message is integrity protected with the new NAS integrity key.
This contribution was taken to be discussed during the evening session.

User plane security
S3-070508: Operator’s policy to chose user plane security
Yan Zhang presented the contribution.

According to different requirements from users, the UP confidentiality protection is only performed for a specific user group. It can be achieved using subscription data and related signalling and process, as some users may require a lower security level than others. It was discussed how to handle a situation where the serving network is not the home network.

Also, using non encrypted communications there can be packet injection from other users on behalf of the user and other issues.
From deployment point of view, the encryption of UP bring extra processing load for both the network and the UE. Especially for the operator’s network, it needs to deal with a large number of UE, and for each UE it has to encrypt or decrypt every packet it sends or receives respectively. So the processing load is quite heavy.

It was decided to further analyse the impact on the network in terms of complexity, before trying to contact SA1 on this issue.
eMBMS

S3-070527: IP multicast delivery for the eMBMS architecture: threats

Marc Blommaert presented the contribution. Applying countermeasures against user plane attacks seems to be the most efficient as attackers may see more value in making successful broadcasts than to perform a control plane attack that results a DoS (which can be done anyhow using other techniques). Applying countermeasures only on the Control Plane does not remove the threat on the User Plane. Countermeasures like multicast IP packet authentication for the UP could also be deployed for the control plane. 

Two solutions are presented and compared: (1) CP/UP multicast + RFC4303
(2)UP Multicast/CP ptp + Ingress filtering but no UP/CP authentication.

From a security point of view, solution (1) is more effective and in addition is more robust against human (O&M) errors than solution (2). Table 1 shows that we have no reasons to believe that the total cost of solution (1) is more than solution (2). Therefore we think that the security and the involved cost should not be a reason why CP multicast between the MBMS GW and the eNBs could not be used.

It was proposed that SA3 support and promote (1) in order to protect against unwanted use of the E-MBMS architecture, and that discussed and evaluated the security analysis to inform RAN3 of the conclusions made.
It was proposed that the nature of the control plane messages that will be sent for multicast should be further specified before sending an LS on this solution to other groups. It was pointed out that RAN3 has not yet defined some of these issues.

It was also suggested that the advantages to switch to multicast from unicast.It was further suggested that a contribution would impact key management. It was decided that an excerpt of the contribution without the questionable parts will be sent as LS.
S3-070618: LS out to RAN3 on IP multicast delivery for the eMBMS architecture threat analysis
Marc Blommaert presented the LS drafted. Approved with changes.
S3-070528: IP multicast delivery for the eMBMS architecture: Security Solutions
Marc Blommaert presented the contribution, providing an introduction in the IP multicast security architecture as specified by the IETF. It serves as additional information to the companion contribution on IP multicast security threats (S3-070527) for the eMBMS security architecture. Noted.
S3-070611: LS on NAS security set up from SA2

Anand Palanigounder presented the LS from SA2, containing three questions on NAS security.

Concerning the first question, it was suggested that it is possible to apply a Detach procedure and to reinstate NAS security without any explicit NAS message exchange between the UE and MME. In case the attached Also, for the second part of the first question, in cases where the Attach Request is done after the Detach within a short period of time the same security context can be kept and use integrity protection, but it is not sure that this applies to encryption too.
Concerning the second question, it is not really clear what is the specific scenario proposed. Nevertheless, SA3 has to try and give an answer. There was some discussion and the matter was taken offline. A reply LS will be drafted in S3-TD070619. The LS was updated with the clean version in S3-070621.

S3-070619: LS reply to RAN3 on LS on NAS Security Setup
 Anand Palanigounder presented the LS. The LS was approved with some additions.
S3-070620: LS on DSMIPv6 security over the S2c reference point
Anand Palanigounder presented the LS. A reply was drafted in S3-070623.
S3-070623: Reply to SA2 on LS S3-070620
Approved with minor changes.
S3-070531: Pseudo-CR to TR 33.922: MIPv6 version of using partial GBA for Mobile IP bootstrapping
Guenther Horn presented the contribution.

In the context of using partial GBA with MIPv6, the shared key would be used with the Mobile IPv6 Authentication Option defined in RFC 4285. The contribution proposes to modify the text in section 7.3.4 of TR 33.922 such that the new Internet-draft is taken into account, and the note points out that the partial GBA method also applies to MIP v4.
There were no comments and the pCR was approved.

S3-070532: Discussion on alternatives for MIP security bootstrapping

Guenther Horn presented the contribution.

TR 33.922 contains four different methods for bootstrapping security for Mobile IP signalling.The contribution is meant to start such an evaluation. 
There was a discussion on the evaluation, especially concerning the latency, DIAMETER. 
The LS was discussed in the perspective of the document. It seems that SA3 is not entitled to give guidance in the context of the LS. NAT traversal was discussed as an issue in this context. As GBA is an application layer protocol there should not be implications in that sense.

It was decided that SA3 will reply to the LS (S3-070620) mentioning the main concerns that the group has in that perspective and request to be consulted during the decision making process.
S3-070622: TR New Version of TR 33.922
Approved with changes as in S3-070666.
S3-070506: Key handling for inter-3GPP HO
Lu Gan presented the contribution, which proposes that before handover from EUTRAN to non-3GPP IP access network and/or from non-3GPP IP access network to EUTRAN, UE and EPS core network uses the present key and the same key derivation function to derive the new key, which is to be used after handover.

This contribution is a follow-up to S3-070399, asking members to send contributions on the subject.
Some discussion followed on key derivation and the general agreement for a future contribution to reach consensus is that there should be preparation for the key material before the handover, but the material for preparation remains for further study. However, pre-authentication is not ruled out as an option at this point.
S3-070524: Adding content to section 1-5 of TS33.abc (SAE: Security Architecture)
Dajiang Zhang presented the contribution.

It was suggested that in 5.1.1 is proposed that IMEI is identifying the subscriber, while the IMEI is identifying the UE. It was agreed to delete this phrase. 
It was decided to convert to notes the part on MAC in 5.1.3 and 5.1.4.

It was decided to delete "If seen necessary higher layers messages transferred with RRC messages do not have to ciphered, if they are protected in the higher layers." as the phrase is a bit vague.

MAC should be Medium and not Media in the abbreviations. SAE and LTE should be removed. They were kept in the title for the moment.
The pCR was approved with these changes.
S3-070525: Adding content to section 6 of TS33.abc (SAE: Security Architecture)

Marc Blommaert presented the contribution.

In SA3#47 the skeleton of TS33.abc (SAE: Security Architecture – S3-070479) was agreed. In this contribution we propose text for section 6. The proposal changes the terms of SAE and LTE according to SA2’s request (i.e. EPS, EPC and E-UTRAN). 
Bullet (d) was agreed to be deleted. 
The pCR was approved with these changes.
S3-070526: Adding content to section 7 of TS33.abc (SAE: Security Architecture)

Dajiang Zhang presented the contribution.

The contribution proposes to move the agreed Security Procedures between UE and EPC access Network Elements from TR33.821 to TS33.abc.

It was commented that there must be a reformulation for the NAS keys, and as for the UP traffic key. This was agreed. It was agreed to delete the sentence "KeNB shall depend on the identity of the eNB requesting it from the MME".
The Idle to Active section was agreed to be removed and be set FFS. UE should be changed to ME.
The pCR will be revised with these changes

S3-070624 New version of TS33.abc (SAE Security Architecture)
Marc Blommaert presented the document. Agreed.
6.15
Key establishment 

6.15.1
Between UICC and other devices 

6.15.2
Between UICC hosting device and other devices

S3-070544: CR on Stage 3 details – Ua interface and adding TLS Profiling
Monica Wifvesson presented the CR.

It was suggested that instead of inserting TLS profiles in Annex <t> it could reference another specification where this could be inserted. It was replied that this information has to be put in one specification in any case. It was agreed to make the necessary cross-references to the TLS profiles.
It was also pointed out that there is a registration in IANA needed for this.

AP-48-04 Monica Wifvesson to initiate process of registration with IANA the XML schema definition proposed in S3-070544

The CR was approved with these changes (S3-070656).

S3-070545: CR on Introduction of key confirmation and some various other changes
Monica Wifvesson presented the CR.

Some changes were introduced on the cover page: Annex A is affected; also it was eliminated "attempts" in the summary. In NOTE 1 in step 9 it was decided to eliminate the sentence on the fact that a similar change will take place for TCG.

With these changes the CR was approved (S3-070657).

S3-070546: CR on Clarifications regarding the use of Ks_local_device key
Monica Wifvesson presented the CR.

It was proposed that the note could be moved into an informative annex. Some further comments were made and it was decided to revise the CR, which was then approved (S3-070658).

S3-070558: CR on Ks_local keys storage policy in the UICC
Mireille Paulliac presented the CR. There were no comments and the CR was agreed.

S3-070559: CR on Stage 3 details: Ua interface and adding TLS Profiling
Mireille Paulliac presented the CR. Mirror CR of S3-070544. Similar changes must be made to this CR.

A parameter in step 5 is missing from the CR. This will be added. Also, there is not text for User Agent in step 5. This will be added. Some typos must be checked on the cover page.

The CR was revised and approved in S3-070659.

S3-070560: CR on Complete NAF Key Center procedure to check Terminal_ID

Mireille Paulliac presented the CR. There were no comments and the CR was approved.

S3-070561: CR on Addition of PSK-TLS to secure the communication between the Terminal and the NAF Key Center

Mireille Paulliac presented the CR on the addition of PSK-TLS to secure the communication between the Terminal and the NAF Key Center in order to align TS 33.110 and TS 33.259. Note 2 added must be renumbered to Note X.

The document was revised in S3-070660 which was agreed.
6.16
Protection against SMS and MMS spam

S3-070596: Liaison to 3GPP SA 3 on work on prevention of unsolicited communication in the NGN
Valtteri Niemi presented the LS. It was proposed that SA3 acknowledge and agree the five proposed points and proposing to discuss the details during the joint meeting. S3-070662 Reply LS to TISPAN on SPAM and unsolicited communication was presented and approved.
S3-070539: P-CR onAdding references to OMA work

Vesa Lehtovirta presented the contribution. There were no comments and the pCR was approved.
6.17
Other areas

S3-070604: Downloadable USIM in M2M terminals
Monica Wifvesson presented the contribution.

The paper proposes that SA3 performs a feasibility study in Rel8 on a USIM application functionality that allows a USIM application and USIM parameters to be downloaded into M2M terminal. A downloadable USIM application would satisfy the needs coming from M2M. The characteristic of the USIM being non-removable in such a case was also mentioned.
S3-070591: Comments to S3-070551 “Downladable USIM application on M2M Terminals”
Mireille Paulliac presented the contribution. 

S3-070629: Comments to S3-070591 "Downloadable USIM application on M2M Terminals"
Monica Wifvesson presented the contribution. There was some discussion on the contributions. There was some support on the fact that such a study item is premature and should not be created.
The related SA1 TR was discussed and it was pointed out that from the TR it does not appear to be a requirement from SA1. It was pointed out that the SA1 future requirements could be different than the assumptions SA1 would make; it was replied that for a feasibility study there is not a need for clear requirements. It was suggested that SA1 or SA should discuss the usefulness of such a study before. It was mentioned that the scope should not be too wide, so femtocells should be out of scope for this potential study. UICC should be inside the scope.
Gemalto opposes such a study item as it challenges the 3GPP assumptions mandating the use of the UICC. It was also suggested that such a technical solution would rely on business issues, which is an SA1 matter.
It was agreed to extend the scope giving the title of "Authentication on M2M terminals" and proceed with the creation of a draft proposal for approval. An LS for information on the study item that is being conducted.

S3-070668 was presented with a revised WID and was agreed.

7
Joint session with ATIS PTSC and PRQC

7.1
Presentation of relevant PTSC activities

S3-070627 was presented by Martin Dolly and Joe Zebarth.
7.2
Presentation of relevant PRQC activities

S3-070626 was presented by Mark Neibert.
7.3
Presentation of relevant SA3 activities

S3-070609 was presented by Valtteri Niemi.
7.4.
Discussion about further co-operation possibilities

It was proposed that further collaboration should be sought between the two parties. There was interest from both sides to continue collaboration.
The working methods of both groups were discussed and the ways to access documents.

The SA3 Chairman thanked the ATIS Officials for attending the joint session.
8
Elections of SA3 chairperson and vice-chairpersons

8.1
Elections of SA3 chairperson

Rolf Blom has withdrawn its candidature for Chairmanship. Valtteri Niemi of Nokia, being the only candidate was confirmed as a Chairman for the next two years.

8.2
Elections of SA3 vice-chairpersons

For the first round Rajavelsamy Rajadurai and Alec Brusilovsky have withdrawn from the first round of candidatures. Peter Howard was confirmed Vice Chairman for SA3 for the next two years.
In the second round a ballot between Rajavelsamy Rajadurai of Samsung Electronics Co., Ltd (TTA) and Alcatel-Lucent (ATIS) and Alec Brusilovsky took place.

The voting results of the first ballot were:
Rajavelsamy Rajadurai
60,00%

Alec Brusilovsky
40,00%

 second ballot was conducted. The voting results of the second ballot were:

Rajavelsamy Rajadurai
58,33%

Alec Brusilovsky
41,67%
Rajavelsamy Rajadurai was elected vice chairperson for the next two years.
9
Review and update of work programme

Rapporteus will send the input to the Secretary to update the work programme with the Technical Coordinator.

10
Future meeting dates and venues

The planned meetings were as follows:
	Meeting
	Date
	Location
	Host

	SA3#49
	9–12 Oct 2007
	Munich, Germany
	EF3

	S3 ad-hoc SAE/LTE Common IMS
	11-13 Dec 2007
	Sophia-Antipolis, France
	EF3

	SA3#50
	25-29 Feb 2008
	Asia
	TBD

	SA3#51
	14-18 Apr 2008
	US
	NAF

	SA3#52
	23-27 Jun 2008
	Europe
	EF3


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#26
	31 Jul - 2 Aug 2007
	Key West, US
	NAF

	SA3 LI-#27
	23 - 25 Oct 2007
	Sophia Antipolis, France
	ETSI


TSG SA Plenary meeting schedule

	Meeting
	Date
	Location
	Primary Host

	TSGs #37
	17 - 20 Sep 2007
	Riga Latvia
	EF3

	TSGs #38
	3 - 6 Dec 2007
	Cancun, Mexico
	NAF

	TSGs #39
	10 - 13 Mar 2008
	tbd
	

	TSGs #40 
	2 - 5 Jun 2008
	Prague
	EF3

	TSGs #41
	15 - 18 Sep 2008
	Japan
	

	TSGs #42
	8 - 11 Dec 2008
	Europe
	EF3


11
Any other business

No other issues were raised.

12
Close

The SA WG3 Chairman thanked the hosts, the North-American Friends of 3GPP, for the meeting arrangements and facilities, the delegates for their work and cooperation and also the Secretary. The meeting was closed.
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	TS
	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	none
	Rel-4
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TR
	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	none
	Rel-4
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	Release 5 3GPP Specifications and reports

	TS
	22.022
	Personalisation of Mobile Equipment (ME); Mobile functionality specification
	5.0.0
	Rel-5
	S3
	NGUYEN NGOC, Sebastien
	Transfer>TSG#4 

	TS
	22.031
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	5.0.0
	Rel-5
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 02.31 R99 and 42.031 Rel-4 & Rel-5 -> 22.031. Created from 42.031 Rel-5.

	TS
	22.032
	Immediate Service Termination (IST); Service description; Stage 1
	5.0.0
	Rel-5
	S3
	
	SP-16: created to take over from 02.32 (R99) and 42.032 (Rel-4 onwards). 

	TS
	23.031
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	5.0.0
	Rel-5
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 03.31 R99 and 43.031 Rel-4 & Rel-5 -> 23.031. Created from 43.031 Rel-5.

	TS
	23.035
	Immediate Service Termination (IST); Stage 2
	5.1.0
	Rel-5
	S3
	
	SP-16: created to take over from 03.35 (R99) and 43.035 (Rel-4 onwards). 

	TS
	33.102
	3G security; Security architecture
	5.7.0
	Rel-5
	S3
	BLOMMAERT, Marc
	 

	TS
	33.105
	Cryptographic algorithm requirements
	5.0.0
	Rel-5
	S3
	CHIKAZAWA, Takeshi
	 

	TS
	33.106
	Lawful interception requirements
	5.1.0
	Rel-5
	S3
	WILHELM, Berthold
	 

	TS
	33.107
	3G security; Lawful interception architecture and functions
	5.6.0
	Rel-5
	S3
	WILHELM, Berthold
	 

	TS
	33.108
	3G security; Handover interface for Lawful Interception (LI)
	5.9.1
	Rel-5
	S3
	WILHELM, Berthold
	"2001-12-04 Title changed from ""Lawful Interception; Interface between core network and law agency equipment"" (Berthold.Wilhelm@RegTP.de). "

	TS
	33.200
	3G Security; Network Domain Security (NDS); Mobile Application Part (MAP) application layer security
	5.1.0
	Rel-5
	S3
	ESCOTT, Adrian
	2001-05-24: title grows MAP; see 33.210 for IP equivalent. 

	TS
	33.203
	3G security; Access security for IP-based services
	5.11.0
	Rel-5
	S3
	BOMAN, Krister
	 

	TS
	33.210
	3G security; Network Domain Security (NDS); IP network layer security
	5.5.0
	Rel-5
	S3
	KØIEN, Geir
	2001-05-24: 33.200 split into MAP (33.200) and IP (33.210). 

	TS
	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification
	5.0.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi  specification
	5.0.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	5.0.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	5.0.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.205
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General
	5.0.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE.  2002-06: clarified that deliverable is TS not TR. 

	TS
	35.206
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
	5.1.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE 

	TS
	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors' test data
	5.0.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE 

	TS
	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	5.0.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE 

	TR
	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
	5.0.0
	Rel-5
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TR
	41.031
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	5.0.0
	Rel-5
	S3
	
	 

	TR
	41.033
	Lawful Interception requirements for GSM
	5.0.0
	Rel-5
	S3
	SPALT, Bernhard
	 

	TS
	42.033
	Lawful Interception; Stage 1
	5.0.0
	Rel-5
	S3
	SPALT, Bernhard
	 

	TS
	43.020
	Security-related network functions
	5.2.0
	Rel-5
	S3
	GILBERT, Henri
	 

	TS
	43.033
	3G security; Lawful Interception; Stage 2
	5.0.0
	Rel-5
	S3
	SPALT, Bernhard
	 

	Release 5 3GPP Specifications and reports not under change control

	TS
	33.201
	Access domain security
	none
	Rel-5
	S3
	POPE, Maurice
	 

	TR
	33.900
	Guide to 3G security
	0.4.1
	Rel-5
	S3
	BROOKSON, Charles
	 

	TR
	33.903
	Access Security for IP based services
	none
	Rel-5
	S3
	VACANT,  
	 

	TS
	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	none
	Rel-5
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TS
	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	none
	Rel-5
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TS
	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	none
	Rel-5
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TR
	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	none
	Rel-5
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	Release 6 3GPP Specifications and reports

	TS
	22.022
	Personalisation of Mobile Equipment (ME); Mobile functionality specification
	6.0.0
	Rel-6
	S3
	NGUYEN NGOC, Sebastien
	Transfer>TSG#4 Rel-6 record created on freezing the Release, December 2004.

	TS
	22.031
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	6.0.0
	Rel-6
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 02.31 R99 and 42.031 Rel-4 & Rel-5 -> 22.031. Rel-6 record created on freezing the Release, December 2004.

	TS
	22.032
	Immediate Service Termination (IST); Service description; Stage 1
	6.0.0
	Rel-6
	S3
	
	SP-16: created to take over from 02.32 (R99) and 42.032 (Rel-4 onwards). Rel-6 record created on freezing the Release, December 2004.

	TS
	23.031
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	6.0.0
	Rel-6
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 03.31 R99 and 43.031 Rel-4 & Rel-5 -> 23.031. Rel-6 record created on freezing the Release, December 2004.

	TS
	23.035
	Immediate Service Termination (IST); Stage 2
	6.0.0
	Rel-6
	S3
	
	SP-16: created to take over from 03.35 (R99) and 43.035 (Rel-4 onwards). Rel-6 record created on freezing the Release, December 2004.

	TS
	33.102
	3G security; Security architecture
	6.5.0
	Rel-6
	S3
	BLOMMAERT, Marc
	 

	TS
	33.105
	Cryptographic algorithm requirements
	6.0.0
	Rel-6
	S3
	CHIKAZAWA, Takeshi
	 

	TS
	33.106
	Lawful interception requirements
	6.1.0
	Rel-6
	S3
	WILHELM, Berthold
	 

	TS
	33.107
	3G security; Lawful interception architecture and functions
	6.6.0
	Rel-6
	S3
	WILHELM, Berthold
	 

	TS
	33.108
	3G security; Handover interface for Lawful Interception (LI)
	6.10.0
	Rel-6
	S3
	WILHELM, Berthold
	"2001-12-04 Title changed from ""Lawful Interception; Interface between core network and law agency equipment"" (Berthold.Wilhelm@RegTP.de). "

	TS
	33.141
	Presence service; Security
	6.2.0
	Rel-6
	S3
	BOMAN, Krister
	 

	TS
	33.200
	3G Security; Network Domain Security (NDS); Mobile Application Part (MAP) application layer security
	6.1.0
	Rel-6
	S3
	ESCOTT, Adrian
	2001-05-24: title grows MAP; see 33.210 for IP equivalent. Rel-6 record created on freezing the Release, December 2004.  SP-30: Anx-E replicated in 33.204; will not be upgraded to Rel-7

	TS
	33.203
	3G security; Access security for IP-based services
	6.10.0
	Rel-6
	S3
	BOMAN, Krister
	 

	TS
	33.210
	3G security; Network Domain Security (NDS); IP network layer security
	6.6.0
	Rel-6
	S3
	KØIEN, Geir
	2001-05-24: 33.200 split into MAP (33.200) and IP (33.210). 

	TS
	33.220
	Generic Authentication Architecture (GAA); Generic bootstrapping architecture
	6.12.0
	Rel-6
	S3
	HOLTMANNS, Silke
	WI = SEC1-SC (UID 33002) Based on 33.109 §4. 

	TS
	33.221
	Generic Authentication Architecture (GAA); Support for subscriber certificates
	6.3.0
	Rel-6
	S3
	HOLTMANNS, Silke
	WI = SEC1-SC (UID 33002) Based on 33.109 §5 & annex A. 

	TS
	33.222
	Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)
	6.6.0
	Rel-6
	S3
	SAHLIN, Bengt
	WI = SEC1-SC (UID 33002) Based on 33.109 v0.3.0 protocol B. 

	TS
	33.234
	3G security; Wireless Local Area Network (WLAN) interworking security
	6.9.0
	Rel-6
	S3
	LOPEZ SORIA, Luis
	 

	TS
	33.246
	3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)
	6.10.0
	Rel-6
	S3
	ESCOTT, Adrian
	 SP-22: target for v2.0.0 is SP-23, but this will be challenging.

	TS
	33.310
	Network domain security; Authentication framework (NDS/AF)
	6.2.0
	Rel-6
	S3
	KOSKINEN, Tiina
	 

	TR
	33.810
	3G Security; Network Domain Security / Authentication Framework (NDS/AF); Feasibility Study to support NDS/IP evolution
	6.0.0
	Rel-6
	S3
	N, A
	2002-07-22: was formerly 33.910. SP-17: expect v2.0.0 at SP-18.

	TR
	33.817
	Feasibility study on (Universal) Subscriber Interface Module (U)SIM security reuse by peripheral devices on local interfaces
	6.1.0
	Rel-6
	S3
	YAQUB, Raziq
	Original WID = SP-030341.  2003-11-26: S3 Secretary indicates that TR is to be internal, so number changed from 33.917. 

	TR
	33.919
	3G Security; Generic Authentication Architecture (GAA); System description
	6.2.0
	Rel-6
	S3
	VAN MOFFAERT, Annelies
	WI = SEC1-SC (UID 33002) 

	TR
	33.978
	Security aspects of early IP Multimedia Subsystem (IMS)
	6.6.0
	Rel-6
	S3
	HOWARD, Peter
	SP-26: created from 33.878. 

	TS
	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification
	6.1.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi  specification
	6.1.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	6.0.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	6.0.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.205
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General
	6.0.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE.  2002-06: clarified that deliverable is TS not TR. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.206
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
	6.0.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE Rel-6 record created on freezing the Release, December 2004.

	TS
	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors' test data
	6.0.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE Rel-6 record created on freezing the Release, December 2004.

	TS
	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	6.0.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE Rel-6 record created on freezing the Release, December 2004.

	TR
	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
	6.0.0
	Rel-6
	S3
	NIEMI, Valtteri
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TR
	41.031
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	6.0.0
	Rel-6
	S3
	
	 Rel-6 record created on freezing the Release, December 2004.

	TR
	41.033
	Lawful Interception requirements for GSM
	6.0.0
	Rel-6
	S3
	SPALT, Bernhard
	 Rel-6 record created on freezing the Release, December 2004.

	TS
	42.033
	Lawful Interception; Stage 1
	6.0.0
	Rel-6
	S3
	SPALT, Bernhard
	 Rel-6 record created on freezing the Release, December 2004.

	TS
	43.020
	Security-related network functions
	6.4.0
	Rel-6
	S3
	GILBERT, Henri
	 

	TS
	43.033
	3G security; Lawful Interception; Stage 2
	6.0.0
	Rel-6
	S3
	SPALT, Bernhard
	 Rel-6 record created on freezing the Release, December 2004.

	TS
	55.205
	Specification of the GSM-MILENAGE algorithms: An example algorithm set for the GSM Authentication and Key Generation Functions A3 and A8
	6.2.0
	Rel-6
	S3
	NIEMI, Valtteri
	Not subject to export control. 

	TS
	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	6.2.0
	Rel-6
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. 

	TS
	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	6.1.0
	Rel-6
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. 

	TS
	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	6.1.0
	Rel-6
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. 

	TS
	55.236
	Specification of A8_V MILENAGE Algorithm: An example algorithm for the key generation function A8_V
	6.1.0
	Rel-6
	S3
	BLOMMAERT, Marc
	 .

	TR
	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	6.1.0
	Rel-6
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download.

	Release 6 3GPP Specifications and reports not under change control

	TS
	33.201
	Access domain security
	none
	Rel-6
	S3
	POPE, Maurice
	 Rel-6 record created on freezing the Release, December 2004.

	TR
	33.941
	Presence service; Security
	0.6.0
	Rel-6
	S3
	BOMAN, Krister
	 

	Release 7 3GPP Specifications and reports

	TS
	33.102
	3G security; Security architecture
	7.1.0
	Rel-7
	S3
	BLOMMAERT, Marc
	 .

	TS
	33.106
	Lawful interception requirements
	7.0.1
	Rel-7
	S3
	WILHELM, Berthold
	 .

	TS
	33.107
	3G security; Lawful interception architecture and functions
	7.5.0
	Rel-7
	S3
	WILHELM, Berthold
	 .

	TS
	33.108
	3G security; Handover interface for Lawful Interception (LI)
	7.7.0
	Rel-7
	S3
	WILHELM, Berthold
	"2001-12-04 Title changed from ""Lawful Interception; Interface between core network and law agency equipment"" (Berthold.Wilhelm@RegTP.de). ."

	TS
	33.110
	Key establishment between a UICC and a terminal
	7.1.0
	Rel-7
	S3
	PAULIAC, Mireille
	SP-30: WI @ SP-050832 .

	TS
	33.141
	Presence service; Security
	7.1.0
	Rel-7
	S3
	BOMAN, Krister
	 .

	TS
	33.203
	3G security; Access security for IP-based services
	7.5.0
	Rel-7
	S3
	BOMAN, Krister
	 .

	TS
	33.204
	3G Security; Network Domain Security (NDS); Transaction Capabilities Application Part (TCAP)  user security
	7.2.0
	Rel-7
	S3
	BLOMMAERT, Marc
	 .

	TS
	33.210
	3G security; Network Domain Security (NDS); IP network layer security
	7.2.0
	Rel-7
	S3
	KØIEN, Geir
	2001-05-24: 33.200 split into MAP (33.200) and IP (33.210). .

	TS
	33.220
	Generic Authentication Architecture (GAA); Generic bootstrapping architecture
	7.7.0
	Rel-7
	S3
	HOLTMANNS, Silke
	WI = SEC1-SC (UID 33002) Based on 33.109 §4. .

	TS
	33.222
	Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)
	7.2.0
	Rel-7
	S3
	SAHLIN, Bengt
	WI = SEC1-SC (UID 33002) Based on 33.109 v0.3.0 protocol B. .

	TS
	33.234
	3G security; Wireless Local Area Network (WLAN) interworking security
	7.4.0
	Rel-7
	S3
	LOPEZ SORIA, Luis
	 .

	TS
	33.246
	3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)
	7.3.0
	Rel-7
	S3
	ESCOTT, Adrian
	 .

	TS
	33.310
	Network domain security; Authentication framework (NDS/AF)
	7.1.0
	Rel-7
	S3
	KOSKINEN, Tiina
	 .

	TR
	33.905
	Recommendations for Trusted Open Platforms
	7.0.0
	Rel-7
	S3
	HOLTMANNS, Silke
	2006-02-08: Co-rapporteurs Selim Aissi, Sundeep Bajikar, Intel Corporation. .

	TR
	33.918
	Generic Authentication Architecture (GAA); Early implementation of Hypertext Transfer Protocol over Transport Layer Security (HTTPS) connection between a Universal Integrated Circuit Card (UICC) and a Network Application Function (NAF)
	7.0.0
	Rel-7
	S3
	SEIF, Jacques
	"WI in SP-050573; second rapporteur = Mireille Pauliac. This is an ""early implementation"" TR. ."

	TR
	33.919
	3G Security; Generic Authentication Architecture (GAA); System description
	7.2.0
	Rel-7
	S3
	VAN MOFFAERT, Annelies
	WI = SEC1-SC (UID 33002) .

	TR
	33.920
	SIM card based Generic Bootstrapping Architecture (GBA); Early Implementation Feature
	7.1.0
	Rel-7
	S3
	HOLTMANNS, Silke
	SP-29: WID in SP-050576. .

	TR
	33.980
	Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)
	7.4.0
	Rel-7
	S3
	HOLTMANNS, Silke
	 SP-30: approval target SP-31.

	TS
	35.215
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Document subject to export controls, so not publicly available on 3GPP server.  2006-04-06: Version 1.1.0 solves this problem. .

	TS
	35.216
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 2: SNOW 3G specification
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Document subject to export controls, so not publicly available on 3GPP server.  2006-04-06: Version 1.1.0 solves this problem. .

	TS
	35.217
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 3: Implementors' test data
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Document subject to export controls, so not publicly available on 3GPP server.  2006-04-06: Version 1.1.0 solves this problem. .

	TS
	35.218
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 4: Design conformance test data
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Document subject to export controls, so not publicly available on 3GPP server.  2006-04-06: Version 1.1.0 solves this problem. .

	TR
	35.919
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 5: Design and evaluation report
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	 .

	Other 3GPP Specifications and reports to be allocated to (or identified for) Release 7 (TBC)

	TS
	33.223
	Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function
	0.3.0
	Rel-7
	S3
	HOLTMANNS, Silke
	SP-32: Revised WID @ SP-060429. 2006-08-08: Thus TS substituted for former TR 33,923. .

	TS
	33.259
	Key establishment between a UICC hosting device and a remote device
	1.0.0
	Rel-7
	S3
	LEHTOVIRTA, Vesa
	SP-34: WI @ SP-060839. .

	TR
	33.801
	Access security review
	1.0.0
	Rel-7
	S3
	NORRMAN, Karl
	 .

	TR
	33.802
	Feasibility study on IMS security extensions
	0.2.0
	Rel-7
	S3
	SAHLIN, Bengt
	 .

	TR
	33.803
	Coexistence between TISPAN and 3GPP authentication schemes
	1.0.0
	Rel-7
	S3
	FOUQUET, Sylvie
	 .

	TR
	33.828
	Feasibility study on IP Multimedia Subsystem (IMS) security extensions
	0.1.0
	Rel-7
	S3
	HOWARD, Peter
	 .

	TS
	55.226
	Specification of the A5/4 encryption algorithms for GSM and ECSD, and the GEA4 encryption algorithm for GPRS; Document 1: A5/4 and GEA4 specification
	none
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Work item UID = 1571 (SEC1).  2006-03-20: French export licence not yet applied for.

	3GPP Specifications and reports to be allocated to (or identified for) Release 8 (TBC)

	TS
	33.310
	Network domain security; Authentication framework (NDS/AF)
	8.0.0
	Rel-8
	S3
	KOSKINEN, Tiina
	 .

	TR
	33.821
	Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)
	0.1.0
	Rel-8
	S3
	ZHANG, Dajiang
	 .

	TS
	33.922
	Security aspects for inter-access mobility between non 3GPP and 3GPP access network
	0.0.3
	Rel-8
	S3
	ZHANG, Dajiang
	 .


Annex D:
List of CRs to specifications under SA WG3 responsibility at meeting #47

D.1
List of all CRs and their handling

	Tdoc
	Title
	Source
	Spec
	CR
	Rev
	Current version
	Rel
	Status

	S3-070509
	33.920 CR0003: Update with regard to approved CRs to TS 33.220 Annex I
	Nokia, Nokia Siemens Networks
	33.920
	0003
	-
	7.2.0
	Rel-7
	Agreed

	S3-070512
	33.203 CR0105R3: Digest and TLS Procedures
	Alcatel-Lucent, BT, CableLabs, Cisco, Ericsson, HP, Nokia, Nokia Siemens Networks
	33,203
	0105
	3
	7.6.0
	Rel-8
	Replaced by 607

	S3-070534
	Miscellaneous corrections to the specification of the A5 algorithm in the 8-PSK case
	Alcatel-Lucent
	43.020
	0016
	-
	7.0.0
	Rel-7
	Noted

	S3-070535
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0127
	-
	7.8.0
	Rel-7
	Replaced by 601

	S3-070536
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0128
	-
	8.0.0
	Rel-8
	Replaced by 602

	S3-070542
	Authentication failure handling in IMS
	Ericsson
	33,203
	0107
	-
	7.6.0
	Rel-7
	Replaced by 598

	S3-070544
	Stage 3 details – Ua interface and adding TLS Profiling
	Ericsson
	33,259
	0001
	-
	7.0.0
	Rel-7
	Replaced by 656

	S3-070545
	Introduction of key confirmation and some various other changes
	Ericsson
	33,259
	0002
	-
	7.0.0
	Rel-7
	Replaced by 657

	S3-070546
	Clarifications regarding the use of Ks_local_device key
	Ericsson
	33,259
	0003
	-
	7.0.0
	Rel-7
	Replaced by 658

	S3-070548
	Enhancements on the architecture for collocation of BSF with Liberty Alliance IdP
	Ericsson
	33.980
	0020
	-
	7.5.0
	Rel-7
	replaced by 628

	S3-070549
	Use of SAMLv2 in applications which do not require a security association
	Ericsson
	33.980
	0021
	-
	7.5.0
	Rel-7
	withdrawn

	S3-070558
	Ks_local keys storage policy in the UICC
	Gemalto
	33.110
	0010
	-
	7.2.0
	Rel-7
	Agreed

	S3-070559
	Stage 3 details: Ua interface and adding TLS Profiling
	Gemalto
	33.110
	0011
	-
	7.2.0
	Rel-7
	Replaced by 659

	S3-070560
	Complete NAF Key Center procedure to check Terminal_ID
	Gemalto
	33.110
	0012
	-
	7.2.0
	Rel-7
	Agreed

	S3-070561
	Addition of PSK-TLS to secure the communication between the Terminal and the NAF Key Center
	Gemalto
	33.110
	0013
	-
	7.2.0
	Rel-7
	Replaced by 660

	S3-070564
	Correct the encoding of MBMS key management procedures
	Nokia, Nokia Siemens Networks
	33,246
	0141
	-
	7.3.0
	Rel-7
	Replaced by 653

	S3-070565
	Correct the encoding of MBMS key management procedures
	Nokia, Nokia Siemens Networks
	33.246
	0140
	-
	-
	Rel-6
	Replaced by 654

	S3-070566
	Clarification on the use of the IPsec mode for the Zb-reference point
	Nokia, Nokia Siemens Networks
	33.210
	0022
	1
	7.2.0
	Rel-7
	agreed

	S3-070567
	Proposed enhancements to TD S3-070467 on SIP Digest in IMS
	Telecom Italia
	33,203
	0108
	-
	7.6.0
	Rel-8
	Replaced by 610

	S3-070569
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	03.20
	0028
	-
	8.4.1
	R99
	Replaced by 646

	S3-070570
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	43.020
	0017
	-
	4.3.0
	Rel-4
	Replaced by 647

	S3-070571
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	43.020
	0018
	-
	5.2.0
	Rel-5
	Replaced by 648

	S3-070584
	Correction  of DRM Content Format usage
	Nokia, Nokia Siemens Networks
	33.246
	0142
	--
	6.11.0
	Rel-6
	agreed

	S3-070585
	Correction  of DRM Content Format usage
	Nokia, Nokia Siemens Networks
	33.246
	0143
	--
	7.4.0
	Rel-7
	Agreed

	S3-070586
	Correction of HLR – BSF reference point
	Nokia, Nokia Siemens Networks
	33.220
	0127
	1
	7.8.0
	Rel-7
	Replaced by 601

	S3-070587
	Correction of HLR – BSF reference point
	Nokia, Nokia Siemens Networks
	33.220
	0128
	1
	8.0.0
	Rel-8
	Replaced by 602

	S3-070598
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0107
	1
	7.6.0
	Rel-7
	Replaced by 631

	S3-070599
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0108
	-
	6.10.0
	Rel-6
	Replaced by 632

	S3-070600
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0109
	-
	5.11.0
	Rel-5
	Replaced by 633

	S3-070601
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0127
	-
	7.8.0
	Rel-7
	Replaced by 642

	S3-070602
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0128
	-
	8.0.0
	Rel-8
	Replaced by 643

	S3-070607
	33.203 CR0105R3: Digest and TLS Procedures
	Alcatel-Lucent, BT, CableLabs, Cisco, Ericsson, HP, Nokia, Nokia Siemens Networks
	33,203
	0105
	4
	7.6.0
	Rel-8
	Noted

	S3-070610
	Proposed enhancements to TD S3-070467 on SIP Digest in IMS
	Telecom Italia
	33,203
	0108
	1
	7.6.0
	Rel-8
	Noted

	S3-070628
	Enhancements on the architecture for collocation of BSF with Liberty Alliance IdP
	Ericsson
	33.980
	0020
	1
	7.5.0
	Rel-7
	Replaced by 645

	S3-070630
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0107
	2
	7.6.0
	Rel-7
	Agreed

	S3-070631
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0108
	1
	6.10.0
	Rel-6
	Agreed

	S3-070632
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0109
	1
	5.11.0
	Rel-5
	Agreed

	S3-070635
	Update to procedures to allow SIP Digest and TLS in IMS
	Alcatel-Lucent, BT, CableLabs, Cisco, Ericsson, HP, Nokia, Nokia Siemens Networks
	33.203
	0110
	-
	7.6.0
	Rel-7
	Agreed

	S3-070640
	Miscellaneous corrections to the specification of the A5 algorithm in the 8-PSK case
	Alcatel-Lucent
	43.020
	0016
	1
	7.0.0
	Rel-7
	agreed

	S3-070642
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0127
	3
	7.8.0
	Rel-7
	Replaced by 650

	S3-070643
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0128
	3
	8.0.0
	Rel-8
	Replaced by 651

	S3-070645
	Enhancements on the architecture for collocation of BSF with Liberty Alliance IdP
	Ericsson
	33.980
	0020
	2
	7.5.0
	Rel-7
	Replaced by 655

	S3-070646
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	03.20
	0028
	1
	8.4.1
	R99
	Agreed

	S3-070647
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	43.020
	0017
	1
	4.3.0
	Rel-4
	Agreed

	S3-070648
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	43.020
	0018
	1
	5.2.0
	Rel-5
	Agreed

	S3-070650
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0127
	4
	7.8.0
	Rel-7
	Agreed 

	S3-070651
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0128
	4
	8.0.0
	Rel-8
	Agreed 

	S3-070653
	Correct the encoding of MBMS key management procedures
	Nokia, Nokia Siemens Networks
	33,246
	0141
	1
	7.3.0
	Rel-7
	Agreed

	S3-070654
	Correct the encoding of MBMS key management procedures
	Nokia, Nokia Siemens Networks
	33.246
	0140
	1
	-
	Rel-6
	Agreed

	S3-070655
	Enhancements on the architecture for collocation of BSF with Liberty Alliance IdP
	Ericsson
	33.980
	0020
	3
	7.5.0
	Rel-7
	Agreed

	S3-070656
	Stage 3 details – Ua interface and adding TLS Profiling
	Ericsson
	33,259
	0001
	1
	7.0.0
	Rel-7
	Agreed

	S3-070657
	Introduction of key confirmation and some various other changes
	Ericsson
	33,259
	0002
	1
	7.0.0
	Rel-7
	Agreed

	S3-070658
	Clarifications regarding the use of Ks_local_device key
	Ericsson
	33,259
	0003
	1
	7.0.0
	Rel-7
	Agreed

	S3-070659
	Stage 3 details: Ua interface and adding TLS Profiling
	Gemalto
	33.110
	0011
	1
	7.2.0
	Rel-7
	Agreed

	S3-070660
	Addition of PSK-TLS to secure the communication between the Terminal and the NAF Key Center
	Gemalto
	33.110
	0013
	-
	7.2.0
	Rel-7
	agreed


D.2
List of agreed CRs to be presented to TSG SA#37 for approval

	Tdoc 
	Title
	Source
	Spec
	CR
	Rev
	Cat
	Current version
	Release

	S3-070509
	33.920 CR0003: Update with regard to approved CRs to TS 33.220 Annex I
	Nokia, Nokia Siemens Networks
	33.920
	0003
	-
	F
	7.2.0
	Rel-7

	S3-070558
	Ks_local keys storage policy in the UICC
	Gemalto
	33.110
	0010
	-
	F
	7.2.0
	Rel-7

	S3-070560
	Complete NAF Key Center procedure to check Terminal_ID
	Gemalto
	33.110
	0012
	-
	F
	7.2.0
	Rel-7

	S3-070566
	Clarification on the use of the IPsec mode for the Zb-reference point
	Nokia, Nokia Siemens Networks
	33.210
	0022
	1
	F
	7.2.0
	Rel-7

	S3-070584
	Correction  of DRM Content Format usage
	Nokia, Nokia Siemens Networks
	33.246
	0142
	--
	F
	6.11.0
	Rel-6

	S3-070585
	Correction  of DRM Content Format usage
	Nokia, Nokia Siemens Networks
	33.246
	0143
	--
	A
	7.4.0
	Rel-7

	S3-070630
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0107
	2
	7.6.0
	7.6.0
	Rel-7

	S3-070631
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0108
	1
	7.6.0
	6.10.0
	Rel-6

	S3-070632
	Authentication failure handling in IMS
	Alcatel-Lucent, Ericsson, Nokia Siemens Networks
	33.203
	0109
	1
	 
	5.11.0
	Rel-5

	S3-070635
	Update to procedures to allow SIP Digest and TLS in IMS
	Alcatel-Lucent, BT, CableLabs, Cisco, Ericsson, HP, Nokia, Nokia Siemens Networks
	33.203
	0110
	-
	 
	7.6.0
	Rel-7

	S3-070640
	Miscellaneous corrections to the specification of the A5 algorithm in the 8-PSK case
	Alcatel-Lucent
	43.020
	0016
	1
	F
	7.0.0
	Rel-7

	S3-070646
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	03.20
	0028
	1
	F
	8.4.1
	R99

	S3-070647
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	43.020
	0017
	1
	A
	4.3.0
	Rel-4

	S3-070648
	Prohibiting A5/2 in mobile stations and other clarifications regarding A5 algorithm support
	Vodafone
	43.020
	0018
	1
	A
	5.2.0
	Rel-5

	S3-070650
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0127
	4
	F
	7.8.0
	Rel-7

	S3-070651
	Correction of HLR – BSF reference point
	Ericsson
	33.220
	0128
	4
	A
	8.0.0
	Rel-8

	S3-070653
	Correct the encoding of MBMS key management procedures
	Nokia, Nokia Siemens Networks
	33,246
	0141
	1
	A
	7.3.0
	Rel-7

	S3-070654
	Correct the encoding of MBMS key management procedures
	Nokia, Nokia Siemens Networks
	33.246
	0140
	1
	F
	-
	Rel-6

	S3-070655
	Enhancements on the architecture for collocation of BSF with Liberty Alliance IdP
	Ericsson
	33.980
	0020
	3
	F
	7.5.0
	Rel-7

	S3-070656
	Stage 3 details – Ua interface and adding TLS Profiling
	Ericsson
	33,259
	0001
	1
	F
	7.0.0
	Rel-7

	S3-070657
	Introduction of key confirmation and some various other changes
	Ericsson
	33,259
	0002
	1
	B
	7.0.0
	Rel-7

	S3-070658
	Clarifications regarding the use of Ks_local_device key
	Ericsson
	33,259
	0003
	1
	F
	7.0.0
	Rel-7

	S3-070659
	Stage 3 details: Ua interface and adding TLS Profiling
	Gemalto
	33.110
	0011
	1
	F
	7.2.0
	Rel-7

	S3-070660
	Addition of PSK-TLS to secure the communication between the Terminal and the NAF Key Center
	Gemalto
	33.110
	0013
	-
	F
	7.2.0
	Rel-7


Annex E:
List of Liaisons to or from SA WG3#47

E.1
Liaisons to the meeting

	Tdoc
	Title
	Source

	S3-070503
	Response LS (from TSG SA) on Interface for GBA usage with HLR
	TSG SA (SP-070484)

	S3-070504
	Reply LS (from TSG CT) on Interface for GBA usage with HLR
	TSG CT (CP-070499)

	S3-070505
	LS (from RAN WG3) on Security about Home NodeB
	RAN WG3 (R3-071264)

	S3-070578
	Reply LS to 3GPP SA3 on DRM Content Format
	OMA BCAST / OMA DRM

	S3-070579
	LS on Security Mode Command procedure for SAE/LTE
	RAN WG2

	S3-070580
	Reply LS (S3-070472) on Service Request for SAE/LTE
	RAN WG2

	S3-070581
	Reply to LS (S3-070475) on Key change in LTE active mode from SA WG3
	RAN WG2, Ericsson

	S3-070589
	Reply LS (R2-072191/S4-070430) on Verification of security principles from RAN WG2
	SA WG4

	S3-070590
	Reply LS to “MBMS security capabilities announcement”
	SA WG4

	S3-070592
	Reply Liaison Statement to 3GPP SA3 on HTTP digest 
	TISPAN (WG3, WG7)

	S3-070593
	Status of IMS and 3GPP content in TISPAN document TS 102 556
	TISPAN WG7

	S3-070594
	LS to 3GPP SA3 on proposal for a Joint Meeting 
	TISPAN WG7

	S3-070595
	Liaison to 3GPP SA 3 on the transfer of common IMS authentication work for TISPAN Release 2
	TISPAN WG7

	S3-070596
	Liaison to 3GPP SA 3 on work on prevention of unsolicited communication in the NGN
	TISPAN WG7

	S3-070605
	Liaison to 3GPP CT1 and CT4 on transferring TISPAN stage 3 work of HTTP digest to common-IMS
	TISPAN

	S3-070611
	NAS Security set-up
	SA2

	S3-070612
	DSMIPv6 
	SA2

	S3-070613
	Reply LS on LTE Algorithm choices
	SAGE

	S3-070620
	LS on DSMIPv6 security over the S2c reference point (CLEAN)
	SA2

	S3-070621
	NAS Security set-up
	SA2


E.2
Liaisons from the meeting

	Tdoc
	Title

	S3-070614
	Reply LS to S3-070505 LS from SA

	S3-070615
	Reply LS to S3-070580 from RAN2 on on Service Request for SAE/LTE

	S3-070616
	Reply LS to RAN2 on Key change in LTE active mode from SA WG

	S3-070618
	LS to RAN3 on IP multicast delivery for the eMBMS architecture threat analysis

	S3-070619
	LS reply to RAN3 on LS on NAS Security Setup 

	S3-070623
	Reply to SA2 on LS S3-070620

	S3-070633
	LS to CT4 for checking 

	S3-070634
	Reply to 595 on NBA

	S3-070636
	LS reply to TISPAN WG7 on PP specs maintenance

	S3-070637
	Reply LS to 3GPP SA3 on proposal for a Joint Meeting (attaching 635)

	S3-070638
	Reply LS to CT1 CT4 (Cc TISPAN WG7)

	S3-070649
	LS out to Certification Authorities on  A5/2

	S3-070652
	Reply LS to SA4 on MBMS security capabiliities announcement

	S3-070662
	Reply LS to TISPAN on SPAM and unsolicited communication

	S3-070664
	LS to SA1 on  Authentication of M2M terminals

	S3-070665
	Reply LS to RAN2 on Key change in LTE active mode from SA WG

	S3-070667
	Reply LS to SA4 on MBMS security capabiliities announcement


Annex F:
List of TSs or TRs to go to SA

None
Annex G:
List of WIDs to go to SA

	Tdoc
	WI Type
	Title
	Supporting companies

	S3-070668
	Study Item
	Remote management of USIM Application on M2M Equipment
	BT, Ericsson, Nokia, Nokia Siemens Networks, Rogers Wireless, TeliaSonera, Alcatel-Lucen


Annex H:
Actions from the meeting

AP-48-01 Dionisio Zumerle and Alex Leadbeater clear out the issue of the correction CR to TS 33.107.
AP-48-02 Natasha to arrange for the agenda item 4.1 (SA3 WI) to be presented during the joint meeting with in Munich.

AP-48-03 Rolf Blom to chair email discussion on Ks operational model

AP-48-04 Monica Wifvesson to initiate process of registration with IANA the XML schema definition proposed in S3-070544

AP-48-05 Charles Brookson ensure there is answer to S3-70649 for SA September Plenary
3GPP
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