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1 Introduction

This contribution lists some issues that arise when using GBA-push within pure broadcast networks
. Some of these issues we discuss here are associated particularly to the use of broadcast, and not to GBA push. The use of GBA-push over a broadcast network is one of the foreseen use cases, and therefore it will require that GBA-PUSH-INFO will need to be specified such that it can be used over broadcast networks. 

The assumption for the subsequent subchapters is that, irrespective of the fact the UE may be a dual mode UE (cellular and pure broadcast mode) and hence may be connected to a wireless network, the pure broadcast network decides to send the GBA push via its own broadcast network (i.e. no uplink feedback channel is used or required). This case is similar as having a single-mode broadcast UE that only can receive broadcast messages. Consequently this contribution does not cover interactions between the pure broadcast and the cellular network to send the GBA-push message via the cellular network if the user is connected to that cellular network. In the next clauses, following issues are subsequently treated:

· Efficiency of message delivery

· Ua/Upa message identification

· Ua/Upa message identification and User Identity Privacy

2 Analysis

The example broadcast network we use here is a DVB-H network with the usecase (similar as with MBMS) to send broadcast encryption keys (Ua-message) or other configuration/service data towards the UE over a broadcast channel. The information (i.e. Key) extracted from the Ua-message is then used by the targeted UE to be able to consume the (protected) broadcast service.

2.1 Efficiency of message delivery.

The message protected by GBA-keys and the GBA-PUSH-INFO
 are both user individual messages. When sent on a broadcast network like DVB-H it needs to be ensured that only the targeted user starts processing the message. Therefore these user individual messages need to contain an identification which uniquely points to the targeted user. This may give rise to privacy issues (See section 2.3). 

For reasons of broadcasting efficiency it would be good that that the user individual message is broadcasted only in the "broadcast area" where the user is currently roaming. However the pure broadcast network is unable to know the current location of the user. Practically this may mean that the use of GBA-push in pure broadcast networks could impose some roaming restrictions for the UE e.g. due to reasons of message overhead, the delivery of GBA-push message would only be ensured in the 'home' broadcast cell (and/or neighboring cells). Roaming in other cells of the broadcast network would still be possible as long as the service consumption would not be hindered due to a missed GBA-push message (e.g. for delivery of keys needed for the broadcast services).

The efficiency problem exists due to sending a message targeted for an individual user over a broadcast network. No GBA-push specific measures can counteract the inefficiency.

2.2 Ua/Upa-Message Identification.

A user individual message on a broadcast channel needs to be identified uniquely. The IMSI/IMPI or a broadcast specific pseudonym which is linked to the IMSI/IMPI could be used for this (Note that the B-TID cannot be used as initial identification of GPI i.e. Upa-reference point, but it may be used to identify subsequent Ua-messages protected with GPI generated keys). Also for certain configurations the explicit B-TID transfer both in Ua and Upa message may not be needed. The B-TID itself seems still sufficient to uniquely define a Ua-message for a particular user assuming that GPI and the Ua-message protected by the former are sent separately. Note that when using a B-TID for Ua-message identification, then the Ua-message will be easily linkable to the Upa-message.

In the section 2.3 we consider potential privacy issues that arise if the content of the user individual messages (Upa, Ua) can be linked to the user-id.

Note that TS 33.223 currently assumes that the B-TID is used for Ua-message identification (See S3-070456) and in addition is transferred in the Upa-messages. TS 33.223 does not include any user identification in Upa (so this may need to be added to TS 33.223). In the next section we assume that a UE identity is transferred together with the Upa message.

Quotes from TS 33.223 section 3.1 Definitions: 

"GBA-PUSH-INFO: GBA-PUSH-INFO contains data relevant for key derivation in GBA Push i.e. AUTN(*), RAND, NAF_ID, B-TID. GBA-PUSH-INFO is sent via the Upa-reference point from the NAF to the UE."

And 4.3.9 other requirements:

· "The B-TID shall be contained in the push message in order to correct possible reverse order cases of GBA-PUSH-INFO and push message protected by a security association generated from GBA-PUSH-INFO in case that GBA-PUSH-INFO and push message are sent separately. That is, B-TID shall be usable as a key identifier in protocols used in the reference point Upa and Ua."

2.3 Upa/Ua-Message identification and user identity privacy.

As long as no content related information
 (e.g. subscribed service type via NAF host name) can be inferred from the Ua-message or Upa-message (GPI), the use of the IMSI/IMPI within GPI on the pure broadcast network seems to pose no privacy problem. However in most cases, the NAF name gives an indication of the accessed service type
. So this means that either one of the following countermeasures is required to avoid privacy issues from Upa viewpoint.

(1) Do not use (semi-)permanent user identities on the broadcast network for Upa (so other data may can be sent in the clear e.g. NAF hostname) 

(2) Confidentiality protect the NAF host Name (and possibly other parameters) if User ID needs to be readable.

In addition to Upa this poses also following requirements to Ua-messages. 

(3) ensure that certain data of the associated Ua-message(s) is confidentiality protected if it can be linked to the Upa message and hence to the User (in case (2) applies).  (3) applies if Upa and Ua are sent together or if B-TID is transferred in cleartext in both Upa and Ua messages.

(4) ensure that it is impossible for an outsider to link separately sent Ua-message and Upa-messages together if Upa content confidentiality cannot be provided. This solution is not usable if we also should allow that Up and Upa messages can be sent together, so therefore case (3) is the general type solution. Linking of Upa and Ua may be possible also due to a predictable time relation

Upa-message privacy 

Privacy approach (a): Replacing the permanent UE identity. 

(a.1) The simplest countermeasure seems to be to use a broadcast specific pseudonym. But then this pseudonym shall not be used in any other context to ensure that this pseudonym cannot be linked to other cellular identities (used on non-broadcast networks or other broadcast networks). One option is that this pseudonym could be preconfigured at the terminal and remain fixed. The practical problem here is to prevent pseudonym collision which may be prevented by network-based tools when configuring the HSS and the UICC/ME. This can be considered as a disadvantage of this approach. Also via dual mode access, the broadcast id may be linked to other fixed device/user identifiers by an attacker, making this not a full proof solution.

(a.2) Another option is to use a 'variable' user identification (a hash) that is derived from the unique private identity IMSI/IMPI, but still allows efficient processing at the UE. The variable identification may be time-dependent (per day or week), which could avoid the necessity to compute the variable identification on each observation of a GPI on the broadcast network. A sufficiently large RAND which is broadcasted on the network can make pre and post computation attacks (building a large database of mappings) infeasible. One problem with the variable identification is to avoid name collisions through the specified formula which practically shall have very low (near 0%) collision probability. Any greater probability means that two users will try to process each others GPI. Although the GPI processing will fail if processed by the wrong user, it will be inefficient per design if the collision probability of the variable identification (formula for both the NAF and the ME) is too high. So again there seems to be disadvantages now at the processing level at the ME. The TMPI
 approach (S3-070457) cannot be used as the Ks key is not generated yet. Another problem is that the UE will also need to know the type of user ID, or will need to check (or precompute per time segment) all these that are available.

(a.3) Another possibility is to use two separate hashes as variable identification, where the first received hash of the user identity is to limit the amount of users that starts processing the second hash. This value can be a short one, and shall be easy and fast to process (this could be considered as equivalent to the broadcast specific pseudonym when using a fixed formula). The second hash of the IMPI can be variable, using the RAND of the GPI ensuring that only the right UE starts processing the GPI. If however the second criterion would also match for several users then the subsequent authentication step will fail due to wrong MAC of the AUTN for these users for which the GBA push information is not intended. A disadvantage of this approach is that all users will have to process hashes, but the first one may be fixed (and the time-dependent pre-calculation technique of 1.2 could be used). 

Privacy approach (b): Sent UE identity in cleartext, but protect other ID's (e.g. NAF Host name). 

This is discussed in a companion contribution (S3-070563) where the use of NAF based key derivation for broadcast networks is discussed.

Ua-message privacy

Privacy approach (c): Ensure unlinkable Upa and Ua-messages.
As described before this solution can only be used for separately sent Ua and Upa-messages (in addition to ensure Upa privacy techniques). We only briefly mention a following possible solution: A TMPI-approach (B-TID format) i.e. by deriving a second B-TID based on the bootstrapping key Ks, RAND and IMPI could also be used here. This will only help for the separate delivery but a separate
 delivery cannot be mandated. 
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2. Fetch AV when needed; Derive Ks  

1. Request for GPI i.e. GBA - PUSH - INFO (User - id)   BSF  

3. Derive  TMPI  (with BSF acting as NAF and  Ua - appli - id = 'TMPI')  

4. Derive Ks_ext/int_NAF (with Ua - appli - id as received via Zpn)  

5. BSF replies to the NAF request by sending GPI = IMPI || RAND || AUTN   and Ks_int/ext_NAF; Key  Lifetime, GUSS* and  TMPI  to the NAF  (TMPI is to be used within Ua - message)  

6. Response to Zpn request  


Figure 1: Processing steps in the BSF
Privacy approach (d): always encrypt the Ua-message. 

Ua–message encryption should not be mandated. This shall be dependent on the Ua-message requirements. 
3 Summary : 

· The 'variable' user identification does have processing disadvantages and therefore it is NOT proposed, hence the Upa-message for broadcast messages shall include a user identity.
· Protection of the NAF ID in Upa-message has to be ensured for privacy reasons as a user identity is sent in the clear in Upa.  (see also S3-070563)
· In order to ensure that Ua-message content cannot be linked to a user id of Upa over a broadcast message, there are two cases to consider :

· For sending combined Upa/Ua-messages, the approach with Ua-message encryption seems to be the straightforward approach that most easily guarantees the users privacy towards the content of the message (provided that the DNS name transfer (Upa) is already privacy protected). But can we mandate Ua-message encryption ? Ua-encryption is guided by are guided by Ua-requirements and not on the access network it is sent over.
· When sending separate Upa/Ua-messages
 a based solution based on a generated TMPI seems to be a less complex way than mandating Ua-message encryption.
4 Conclusion

We ask SA3 to consider the potential privacy issues when using GBA push over broadcast networks as brought forward by this contribution. In particular we ask SA3 to acknowledge and discuss the proposal of section 3, and to incorporate these agreed issues in TS 33.223 in a suitable clause.
























































































































































































































































































































































































































































































































































































� Or strictly speaking broadcasting the Upa message and the Ua-message.


� The abbreviation GPI in this contribution stands for GBA-PUSH-INFO


� We assume that location privacy is not an issue, under the assumption that the Upa messages would be broadcasted in a wide location area.


� Compare with the discussion of the privacy issues due to sending the APN in non-confidentiality protected service request message in SAE/LTE. 


� Temporary IP Multimedia Private Identity


� Possible reasons for combining Ua and Upa-message delivery is to ensure that it is avoided that a UE has not received Upa, but did receive Ua-message. Similar thinking applies when more than one Ua-message is protected by the same GPI, then the GPI may be repeated again together with the subsequent Ua-message to increase reliability of bootstrapping.





� Also for the cases that multiple Ua-messages are protected by GPI (and subsequently sent separately)





 page 1

_1243255561.doc

[image: image1]

BSF







2. Fetch AV when needed; Derive Ks







4. Derive Ks_ext/int_NAF (with Ua-appli-id as received via Zpn)







6. Response to Zpn request











1. Request for GPI i.e. GBA-PUSH-INFO (User-id)











3. Derive TMPI (with BSF acting as NAF and Ua-appli-id = 'TMPI')







5. BSF replies to the NAF request by sending GPI = IMPI || RAND || AUTN and Ks_int/ext_NAF; Key Lifetime, GUSS* and TMPI to the NAF  (TMPI is to be used within Ua-message)












