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Annex <q> (normative):
HTTP based key request procedure

<q>.1
Introduction

Clause 4.5 specifies the HTTP based Key request procedure between the NAF Key Centre and the Remote Device. It specifies how the Remote Device retrievs the Ks_local_device key from the NAF Key Centre together with some associated parameters. 

<q>.2
Key request procedure

This clause contains the following HTTP based procedures:

-
Key request;

<q>.2.1
Key request 
The Remote Device shall generate a request for Key Request according to clause 4.5.2. The Remote Device shall send the Key Request to the NAF Key Centre in the HTTP payload in a HTTP POST request. The Request-URI shall indicate the type of the message, i.e. Key Request. Upon successful request, NAF Key Centre shall return indication of success together with the Ks_local_device key.

The Remote Device populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [x];

-
the base of the Request-URI shall contain the full NAF Key Centre key establishmentURI (e.g. http://nafkeycentre.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to  "key-request-devicekey", i.e. Request-URI takes the form of "/keyestablishment?requesttype=key-request-devicekey";
-
the Remote Device may add additional URI parameters to the Request-URI;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/keyest-devicekeyrequest+xml". The XML schema of the payload is specified in Annex <s>.1 in this specification;

-
the HTTP header Content-Length shall be the length of the Key request in octets;

-
the Remote Device may add additional HTTP headers to the HTTP POST request.
The Remote Device sends the HTTP POST to the NAF Key Centre. The NAF Key Centre checks that the HTTP POST is valid, and extracts the Key request for further processing. The NAF Key Centre shall verify that the Remote Device is authorized to use this service according to clause 4.5.2.

Upon successful authorization verification, the NAF Key Centre shall return the HTTP 200 OK to the Remote Device.

The NAF Key Centre shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/keyest-keyresponse+xml". The XML schema of the payload is specified in Annex <s>.2 in this specification;
The NAF Key Centre shall send the HTTP response to the Remote Device. The Remote Device shall check that the HTTP response is valid.
<q>.2.2
Error situations

The key request procedure may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [19]. The 4xx status code indicates that the Remote Device seems to have erred, and the 5xx status code indicates that the NAF Key Centre is aware that it has erred. Possible error situations during key establishment and their mappings to HTTP Status Codes are described in table <q>.2.2.1. 

NOTE:
In table <q>.2.2.1, the "Description" column describes the error situation in NAF Key Centre. The "NAF Key Centre error" column describes the typical reason for the error.

The NAF Key Centre shall send the HTTP response to the Remote Device. The Remote Device shall check that the HTTP response is valid.
Table <q>.2.2-1: HTTP Status Codes used for key request errors

	HTTP Status Code
	HTTP Error
	Remote Device should repeat the request
	Description
	NAF Key Centre error

	400
	Bad Request
	No
	Request could not be understood
	Request was missing, or malformed

	401
	Unauthorized
	Yes
	Not used by NAF Key Centre 
	 -

	402
	Payment Required
	No
	Not used by NAF Key Centre
	 -

	403
	Forbidden
	No
	NAF Key Centre understood the request, but is refusing to fulfil it
	The request was valid, but Remote Device is not allowed to use this service

	404
	Not Found
	No
	NAF Key Centre has not found anything matching the Request‑URI
	The Request-URI was malformed and NAF Key Centre cannot fulfil the request

	405
	Method not allowed
	No
	The method specified in the Request-Line is not allowed for the resource identified by the Request-URI.
	

	406 to 417
	*
	No
	Not used by NAF Key Centre
	- 

	500
	Internal Server Error
	No
	Not used by NAF Key Centre
	- 

	501
	Not Implemented
	No
	NAF Key Centre does not support the requested functionality
	The server does not contain particular NAF Key Centre service requested

	502
	Bad Gateway
	No
	Not used by NAF Key Centre
	-

	503
	Service Unavailable
	Yes
	NAF Key Centre service is currently unavailable
	NAF Key Centre is temporarily unavailable, Remote Device may repeat the request after delay indicated by "Retry-After" header

	504
	Gateway Timeout
	No
	The server, while acting as a gateway or proxy, did not receive a timely response from the upstream server
	The NAF Key Centre did not get response over Zn interface.

	505
	HTTP Version Not Supported
	No
	NAF Key Centre does not support the HTTP protocol version that was used in the request line
	Remote Device should use HTTP/1.1 version with NAF Key Centre


Annex <r> (informative):
Signalling flows for key request procedure

<r>.1
Introduction

This annex gives examples of signalling flows for using HTTP. It is assumed that TLS with certificate based mutual-authentication or PSK-TLS has been established before the HTTP signalling flow described in this section takes place.
The Remote Device requests a Ks_local_device key from the NAF Key Centre and an example of the signalling flow of the key request  procedure between the Remote Device and the NAF Key Centre is given in clause <r>.2.
<r>.2
Signalling flow demonstrating a successful key request procedure

The signalling flow in figure <r>.2-1 describes the generic message exchange between a Remote Device and an NAF Key Centre using HTTP. The HTTP client application resides in the Remote Device. 

Figure <r>.2-1: Successful key request procedure between Remote Device and NAF Key Centre

1. Key request  (Remote Device to NAF Key Centre) - see example in table <r>.2-1


The Remote Device sends an HTTP request to the NAF Key Centre containing a Key request.

Table <r>.2‑1: Key request (Remote Device to NAF Key Centre)

	POST /keyestablishment?requesttype=key-request-devicekey  HTTP/1.1

Host: nafkeycentre.home1.net:1234

Content-Type: application/keyest-devicekeyrequest+xml

Content-Length: (...)

User-Agent: KeyestAgent; Release-7  
Date: Thu, 27 June 2007 10:50:35 GMT

Accept: */*

Referrer: http://nafkeycentre.home1.net:1234/service

<Key request BLOB>



Request-URI:
The Request-URI (the URI that follows the method name, "POST", in the first line) indicates the resource of this POST request. The Request-URI contains the parameter "requesttype" which is set to "key-request-devicekey" to indicate to the NAFKey Centre the desired request type, i.e. Remote Device requests for a Ks_local_device key. 

Host:
Specifies the Internet host and port number of the NAF Key Centre, obtained from the original URI given by referring resource.

Content-Type:
Contains the media type "application/keyest-devicekeyrequest+xml", i.e.Key request. 
Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

User-Agent:
Contains information about the user agent originating the request and the release of it. 

Date:
Represents the date and time at which the message was originated.

Accept:
Media types which are acceptable for the response.

Referrer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the NAF Key Centre was obtained.

2.
Validation and blacklisting check
The NAF Key Centre will also verify that the DNS name in the realm attribute matches the NAF Key Centre hostname. If the conversation is taking place inside a server-authenticated TLS tunnel, the NAF Key Centre will also verify that this DNS name is the same as that of the TLS server.
The NAF Key Centre verifies that the Remote Device is authorized to use this service as described in clause 4.5.2. If the authorization succeeds, the incoming client-payload request is taken in for further processing.
If the NAF Key Centre does not have the NAF specific key material (Ks_NAF or Ks_ext_NAF), then the NAF Key Centre retrieves that and one or more user security setting (USS) from the BSF. For detailed signalling flows see 3GPP TS 29.109 [9].
3.
Zn: NAF Key Centre specific key procedure
NAF Key Centre retrieves the NAF specific key material and IMPI of the user.


For detailed signalling flows see TS 29.109 [9].
4.
Key processing in the NAF Key Centre
NAF Key Centre further derives the key establishment specific key material Ks_local_device as specified in Annex A.

5.
Response indicating success (NAF Key Centre to Remote Device) - see example in table <r>.2-2

The NAF Key Centre sends 200 OK response to the Remote Device to indicate the success of the Key  request.  

Table <r>.2-2: Key response (NAF Key Centre to Remote Device)

	POST /keyestablishment?requesttype=key-response-devicekey  HTTP/1.1

Host: nafkeycentre.home1.net:1234

Content-Type: application/keyest-devicekeyresponse+xml

Content-Length: (...)

User-Agent:

Date: Thu, 27 June 2007 10:50:35 GMT

Accept: */*

Referrer: http://nafkeycentre.home1.net:1234/service

<Key request BLOB>



Request-URI:
The Request-URI (the URI that follows the method name, "POST", in the first line) indicates the resource of this POST request. The Request-URI contains the parameter "requesttype" which is set to "key-response-devicekey" to indicate to the Remote Device the desired response type, i.e. UICC Hosting Device responses with a Ks_local_device key. 

Host:
Specifies the Internet host and port number of the NAF Key Centre, obtained from the original URI given by referring resource.

Content-Type:
Contains the media type "application/keyest-devicekeyresponse+xml", i.e.Key response. 
Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

User-Agent:


Date:
Represents the date and time at which the message was originated.

Accept:
Media types which are acceptable for the response.

Referrer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the NAF Key Centre was obtained.
6.
Process response at Remote Device


The Remote Device receives the response and accepts the server-payload for further processing. The Remote Device stores the Ks_local_device key, the Key Lifetime and B-TID locally.

Annex <s> (normative):
XML schema for Key Request and Key Response 

<s>.1
Introduction

This annex contains the XML schema which defines a format for the key request sent from the Remote Device to the NAF Key Centre requesting a Ks_local_device key and for the key response sent from the NAF Key Centre to the Remote Device containing the Ks_local_device key, according to the procedures in section 4.5.2. 
Editors note: "The xml schema definition needs to be registered with IANA"
<s>.2
Key Request Format
<s>.2.1
Data Format

The below XML schema defines a format used to request a Ks_local_device key from the NAF Key Centre. 

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema 


xmlns:xs="http://www.w3.org/2001/XMLSchema"


xmlns="urn:3GPP:metadata:2005:Keyest:DeviceKeyRequest"


targetNamespace="urn:3GPP:metadata:2005:Keyest:DeviceKeyRequest"

elementFormDefault="qualified" 


attributeFormDefault="unqualified">


<xs:element name="keyestDeviceKeyRequest">



<xs:annotation>




<xs:documentation>





Keyest Key Request as defined by 3GPP TS 33.259



</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="BTID" type=“xs:string” minOccurs="1" maxOccurs="1"/> 




<xs:element name="DEVICEID" type=“xs:string” minOccurs="1" maxOccurs="1"/>




</xs:sequence>




<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>
</xs:schema>

<s>.2.2
Example
The below example is used to request a new Ks_local_device key derived from a GBA key with identity BTID “jhg876jhg”and a DEVICE ID  "64783934857".

<?xml version="1.0" encoding="UTF-8"?>

<keyestDeviceKeyRequest 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns="urn:3GPP:metadata:2005:Keyest:DeviceKeyRequest">


<BTID>jhg876jhg</BTID>


<DEVICEID>64783934857</DEVICEID>

</keyestDeviceKeyRequest>
<s>.3
Key Response Format
<s>.3.1
Data Format

The below XML schema defines a format used in the response to a Key request from the Remote Device according to the procedure in section 4.5.2. 

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema 


xmlns:xs="http://www.w3.org/2001/XMLSchema"


xmlns="urn:3GPP:metadata:2005:Keyest:DeviceKeyResponse"


targetNamespace="urn:3GPP:metadata:2005:Keyest:DeviceKeyResponse"

elementFormDefault="qualified" 


attributeFormDefault="unqualified">


<xs:element name="keyestDeviceKeyResponse">



<xs:annotation>




<xs:documentation>





Keyest Key Response as defined by 3GPP TS 33.259



</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="BTID" type=“xs:string” minOccurs="1" maxOccurs="1"/> 




<xs:element name="KSLOCALDEVICE" type=“xs:string” minOccurs="1" maxOccurs="1"/>





<xs:element name="KEYLIFETIME" type=“xs:string” minOccurs="1" maxOccurs="1"/>




</xs:sequence>




<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>

</xs:schema>

<s>.3.2
Example
The below example is used in the key response from the NAF Key Centre with identity BTID “jhg876jhg”, KSLOCALDEVICE “jhgaois”and a KEYLIFETIME  "5675".

<?xml version="1.0" encoding="UTF-8"?>

<keyestDeviceKeyResponse 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns="urn:3GPP:metadata:2005:Keyest:DeviceKeyResponse">


<BTID>jhg876jhg</BTID>


<KSLOCALDEVICE>64783934857</KSLOCALDEVICE>


<KEYLIFETIME>5675</KEYLIFETIME>

</keyestDeviceKeyResponse>
Annex <t> (normative):
TLS profiles
This annex provides the TLS profiles.
<t>.1
TLS profile for certificate based mutual authentication between Remote device and NAF Key Centre  
<t>.1.1
Introduction

The Remote Device and the NAF Key Centre shall support the TLS version as specified in RFC 2246 [7] or higher. Earlier versions are not allowed.

NOTE 1:
The management of Root Certificates is out of scope of this Technical Specification.
The Remote Device and the NAF Key Centre shall support the server_name TLS extension. All other TLS extensions as specified in RFC 3546 [8] are optional for implementation.
<t>.1.2
Protection mechanisms

The Remote Device shall support the CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA. All other Cipher Suites as defined in RFC 2246 [7] and RFC 3268 [y] are optional for implementation for the Remote Device.

The NAF Key Centre shall support the CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA the CipherSuite and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA. All other Cipher Suites as defined in RFC 2246 [7] and RFC 3268 [y] are optional for implementation for the NAF Key Centre.

Cipher Suites with NULL encryption are not allowed for use. 

Cipher Suites with NULL integrity protection (or HASH) are not allowed for use.
<t>.2
TLS profile for Shared key-based mutual authentication between UE and NAF  
<t>.2.1
Introduction

If the PSK TLS based authentication mechanism is supported, the HTTPS client in the Remote Device or the NAF Key Centre shall support the TLS version as specified in RFC 2246 [7], PSK TLS [6], or higher. Earlier versions are not allowed.

The HTTPS client in the Remote Device and the NAF Key Centre shall support the server_name TLS extension. All other TLS extensions as specified in RFC 3546 [8] are optional for implementation.

<t>.2.2
Protection mechanisms
The Remote Device shall support the CipherSuite TLS_PSK_WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_PSK_WITH_AES_128_CBC_SHA. All other Cipher Suites as defined in PSK TLS [6] are optional for implementation for the Remote Device.

The NAF Key Centre shall support the CipherSuite TLS_PSK_WITH_3DES_EDE_CBC_SHAand the CipherSuite TLS_PSK_WITH_AES_128_CBC_SHA. All other Cipher Suites as defined in PSK TLS [6] are optional for implementation for the NAF Key Centre.

Cipher Suites with NULL encryption are not allowed for use.

Cipher Suites with NULL integrity protection (or HASH) are not allowed for use.
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