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1 Introduction

There is an ongoing discussion about which GBA push model, Single active Ks, Multiple Active Ks or Disposable Ks, to adopt. For The choice depends on the use cases foreseen. This contribution describes some generic use cases and discusses their requirements and how the different models comply with these requirements. 

This document takes a more high level perspective, compared to the companion document in [S3-070537], and analyses use-cases for GBA Push.
2 Use Cases
The following use cases for a secure push mechanism are discussed in this contribution:
1. Network initiation of services for which the terminal is required to connect to a server in the network.

2. Download of vouchers/tickets to the terminal giving the terminal owner access to an arena, right to collect physical goods or rights to use public transport, etc.
3. Distribution of tokens to terminals giving the terminals rights to access content.
4. Distribution of keys to terminals enabling the terminals to render protected content
5. Distribution of news/information/commands.
2.1 Network Initiated Services
There are quite a number of services that are initiated from the network, which require that the terminal connects to a server in the network. Examples of OMA defined enablers having this modus operandi are e.g. Device Management (DM), Download DRM (DLDRM), DRM, and Secure User Plane Location (SUPL). In all these cases it is assumed that the triggering push message can be sent over SMS. 

Having an efficient secure push system would allow greater flexibility as trusted parameters and keys could be sent in the trigger and provisioned parameters like server and sender white-lists could be avoided. Furthermore, a secure push would also allow protection against replay and DoS attacks.
As the services require that the terminal connects to the network there is a back-channel in these use cases. When the terminal connects to the server, the initiating NAF will implicitly receive a confirmation that a GBA Push has succeeded. The success could then be reported by the server to the BSF via the NAF.
2.2 Download of vouchers/tickets
One application that has been discussed is to distribute vouchers/tickets for different types of public events or collection of physical goods by pushing a corresponding vouchers/ticket to the customers’ mobile phone. The distribution could be scheduled to take place close in time to when the event starts to minimize the risk that the voucher/ticket is erased, lost in some other way or duplicated or it could be distributed well in advance to distribute the load on the network.
Vouchers/tickets need to be securely delivered to the legitimate receiver as they usually are not personalized. 
If the distribution mechanism is reliable there is no need to report the reception of the voucher back to the issuer. Even with unreliable delivery channels reporting back is probably not needed as the user would note that the ticket has not been delivered and the user could then contact the issuer and ask for a retransmission.
The consumption of the voucher/ticket can not be used as a reliable means for reporting the success of the download. There are two reasons for this. The first one is that the vouchers may be consumed via off-line devices. The second reason is that the consumption may take place a long time after delivery.

Note also that this type of use case should work with deferred delivery of the message containing the voucher/ticket. If the receiver has turned off his phone, he should receive the message a soon as he turns the phone on again.

2.3 Distribution of tokens

This use case is very similar to the previous one except for one important difference and that is that the token should be presented to the service provider over an IP connection. Thus, it can be assumed that a back-channel exists and that this back channel could be used to report the success of a GBA Push. On the other hand, the usefulness of the solution would be diminished if delivery of the tokens only was allowed to take place to terminals that are on-line, which would be required to get a timely success report and exclude use of deferred delivery channels.
2.4 Distribution of keys

This use case is related to key distribution to terminals that receive broadcasted content and need a key be able to render the content. Keys could be pushed to the terminal at regular intervals to avoid having long-lived keys in the system. As the push message could be sent out over the broadcast system a back channel cannot be assumed to be available in all cases. 
2.5 Distribution of news/information/commands

Distribution of news/information/commands, like stock prices or work orders, to employees need protection, especially integrity protection and source authentication, but in many cases also confidentiality protection. Such information should preferably be distributed over a system supporting deferred delivery to relieve the service provider of having to keep track of the user status and to make the information available as soon as the user switches on his terminal.
3 Requirements derived from use cases
In the use cases discussed above we see some cases for which it is safe to assume that a reliable and always available back channel exists and some for which this cannot be assumed. Furthermore, the use cases shows that many applications require that the secure push works with deferred delivery
3.1 Deferred delivery and the Single Active Ks Model
The deferred delivery use cases do not work well with the Single Active Ks model. Assume that a terminal has no Ks is established, that the terminal is offline and that two or more NAFs need to push information to the terminals. The first time the BSF gets a request for a GBA Push NAF key, it can respond with no existing Ks and deliver GBA_PUSH_INFO to the requesting NAF. But what should happen when a second NAF requests a GBA Push NAF key? Should the BSF deliver a key based on the Ks established in connection with the request from the first NAF or should a new Ks be generated? 
1. If a NAF key based on the existing Ks is delivered, successful reception of the message from the second NAF depends on the first NAF really pushing the GBA_PUSH_INFO to the terminal and that the GBA_PUSH_INFO is received by the terminal before the message from the second NAF is received. But the order of delivery of the messages cannot be guaranteed; Firstly because there shouldn’t be any hard requirements on when the NAF has to send GBA_PUSH_INFO to the terminal and secondly because a delivery channel like SMS may be used and this channel is not reliable. Also note that even if a back channel exists in this situation, it would not resolve the race situation described. The terminal would report the successful establishment of the Ks but this would happen after receiving and silently dropping of the message from the second NAF.
2. If a new Ks is generated when the second NAF requests a GBA Push NAF key, we will once again have a race condition. Assume that the terminal, when it is powered on, first receives the GBA_PUSH_INFO from the second NAF. Then the terminal receives the GBA_PUSH_INFO from the first NAF. The BSF would then be out of synch and even a reliable back channel couldn’t get it back in synch with terminal as it would have deleted the Ks used for request from the first NAF when the request from the second NAF was serviced. 
So in summary, the Single Active Ks model cannot support the use cases discussed above. However, the Multiple Active Ks and the Disposable Ks models can cope with the described situation. 

If the Multiple Active Ks model is used, and reuse according to bullet 1 above happens, it would lead to the same type of race condition as for the Single Active Ks mode. Thus the reliable mode of operation would be to always issue GBA Push NAF keys based on fresh Ks’es to all NAFs requesting keys. Then the Multiple Active Ks models becomes very similar to the Disposable Ks model; The main difference is that the terminal and the NAF can generate/request new NAF keys for other protocols during the lifetime of the used Ks while in the Disposable Ks model this would have to be solved in some other way.
4 Conclusion
The Single Active Ks model does not support deferred delivery use cases in a reliable way and exhibits serious synch problems. 

The Multiple Active Ks model needs to be operated in a way which makes it very similar to the Disposable Ks model.
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