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1 Introduction

In this contribution we continue the discussion started in [S3-070352] on performance and interworking aspects for the defined three GBA Push models. 
2 Background
For the convenience of the reader we summarize and comment on essential features of UE initiated GBA [TS 33.220], GBA Push requirements [TS 33.223], and provide GBA Push model definitions from [S3-060629].
Key derivation properties for normal (UE-initiated) GBA [TS 33.220]:

1. Only one Ks is valid at a certain point in time in the UE and the BSF.

2. When invoking calculation of a new Ks the old Ks is replaced with the newly derived one. Note that in there is no possibility to avoid this without making changes to how GBA is specified.
3. From one Ks, keys can be derived for multiple NAFs (key separation as each NAF has another NAF_Id).
4. NAF specific keys are useable until lifetime expiry (if not deleted before) although the corresponding Ks may have been replaced in the UE and the BSF.
5. Ks_(ext_)NAF can be stored outside the UICC and need not be deleted at power down or power-up. The conditions when it should be deleted are detailed in TS 33.220
6. GBA_U is the default method and GBA_ME is only allowed to be used when the UICC does not support GBA_U.
GBA Push requirements [TS 33.223]:

1. GBA Push shall support GBA_U capable and non GBA_U capable UICC's. 

This means that GBA Push enabled MEs, BSFs and NAFs (Rel8 and later) must be able to handle both GBA_U capable and non GBA_U capable UICC's.
2. A Ks generated via GBA push shall be useful to derive NAF specific keys for use towards Ua applications on the UICC and Ua applications on the ME. 

GBA Push operational models [S3-060629]:
3. Single Active Ks model: 'UE initiated GBA' and 'NAF initiated GBA' are both used to establish a single master key Ks, which is stored in the BSF and UE. Once this is done, this single Ks can be used to establish both UE initiated and NAF initiated NAF specific keys. The operation would be according to the TS 33.220 i.e. pre Rel-8.
4. Multiple Active Ks model: More than one Ks can be created / managed in the UE and the BSF and be active simultaneously. This means that one Ks for UE-initiated GBA and one or more Ks for 'NAF-initiated GBA can exist and be active at the same time. It is assumed that key derivation functions in the UE and the BSF shall be reused as they are. 
5. Disposable Ks model: When GBA Push NAF-keys are requested, the BSF will base the key derivation on a fresh Ks, i.e. the BSF will request a new AV and use that as the starting point. The BSF and the UE will not overwrite an existing Ks coming from a UE initiated bootstrap. The Ks used to derive the GBA Push NAF-keys will be deleted immediately after the derivation has been completed. Push Ks reuse is not allowed. 
3 Characteristics of the different models

3.1 Single Active Ks model
The only problem, but a very important one, in the Single Active Ks model is that a UE and the NAFs pushing information to it (as well as the regular non-push NAFs) may get out-of-synch with respect to the Ks used. This out-of-synch problem has been described in e.g. [S3-060703] and it is severely influencing the reliability of the secure push service. Moreover, it also causes synchronization problems for the regular non-push services due to the race conditions for the shared data that the Ks is.
At fist glance the single active Ks model seems not to require any changes to the UICC as the currently specified GBA functionality is reused. And indeed, use of GBA Push for ME based applications pose no problem at all as all needed new functionality can be defined in the specification of a Rel8 ME. However, when using GBA Push to send secure messages to applications on board the UICC some new functionality on the UICC will most likely be needed to make the service really useful. The needed new functionality relates to how the payload message should be delivered to an application onboard the UICC. We see two alternatives

1. Implementing a solution following the same principles as applied in “Security mechanisms for the (U)SIM application toolkit” [TS 23.048]. There a Receiving entity on the UICC is defined and it is responsible for deciphering and/or verifying the integrity of messages before delivering plaintext messages to the applications. Such functionality for GBA Push would obviously require changes in the functionality of the UICC.
2. Not specifying any message handling and leave the security processing to the application. This would of course not require any specification changes to the UICC standard FW itself, but the applications utilizing the secure push would still have to be updated to make use of the push functionality. 

So for both cases we note that changes, standardized or non-standardized, to the UICC will be needed to take full advantage of the secure push functionality. Furthermore, at the SA3#47 it was agreed to define a generic secure push layer [Annex B, TS 33.223]. Thus the working assumption is a solution according to 1., even in case the single active Ks model is selected.
We also note that with this model, Ks reuse for secure push is anticipated and encouraged. This means that the AV consumption will be limited. 

Conclusions: This Single Active Ks model has a major problem with respect to Ks synchronization between UE and NAFs. To take full advantage of the solution and be able to utilize GBA_U and Ks_int_NAF keys in push applications, new functionality on the UICC is needed. ME’s hosting legacy UICC's would only be able to offer GBA_ME like functionality. Ks will always be securely generated and stored inside the UICC. AV consumption will be limited
3.2 Multiple Active Ks model
The model with Multiple Active KS’es is designed to resolve the synch problem, so from this point of view, it looks fine. 
The main issue with respect to this model is the handling and storage of keys on/off board the UICC. If it is required to handle and store all push Ks’es onboard the UICC, i.e. as for normal GBA_U, then we first note that new UICC’s would certainly be required. Furthermore, there would be issues related to how much storage to reserve for Ks’es together with their identities and lifetimes. The most pressing issue is that whatever storage size is chosen, it will be limited. This implies that when the memory is full, there must be a deletion of one or more Ks's before a new one can be inserted. Clearly, this results in similar race conditions as in the case of the Single Active Ks model. 
If it would be allowed to operate in a GBA_ME mode only (contrary to the requirements), then there would be no such problems (since the storage size in the ME can be made large enough to be virtually unlimited for these purposes) but then, the Ks’es would be stored in the ME and would have to be erased when the UE is powered down. It would also mean that the opportunity to have a fully secure delivery of messages to UICC onboard applications would not be available. This possibility is not further considered.
The BSF would need to be able to handle and store multiple Ks’es per user leading to requirements on higher storage capacity.
We also note that the GBA_U functionality on a Rel-6/7 UICC can not be used to generate GBA Push NAF-keys as invoking this functionality would erase the Ks related to the normal UE initiated GBA bootstrap. Thus for Rel-6/7 UICC's, only a GBA_ME like mode would be available. 

AV consumption would be higher than in Single Active Ks model as each Active Ks would require one AV.
Conclusions:  Less serious synchronization problems than in the single Ks model. However, new UICC functionality is needed both for implementation of the model and to make full use of the push solution to push secure messages to UICC onboard applications. ME’s hosting Rel-6/7 UICC's would only offer GBA_ME like functionality. The BSF would need to store multiple Ks’es per user. AV consumption will be higher than with the single active Ks model.
3.3 Disposable Ks model
The disposable Ks model can be seen as special case of the Multiple Active Ks model, the only difference being that the Ks, from which push NAF-keys are derived, is deleted as soon as the push NAF-keys have been derived.  A UE initiated Ks would not be affected. The conclusions would then also be the same, except regarding requirements on storage and the handling of Ks'es in the UE and BSF and that no synchronization problems occur. The requirements on the UE would be less demanding and there is no required increase in storage capacity for the BSF.
4 Interworking with different UICCs releases
In the use cases below it is assumed that the BSF and the ME are Rel-8. This is necessary as the push functionality is not available in earlier releases. It is further assumed that UICC support of GBA Push will be standardized for Rel-8 and that earlier releases of the UICC will not support secure push for UICC onboard applications. 

The BSF can be assumed to be able to distinguish between Pre Rel-6 (non-GBA_U capable), Rel-6/7 Cards (GBA_U capable) and Rel-8 cards (GBA_U and GBA push capable) as it already is assumed to distinguish between Pre Rel-6 and Rel-6/7 cards. 
Pre Rel-6 card: This use case is simple and independent of GBA Push model. The BSF will know that a Pre Rel-6 card is used and that the ME will have to emulate all needed functionality. The ME sees that the UICC doesn’t support any GBA functionality and emulates all GBA Push functionality. Only ME based applications can use GBA push security. 

Rel-6/7 card: The UICC supports GBA_U and that is known by the BSF. In the single active Ks model the BSF will generate GBA_PUSH INFO in the format for GBA_U and the ME will use the GBA_U functionality on the UICC. 

In the Multiple Active and Disposable Ks models the BSF will generate GBA_PUSH_INFO in the same format as for GBA_ME. Since Rel-6/7 UICCs do not support GBA Push functionality this is the only possibility. The ME sees a GBA_U, but not GBA Push, enabled card and emulates the GBA Push functionality (reusing GBA_ME functionality). Only ME based applications can use push security.
Rel-8 card: The UICC supports GBA_U and GBA Push and that is known to the BSF. The BSF will generate GBA_PUSH_INFO in the same format as for GBA_U. The ME sees a GBA Push capable UICC and will use the UICC for the key derivations. ME and UICC based applications can use push security.
Note: When UICC is Pre Rel-8, the Ks derived for push will be exposed on the ME in the Multiple Active and Disposable Ks models (the legacy GBA_U functionality cannot be used). However with the Disposable model the Ks will only be exposed during the derivation of the Ks_ext_NAFs. No Ks exposure in the single active Ks model.
5 High level comparison

Features and a high level evaluation are tabled below. 


	
	Single Active Ks
	Multiple Active Ks
	Disposable Ks

	Ks synchronization problems
	Yes
	Minor problems related to Ks storage  
	No

	AV consumption
	Lowest
	Higher
	Higher

	Increase in BSF storage capacity 
	No
	Yes
	No

	Increase in UICC storage capacity
	No
	Yes
	No


	Increased complexity of Ks management in BSF and UE
	No
	Yes
	No

	Ks exposure on ME Rel-6/7 UICC
	No
	Yes
	Yes, but only for a short time during NAF key derivation

	Push security for applications on board UICC 
	Update of / new UICC applications needed
	New UICC functionality needed: (management logic for decision when to erase Ks, storage of multiple Ks’es, etc)
	New UICC functionality 
(mainly no Ks erase) 


	Support for generic secure push layer for UICC on board applications
	Update of UICC needed
	Update of UICC needed 
	Update of UICC needed

	Push security for ME applications
	Only new ME functionality required
	Only new ME functionality required
	Only new ME functionality required

	Support for generic secure user plane for ME applications
	Only new ME functionality required
	Only new ME functionality required
	Only new ME functionality required 


6 Conclusion

The discussion above shows that to use GBA Push for UICC onboard applications, new UICCs have to be issued. Consequently, it would not be experienced as real problem if new standardized functionality for GBA push support was to be introduced for Rel-8 UICCs. We note that pre-Rel8 UICC’s will only be able to support push security for ME based applications.

The real deciding issue is if the synchronization problem in the Single Active Ks model is so damaging that this model cannot be used. We believe that this is the case. Then the choice stands between the Multiple Active and the Disposable Ks models and the table above shows that the Disposable Ks model has less problems and thus should be the preferred choice.
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