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1. 
Introduction

This contribution clarifies the algorithms selection described in the TR 33.821 also by updating the handover figures and respective texts. 

eNB algorithm selection can be verified in UE if needed based on the received “allowed eNB algorithms” in the NAS level SMC from MME. 
Source eNB may check if target eNB algorithms are in the list of allowed eNB algorithms information received from the MME during inter-eNB handovers. eNB informs UE about the algorithms change as proposed in the current TR 33.821 in the Handover Command message before radio break and UE uses the new algorithms with the target eNB.
In case the MME also changes during an inter-eNB handover, the target MME may not support the current NAS level algorithms. For this reason a procedure to update NAS level security algorithms must be designed. To achieve this, the target MME informs source MME about the new algorithms, which are then provided to the UE within the Handover Command. 

2.
Pseudo CR
------------------------------------------ start 1st changes ------------------------------------------

7.4.13.4.3 
Security mode command and algorithms selection on handover

Upon handover the change of a network entity may require a change of the currently selected security algorithms if the source and the target entity do not have the same capabilities or belong to different administrative domains. 

For intra-MME handover with eNB change, MME involvement is currently not foreseen (TR 25.813). 

Handover without MME involvement: 

In this case, the source eNB will transfer UE-context to the target eNB. This context shall include the UE algorithm capabilities, allowed RRC/UP algorithms for the UE, and the currently used security algorithms in the source eNB. 

The target eNB selects the RRC and UP algorithms for use after handover and transfers it to the source eNB. If the currently used algorithms are supported by the target eNB the choice shall be the currently used security algorithms. In other cases target eNB selects an algorithm based on the UE capabilities and allowed algorithms set for the UE (provided originally by MME) and includes the selected algorithms in the integrity protected and ciphered Handover Command message to the UE (see Figure 15 on section “Key refresh on Intra-MME handover (S3-070306)”). 

The source eNB may check that the target eNB algorithm selection complies with the allowed algorithms for the UE.



The threat of a compromised eNB downgrading ciphered communications is mitigated by sending allowed eNB algorithms in the NAS SMC. In case non-NULL ciphering algorithm has been selected for AS in detached to active mode state transition, downgrading to NULL ciphering algorithm is not allowed during active or idle modes. UE may check the target eNB algorithms compliance with the allowed eNB algorithms received in the NAS level SMC.
Error case handling situations on handover without MME involvement are ffs.


Handover with MME involvement: 

This case shall be handled in the same way as handover without MME involvement with the following exception: 

The target MME shall select the NAS algorithms to use and the target eNB shall select the UP/RRC security algorithms based on the allowed RRC/UP algorithms informed by the MME and acknowledge its choice to MME. The MME then sends all the NAS/RRC/UP security algorithms choice in the handover command to UE via both the source MME and the source eNB or changes the algorithms after handover with the SMC procedure(s). See Figure 16 in section “Key refresh on Inter-MME handover”.



NAS algorithm change during the active mode with a NAS level security mode command without a handover is ffs.
Editor’s note: As an example MME could be changed, but the eNB would be the same (i.e. no handover for UE).
7.4.13.4.4 
Algorithms selection on handover to and from 2G/3G

Handover from LTE to 2G/3G: (S3-070365)

UE capabilities send from UE to MME in the initial layer three messages shall include the GERAN and UTRAN UE capabilities. On handover to GERAN, MME shall include the UE capabilities in the handover request sent to SGSN. SGSN shall select the GERAN algorithm to use and indicate its choice in the handover command sent via MME to UE. On handover to UTRAN, MME shall include the UE capabilities in the handover request sent to RNC via SGSN. RNC shall select the UTRAN algorithm to use and indicate its choice in the handover command sent via SGSN and MME to UE. 

Handover from 2G/3G to LTE:



An SGSN shall be able to ask UE for its NAS, UP, RRC security capabilities. On handover to LTE, SGSN shall include the NAS, UP, RRC security capabilities in the handover request send to MME. MME shall select the NAS algorithms to use and include the UE’s UP and RRC security capabilities and its allowed RRC/UP security algorithms in the handover request send to eNB. eNB shall select the UP/RRC security algorithms and acknowledge its choice to MME. The MME then acknowledge all the NAS/RRC/UP security algorithms choice in the handover command sent to UE over SGSN.  
------------------------------------------ end 1st changes ------------------------------------------
------------------------------------------ start 2nd changes ------------------------------------------
Key refresh on Intra-MME handover (S3-070306)
According to 25.813, v 7.10, Section 9.1.5, on intra MME handover the source eNB sends a handover request to the target eNB. The target eNB replies with a handover response. The handover response includes information required by UE (e.g. the C-RNTI). The source eNB includes this information in the handover command it sends to UE. 
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Figure 15: Key re-fresh and algorithms selection on intra MME handover

Figure 15 shows how KRRCenc, KRRCint, KUPenc are refreshed on intra-MME handover.
1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB to get KeNB* and transfers it to the target eNB in the handover request message including current RRC/UP algorithms
3. Target eNB sends handover response message to the source eNB, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). Target eNB derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB* || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

4. Source eNB sends integrity protected and ciphered handover command message to the UE including C-RNTI and selected RRC/UP algorithms. In case the algorithms do not change they can be omitted.
5. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.



Editor’s note: Recovery from failed handover needs further study 

Editor’s note: it’s FFS how to re-use the original keys before the handover attempt.
Editor’s note: The possibility of the target eNode B’s key being supplied by the MME is still open and ffs.

------------------------------------------ end 2nd changes ------------------------------------------
------------------------------------------ start 3rd changes ------------------------------------------
Key refresh on Inter-MME handover

According to 23.882, v 1.18, Section 7.15 inter MME handover does either not occur at all (due to S1 flexible nature) or is executed with involvement of a target MME. We assume here that in the latter case, the handover command and handover confirm messages are exchanged between UE and the source eNB in the same way as on intra-MME handover such that inter and intra-MME handover are indistinguishable for the UE. It is ffs if this assumption holds.

On inter-MME handover as on intra-MME handover, the fresh KeNB* is transferred to the target eNB. A new KeNB is derived from the KeNB* and C-RNTI, and KRRCenc, KRRCint, KUPenc are refreshed with the help of this new KeNB.  The proposed procedure is detailed in Figure 16.
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Figure 16: Key refresh and algorithms negotiation on inter MME handover

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB to get KeNB* and transfers it to the source MME in the handover request message

3. Source MME transfers the KeNB* and other related MME security context information, like NAS keys, COUNT values for NAS protection, S-TMSI, IMSI, and KASME to the target MME in the handover request message. 

4. Target MME includes the KeNB*in the handover request sent to target eNB with allowed RRC/UP algorithms.
5. Target eNB selects the same RRC/UP algorithms if possible. Target eNB sends handover response message to the target MME, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). Target eNB derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB* || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

6. Target MME forwards the handover response with selected MME algorithms to source MME which sends it to source eNB including NAS-MAC.
7. Source eNB sends the handover command message to the UE including NAS level message with the selected NAS algorithms and NAS-MAC. This AS level message is protected with the old RRC integrity and ciphering keys shared with the source eNB. The message also includes target eNB algorithms (for RRC and UP) if different than the source eNB algorithms.
8. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.


------------------------------------------ end 3rd changes ------------------------------------------
3.
Conclusion

We propose to include the changes highlighted in section “pseudo CR” into the TR 33.821.
3GPP
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