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Abstract of the contribution:

MME generates a FRESH and sends it to UE, MME and UE use FRESH as an input parameter to calculate MAC-I, by this way the MME and UE can protect the network against replay of signalling messages between MME and UE.
Discussion
In UMTS, there is a method to protect the network against replay of signalling messages, i.e. RNC generates a random value FRESH and sends it to UE in SMC message, RNC and UE use FRESH as one of the input parameters to calculate MAC-I, however, in SAE/LTE, signalling messages between MME and UE have no method against replay yet. Consider that the general direction in the LTE security has been to separate the security between AS (RRC security in eNB) and NAS signalling, so signalling messages between MME and UE should be protected against replay, and a method same as UMTS may be a right one, i.e., MME generates a random value FRESH and sends it to UE in SMC message, MME and UE use FRESH as one of the input parameters to calculate MAC-I.
Conclusion

Based on the analysis presented in this paper, we believe that signalling messages between MME and UE should be protected against replay, and a method same as UMTS may be a right one. And we kindly suggest that this conclusion should be added to 33.821.
****** BEGIN OF CHANGE *******

Alternatives for security mode command and algorithm selection in SAE/LTE 

7.4.13.4.1
Security mode command and algorithm selection at initial attachment or in transitions to active mode

According to the requirements described in the last section we need to answer the following questions

· Which network entity or entities should select the security algorithms to use (cf. Requirement 2)?

The security algorithms could either be selected by the eNB, and the MME for RRC, UP and NAS protection respectively or all algorithms could be selected by MME. As opposed to the second case, in the first case MME does not have to be configured to know the capabilities of all eNBs under its control. 

· Which network entity should acknowledge the selection of which algorithms to UE in an integrity protected way (cf. Requirement 3)?

It seems natural to assume that MME acknowledges the selection of NAS algorithm and eNB acknowledges the selection of RRC and UP algorithms or MME acknowledges all selected algorithms to UE. However, in case eNB selects RRC and UP algorithms and MME selects NAS algorithms, there are several options for the acknowledgement, see below. 

· To which network entity should UE send its capabilities in which message, and which network entity should repeat the received capabilities to UE in an integrity protected message (cf. Requirement 4)?

In UMTS, UE sends its capabilities to RNC during RRC connection establishment and RNC selects the algorithms to use. MSC does not have to obtain the UE capabilities. However, in SAE/LTE MME has to obtain knowledge of (at least the NAS part) of UEs capabilities in order to be able to select the NAS protection algorithms. As a consequence it seems most natural to assume that UE sends its capabilities to MME in an initial layer 3 message. 

· When should the selection and acknowledgement of algorithms take place?

NAS signaling protection has to be started after each attachment, e.g. for subsequent protection of a “re-attachment request” (cf. TR 23.882, Section 7.13). Therefore the algorithm selection by the network entity (or entities) and the acknowledgement of the selection to UE has to take place immediately after or during each network attachment. RRC signaling protection and UP encryption need to be started on each idle to active transition. Idle to active transitions e.g. occur due to mobile originated service requests or due to paging.  The selection and acknowledgement of RRC signaling protection and UP encryption algorithms therefore has to take place upon idle to active transitions. This leads to the following alternatives: 

Alternative 1: In this alternative it is the MME that selects all algorithms and acknowledges the selected algorithms to UE. The message flow for Alternative 1 is illustrated in Figure 17 and described in more detail bellow.
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Figure 17 : Alternative 1, MME selects all algorithms and MME protects the acknowledgement for all algorithms

Editor’s Note: Initial radio layer messages not included.

Editor’s Note: It is ffs whether the selected RRC and UP encryption algorithms should be deleted from the NAS security mode command and instead be included in a integrity protected RRC message sent from eNB to UE, such that MME selects the RRC and UP algorithms and eNB acknowledges the choice to UE.

Upon idle or detached to active transitions:

1. UE sends a RRC connection request to eNB including initial NAS (L3) request to MME (see TR 23.882, Section 7.14).  The initial layer 3 message includes all UEs security capabilities

2. eNB forwards the request to MME

3. Optionally MME requests a new authentication 

4. MME sends a list of allowed RRC algorithms, allowed UP algorithms , the RRC and UP capabilities of UE and FRESH to the designated eNB. In the detached to active case, MME additionally selects the NAS algorithms (in the idle to active case the NAS algorithms are already selected), starts NAS integrity and gets ready to receive encrypted NAS traffic.. MME sends the security mode command message to eNB.

5. eNB starts integrity protection, gets ready to receive encrypted RRC and UP traffic and sends the AS SMC  to UE, including the NAS SMC message received from MME. The AS SMC message includes the selected RRC algorithms and the selected UP algorithm and is protected with AS integrity protection. 

6. UE verifies MAC-NAS on the NAS SMC and starts NAS integrity and NAS encryption. UE verifies MAC-RRC on the AS SMC message and starts RRC integrity and RRC and UP encryption.  UE sends AS SMC Complete and NAS SMC Complete message.

7. Upon receipt of the RRC setup acknowledge message, eNB starts RRC and UP ciphering and forwards SMC complete message for the MME. Upon receipt of the security mode complete message, MME starts NAS ciphering 

Alternative 2: The NAS algorithm selection is the same as in Alternative 1, eNB selects RRC and UP algorithms itself such that MME does not have to know the capabilities all eNBs.
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Figure 18: Alternative 2, MME and eNB select the corresponding algorithms and MME protects the acknowledgement for all algorithms

Editor’s Note: Initial radio layer messages not included.

Upon idle or detached to active transitions:

8. UE sends a RRC connection request to eNB including initial NAS (L3) request to MME (see TR 23.882, Section 7.14).  The initial layer 3 message includes all UEs security capabilities

9. eNB forwards the request to MME

10. Optionally MME requests a new authentication 

11. MME sends a list of allowed RRC algorithms, allowed UP algorithms , the RRC and UP capabilities of UE and FRESH to the designated eNB. In the detached to active case, MME additionally selects the NAS algorithms (in the idle to active case the NAS algorithms are already selected), starts NAS integrity and gets ready to receive encrypted NAS traffic.. MME sends the security mode command message to eNB.

12. eNB starts integrity protection, gets ready to receive encrypted RRC and UP traffic and sends the AS SMC  to UE, including the NAS SMC message received from MME. The AS SMC message includes the selected RRC algorithms and the selected UP algorithm and is protected with AS integrity protection. 

13. UE verifies MAC-NAS on the NAS SMC and starts NAS integrity and NAS encryption. UE verifies MAC-RRC on the AS SMC message and starts RRC integrity and RRC and UP encryption.  UE sends AS SMC Complete and NAS SMC Complete message.

14. Upon receipt of the RRC setup acknowledge message, eNB starts RRC and UP ciphering and forwards SMC complete message for the MME. Upon receipt of the security mode complete message, MME starts NAS ciphering 

Alternative 3: In Alternative 3, eNB, and MME each selects the corresponding algorithms and protects the acknowledgement messages sent to UE. The message flow for Alternative 3 is illustrated in Figure 19 and the message flow is detailed below. 
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Figure 19: Alternative 3, MME and eNB select and MME protects the acknowledgement NAS, eNB protects the acknowledgement for RRC and UP algorithms

Editor’s Note: Initial radio layer messages not included. Editor’s Note: It is ffs whether the order of the messages 6 + 7 and 8 + 9 should be reversed. In this case it would also be possible to combine the messages 4 and 8. 

Editor’s Note: if the eNB included its algorithm capabilities in message 2 then MME could select the eNB algorithms and send the selected algorithms to the eNB.

Upon idle to active and detached to active transitions:

1. UE sends a RRC connection request to eNB including initial NAS (L3) request to MME (see TR 23.882, Section 7.14).  The initial layer 3 message includes all UEs security capabilities

2. eNB forwards the request to MME

3. Optionally MME requests a new authentication 

4. Upon receipt of a service request, MME sends a list of allowed RRC algorithms and the allowed UP algorithms and FRESH to the designated eNB , including the RRC and UP capabilities of UE. MME sends a NAS security mode command message including the selected NAS algorithms to UE. The message is integrity protected 

5. eNB forwards the NAS SMC to UE

6. eNB acknowledges the eRANAP message.

7. UE sends NAS SMC Complete to MME. MME verifys the NAS SMC Complete message and starts NAS encryption.

8. eNB selects the RRC security algorithms and UP algorithm in compliance with its own capabilities, the allowed algorithms and UEs capabilities.
eNB starts RRC integrity and gets ready to receive encrypted RRC traffic. eNB acknowledges its choice of UP and RRC algorithms to UE in an integrity protected RRC security mode command included in the radio resource setup message

9. UE verifies the correctness of the integrity protection, starts RRC integrity and RRC and UP encryption and returns an AS SMC Complete message. After receipt of the correctly protected AS SMC Complete message, eNB starts ciphering of RRC and UP messages

Table 2. Comparison of the three alternatives

	· 
	· Alternative 1
	· Alternative 2
	· Alternative 3, optimised according to editor’s notes following Figure 16

	· Selection of security algorithms
	· In MME
	· In MME and eNB

· 
	· In MME

	· Protection of acknowledgement
	· NAS integrity protection
	· NAS integrity protection
	· NAS integrity protection (NAS SMC), RRC integrity protection (AS SMC)

	· Signaling Efficiency
	· 
	· Extra round trip between eNB and MME due to the eNB RRC, UP algorithm selection
	· More messages over the air interface due to the separated NAS SMC and RRC level procedures.


All alternatives have equal strength of security protection. It is a security decision, however, which entity is in control of selecting algorithms. Preference is give here to control by the MME, which favours alternative 1. From an efficiency point of view, alternative 1 is clearly much better than the optimised alternative 3. 
****** END OF CHANGE *******

� MME transfers the UE capabilities and not the intersection of the UE capabilities with the allowed algorithms such that eNB can transfer them upon handover.
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