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Discussion and decision
Introduction
SA2#47 in Tallinn, Estonia discussed S3-070306 “Key refresh on inter-MME handovers”. The goal of this contribution is to build on the S3-070306 from Nokia, Nokia-Siemens Networks and propose improvements to the key refresh procedures. The objective of these improvements is to make key refresh on intra/inter-MME handovers more secure.
Problems with C-RNTI as a Refresh Parameter
S3-070306 contribution proposes to derive the new key using the hash of the old eNB key and the C-RNTI value, KeNB_new   = KDF(KeNB* || C-RNTI) in both inter and intra MME handovers.  The goal of this transformation is to make the job of an attacker, who has an eNB key, more difficult because he would need to overhear all the messages that allocate C-RNTI in order to derive the current new eNB key. 

Suppose the UE moves from eNB1 to eNB2. The attacker has the key at eBS1, but did not hear the C-RNTI allocation in the HO messages, but the attacker collects the rest of the conversation from eNB2. According to the S3-070306, the attacker should not be able to decrypt the rest of the conversation happening through eNB2.  Unfortunately, we demonstrate that this is not the case – the attacker can, with a modest effort, get the new key, KeNB_new:
Knowing the eNB1 key, the attacker creates 232 candidate eNB_new keys; one candidate key for each possible C-RNTI value. Using the candidate keys, the attacker tries to decrypt the conversation at eNB2. For all the candidates save one, the decrypted text would appear to be random. For the candidate key with the correct C-RNTI value and the correct eNB_new key value, the decrypted text would have recognizable and expected formats, like protocol headers, etc. Thus the attacker would be able to recognize the correct key to decrypt the rest of the conversation that went through eNB2.

The 232 choices and verifications would not take much time even on a single modern PC.  Secondly, if the attacker does not know the C-RNTI for two intermediary eNB in the chain then the complexity is 264; for the case of three missing C-RNTI value, the complexity is 296. One needs four missing intermediary C-RNTI values to reach 2128 complexity. 

Proposed solution 

Instead of using a 32 bit C-RNTI value, the target eNB should generate a 128 bit random value and use that as the input to the key derivation. The target eNB should also send this value to the UE via the source eNB.

Analysis

As S3-070306 pointed out, changing the key during inter-eNB handovers allows resetting the PDCP sequence number, and no counter value synchronization is needed. Using a strong one way hash function to create a key hash chain of eNB keys improves security as the target eNB can not get the source eNB keys (backward security).

The added cost of the proposed 128-bit solution replacing 32-bit C-RNTI seems to be negligible in ensuring such backward security.

Conclusion and proposal
Using a 128 bit random value, instead of the C-RNTI should give sufficient protection and allow to fulfil the goals of the S3-070306 proposal. 

We propose that SA3 adopts the proposed change in key refresh procedures as working assumption on how to ensure key freshness and thus ensure an easy counter handling on intra-MME handovers within SAE/LTE and include the above text in TR 33.821.
Caveat: It is worth to point out that not S3-070306, nor this proposal would protect against a determined but mobile adversary who shadows the user and listens to all radio communications. The adversary does not need to mount any active attacks, but just passively listen. 
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