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	Feature / Item:
	ACCSEC2

	Affects:
	UE/MS: X
	CN: X
	UTRAN:
	GERAN: X

	Expected Completion Date:
	October 2007

	Service(s) impacted:
	GERAN access

	Specification(s) affected:
	TR 33.801, Access security review

	Task(s) within work which are not complete:
	1. Finalization of  the threat analysis
2. Comparison of effectiveness of proposed countermeasures.

	Consequences if not included in Release 7:
	Potential enhancements for GERAN security will be delayed.


Abstract of document:

SA3 has agreed on short-term solutions to mitigate the worst effects of discovered A5/2 vulnerabilities. SA3 has also agreed that long-term security enhancements are needed to protect GERAN Access Network in the future. A deeper study of GERAN security weaknesses, in particular security dependencies between various uses of the GSM security context, and consideration of potential future attack scenarios is needed, to decide on suitable long-term enhancements of security for GERAN Access Network and other access types relying on GSM security context.
Contentious Issues:
None






