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1. Overall description:
TISPAN would like to inform 3GPP SA3 that it is continuing to look at methods for NAT transversal for BOTH IMS and non IMS architectures. An early draft of the report ETSI TR 07022 NAT Traversal feasibility study report is attached. The feasibility study describes the possible use of ICE and Outbound as already defined by 3GPP in 3GPP TS 23.228 Annex G. This specifies ICE and Outbound procedures to support a wide variety of customer premise NATs that are not under the control of the network operator. The Reference Model for the ICE and Outbound methodology from 3GPP TS 23.228 is shown below.
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TISPAN has recognised that when used with IMS, the support SIP signalling protection is an important requirement. During TISPAN12ter a contribution (12tTD076r1) for adding text into ETSI TR 07022 NAT Traversal feasibility study report was discussed. The proposal states:   

“ICE and Outbound are independent of signalling encryption. Outbound enables the TE to know if the TE is located behind a NAT, and provides the public IP address and port number for SIP signalling received by P-CSCF. The support of outbound in the TE and in the P-CSCF simplifies the SIP signalling registration protocol when signalling is encrypted, and suppresses the need to transmit the first unprotected Register message and the corresponding response described in 33.203 [13]. It also avoids to define similar signalling extensions for non IMS signalling”

However, TISPAN WG7 had the following concerns regarding the contribution: 

1. The interaction of this method on the existing NAT transversal method in TS33.203 

2. Whether the following statement is acceptable:.“suppresses the need to transmit the first unprotected Register message and the corresponding response described in 33.203 [13].”

3. The security of ICE and outbound in general, including the security of the protocols and the of the security considerations for the implementation outbound client and stun server/relay as is already specified in 3GPP 23.228 Annex G.     

2. Actions:

To 3GPP SA3:
TISPAN would appreciate 3GPP SA3’s views on the above 3 concerns and if SA3,s analysis of Outbound as defined in 3GPP 23.228 Annex G  could be made available for TISPAN to incorporate into its feasibility study.
3. Date of Next TISPAN Meetings:
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