
3GPP TSG SA WG3 (Security) meeting #45
S3-060762

Ashburn, USA, 31st Oct  - 3rd Nov 2006   
Agenda Item: 

July 2006

doc.: IEEE 802.11-06/1127r1

IEEE P802.11
Wireless LANs

	Liaison to 3GPP SA3 from IEEE 802.11

IEEE 802.11u requirement on MAC Address Anonymity 

	Date:  2006-07-19

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Colin Blanchard
	BT Group
	BT Exact

MLB1 PP8

Adastral Park

Ipswich  IP5 3RE
	01473 605353
	Colin.blanchard@bt.com 





From: 
Stuart J. Kerry (stuart.kerry@philips.com ), Chair IEEE 802.11 Working Group

To: Valtteri Niemi valtteri.niemi@nokia.com, Chair 3GPP SA3
Title: IEEE 802.11u requirement on MAC Address Anonymity 
Dear Valtteri,

The IEEE 802.11 WG would like to thank 3GPP SA3 for their liaison (S3-060335) continuing the dialogue regarding IEEE 802.11u requirements, specifically the clarification that the MAC Address Anonymity issue is relevant when a terminal may implement multiple network interfaces, one conforming to 3GPP specifications and one conforming to IEEE 802.11 specifications.

MAC Anonymity

IEEE 802.11u note SA3’s concern that any mechanism defined in 3GPP specifications would be defeated, if the user’s identity was exposed through the use of a constant MAC address used on the IEEE 802.11 compliant interface of the terminal. 

IEEE 802.11u is currently discussing priorities for their work and are finding it difficult to determine just how many terminals with multiple network interfaces operators will deploy. One view was Fixed Mobile Convergence (FMC) carrying incoming voice services via the IEEE 802.11 interface would significantly increase the numbers deployed; create new use cases and therefore new threats to privacy and personal safety.

We would welcome any futher information 3GPP may have that IEEE 802.11u could use to justify a high priority for this feature. It would be useful if you could provide us with some documentation on the perceived threat model for the envisaged use cases.  We are also seeking your perspectives on the method by which an attacker will bind the user’s identity to the MAC address and why assigning a temporary MAC address appears to be the only viable solution for location privacy. 

Link layer encryption indicators

3GPP SA3 may also be interested in noting the requirements (enclosed) of IEEE 802.11u on the Service Subscription Provider Network (SSPN) interface specifically the proposed “Link Layer Encryption Method” information element. 3GPP SA3 may find this useful for their work on “visibility and configurability” in I-WLAN.     

We look forward to additional discussions, and invite you to send feedback and possibly attend future IEEE 802.11 face-to-face meetings to discuss this document, if so desired.  The next two IEEE 802.11 meetings are November 12th-17th 2006, Dallas, Texas, USA and January 14th-19th 2007, London, UK.


For your reference, ANSI/IEEE Std. 802.11-1999, as amended by IEEE Std. 802.11a, IEEE Std. 802.11b, IEEE Std. 802.11b-COR1, IEEE Std. 802.11d, IEEE Std. 802.11g-2003, IEEE Std. 802.11h-2003, IEEE Std. 802.11i-2004, IEEE Std. 802.11j-2004 is the current version of the IEEE 802.11 Standard.

Please contact Stuart J. Kerry, IEEE 802.11 Working Group chair, together with Sabine Demel 3GPP Liaison with any questions.

Best Regards,

Stuart J. Kerry

Contact information: 

Stuart J. Kerry

stuart.kerry@philips.com  

+1 408 474 7356

Sabine Demel

sabine.demel@t-mobile.at
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