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1. Introduction 

It is proposed to use the text in section 2 of this document as a basis for an LS to SA on co-existence of authentication mechanisms for IMS. The reason for this LS is the recommendation at SA#33 given to SA3 regarding co-existence, which, at least partly, seems to have resulted from a lack of information on this activity, and the pseudo-CRs submitted to SA3#45.

2. Proposed text for LS
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Attachments: S3-060611 (TR 33.803), LS from TISPAN on Digest, LS from TISPAN on co-existence, pseudo-CRs to TR 33.803
1. Introduction

SA#33 discussed the LS SP‑060606 from SA WG3 on “Scope of SA WG3 work on Co-existence of authentication mechanisms for IMS” and the related contribution SP‑060622” IMS convergence security issues.”

The discussion at SA#33 resulted in the following recommendation to SA3 (according to the draft meeting report):

“Members were asked to provide their issues and proposals to TSG SA meeting #34. SA WG3 are asked to continue analysis and discussions on the interaction issues, but not to include this in a TR at this point.”

The issue which triggered the discussions was whether to include HTTP Digest in the scope of the work on co-existence of authentication mechanisms for IMS.
SA3 feels that additional information on work on “Co-existence of authentication mechanisms for IMS” may be useful for the discussions in SA. This LS tries to provide such information. In particular, the following points are addressed: 
· Rationale of the work

· Progress of the work and involvement of SA in the past

· Current status of the work

· Clarification on use of HTTP Digest in TISPAN specifications.

SA3 presents to SA#34 a number of pseudo-CRs to TR 33.803 on “Co-existence of authentication mechanisms for IMS” which were not yet included in the TR in accordance with the decision at SA#33. SA3 asks SA#34 to allow inclusion of these pseudo-CRs in the TR, using the additional information contained in this LS.
2. Information on work on “Co-existence of authentication mechanisms for IMS” 

2.1 Rationale of the work 

It was recognized by SA3 at their meeting #42 in February 2006 that the authentication mechanism “NASS-bundled IMS authentication” (NBA), as specified in TISPAN Release 1, was not compatible with “Early IMS security” (EIS), as specified in 3G TR 33.978, in the sense that an S-CSCF could not serve a group of users where some were using NBA while others were using EIS. The reason was that the S-CSCF could not recognize from a registration request, which authentication mechanism to apply. A similar decision problem was found for the P-CSCF, and a number of related problems was discovered. 
SA3 recognized that additional work was required to ensure that one x-CSCF could serve both, fixed and mobile subscribers in an FMC environment, and that different versions of IMS for fixed and mobile environments could be avoided.

2.2 Progress of the work and involvement of SA in the past

SA3 asked SA#32 for guidance in the LS SP-060162 (= S3-060138). In their reply LS SP-060235 (= S3-060304) entitled “LS on Authentication mechanisms to IMS”, SA gave five recommendations from the perspective of consistency of IMS when used in different environments. In particular, SA stated that “It shall be possible to deploy one IMS in a fixed (TISPAN) mobile (3GPP) convergence situation.” and “As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S-CSCF.”
SA3 took the recommendations into account and discussed them in their joint meeting with TISPAN WG7 (security) in April. This joint meeting resulted in the proposal to create a 3G TR (now numbered 33.803) under SA3’s responsibility entitled “Co-existence between TISPAN and 3GPP authentication schemes”. This was reported to SA#32 by the SA3 chairman in SP-060372. No objection was raised at SA#32. The work has since been progressed jointly by 3GPP and TISPAN security working groups.

When progressing the work on the TR 33.803 during SA3#44 in July, a question regarding the scope of this work arose on which no consensus could be achieved in SA3. It relates to the fact that TISPAN specifies not only the authentication method NBA, but also the use of HTTP Digest (RFC2617) in the TISPAN environment, cf. section 2.4 of this LS. The same type of compatibility problem as for NBA (cf. section 2.1 above) occurs also with HTTP Digest. However, there was no consensus whether HTTP Digest should be taken into account in the work on co-existence of authentication methods. This gave rise to the LS SP‑060606 as mentioned in the introduction. 
2.3 Current status of the work

SA3#44 agreed on an updated version of TR 33.803 (cf. S3-060611) and agreed to use it as a baseline for further work on this TR. This version is attached to this LS. Between SA3#44 and SA3#45 TISPAN continued the work on this issue in their meetings #11bis and #11ter. TISPAN endorsed the general approach taken by 3GPP SA3 and expressed a strong preference regarding a pressing open issue (cf. attached LS). SA3#45 agreed with this preference. 
Consequently, the most important problem (determination of the requested authentication scheme in S-CSCF) seems to have found a solution agreeable to both SA3 and TISPAN. A nice feature of this solution (which was on the table already at SA3#44) is that 3G TR 33.803 does not need to mention the contentious mechanism HTTP Digest at all, but provides only criteria how to distinguish registration requests relating to 3GPP authentication mechanisms from those relating to TISPAN authentication mechanisms. It is then left for TISPAN specifications to further distinguish among TISPAN authentication mechanisms. (But, course, in order to be able check whether the chosen approach works, it must be known which TISPAN authentication mechanisms are to be taken into account.) Furthermore, the agreed solution ensures that HTTP Digest can only be used over fixed access, not over mobile access.

A number of pseudo-CRs were presented to SA3 and agreed under the condition that SA would give the general permission to include these pseudo-CRs.

2.4 Clarification on use of HTTP Digest in TISPAN specifications

In an LS 11tTD347r1 from TISPAN to SA3 and cc’ed to SA, TISPAN clarifies in particular that 
· HTTP Digest is defined as option in the requirement specification ETSI TS 187001

· HTTP digest as defined in the informative annex ZA of TS 183033 is applicable only for non-3GPP defined TISPAN access networks

· A particular function split for HTTP Digest between S-CSCF and UPSF (the TISPAN version of an HSS) is specified in the informative Annex ZA to ETSI TS 183 033.

The key part of this LS from TISPAN is:

· “TISPAN would therefore like to see HTTP Digest as documented in the ETSI TS 183 033 informative Annex ZA to be taken into account in the work on "co-existence of authentication methods", jointly performed by 3GPP SA3 and ETSI TISPAN WG 7.”
· “If HTTP digest were excluded form the considerations and investigations, there is the risk that HTTP Digest as defined in TS 183033 cannot be used by fixed users in a converged fixed-mobile environment.”

· “TISPAN WG 7 does not foresee any complications by considering HTTP digest as part of the co-existence work;”
SA3 agrees with TISPAN WG 7 that HTTP digest shall be considered as part of the co-existence work.

Actions to 3GPP SA: 

3GPP SA is kindly asked to
1. take the above information into account in their discussions.
2. allow SA3 to include the attached pseudo-CRs to TR 33.802 and complete the work on TR 33.803 as outlined in section 2.3 of this LS.
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