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1.
Introduction

At SA3#44 an LS from SA2 (S3-060533) on “Support of multiple simultaneous IMS registrations” was discussed. A reply LS was provided (S3-060575), which stated that SA3 needs to analyse the issue from security point of view.

After SA3#44 CT1 has provided a reply LS (C1-061867) to S3-060533 stating that CT1 has analyzed three possible solutions and that CT1 should be the WG that should make the final decision on which solution to use.
This contribution analyses the security impacts of simultaneous multiple registrations.
2.
General security impacts of multiple simultaneous registrations
The LS from SA2 formulated the need for multiple simultaneous registrations in the following way:
“the IMS specification may need to allow for a UE with a single set of user credentials to register with <IP-address-1, IMPU-1> and with IP-address-2, IMPU-1> simultaneously.”
This contribution assumes that  “a single set of user credentials” refer to the  IMPI and the related key on UICC and in the network.
There are two security procedures related to IMS registration: IMS AKA authentication between the UE and S-CSCF, and the IPsec Security Associations (SA) establishment between the UE and P-CSCF. We can distinguish two cases of simultaneous registrations: a) where the UE registers via different P-CSCFs, and b) where the UE registers via the same P-CSCF but via different IP-CANs.
Case a)

Assume the UE is registered (and authenticated with IMPI-1) via P-CSCF-a with IMPU-1 and IPadd-1 (see figure 1). The UE then initiates another registration via P-CSCF-b with IMPI-1, IMPU-1 and IPadd-2. As the REGISTER message has not come through an IPsec protected link, the S-CSCF will authenticate the user with IMS AKA (note that this authentication would be triggered also without simultaneous registration).  
Upon a successful authentication, the registration of IMPU-1 in S-CSCF would be updated to include IP-add2 instead of IP-add1. However, if multiple registrations are desired, the former registration with IP-add1 should not be replaced, but a new registration entry should be created for the same IMPU-1 with IP-add2. 
As a result of successful registration two pairs of IPSec SAs would be created between the UE and P-CSCF-b, and the old IPsec SAs via P-CSCF-a would be released. However, if multiple registrations is desired, the old IPsec SAs via P-CSCF-a should not be released, but both old and new IPsec SAs should be kept.
Impact to security procedures: The authentication procedure itself does not seem to be impacted, only the logic in S-CSCF and UE for handling the registration. As the P-CSCFs are not aware of the other registrations, the P-CSCF is not impacted, only the logic in UE and S-CSCF is impacted to not release IPsec SAs between UE and P-CSCF-a.
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Figure 1: Case a): Simultaneous registrations via different P-CSCFs

Case b)

Assume the UE is registered (and authenticated with IMPI-1) via P-CSCF with IMPU-1 and IPadd-1 (see figure 2). The UE then initiates another registration also via P-CSCF-a but now via IP-CAN-b with IMPI-1, IMPU-1 and IPadd-2. Due to using new IP address, IPadd-2, the REGISTER message does not traverse through an IPsec protected link, so the S-CSCF authenticates the user with IMS AKA (note that this authentication would be triggered also without simultaneous registration).  
Similarly as in case a): upon a successful authentication, the registration of IMPU-1 in S-CSCF would be updated to include IP-add2 instead of IP-add1. However, if multiple registrations are desired, the former registration with IP-add1 should not be replaced, but a new registration entry should be created for the same IMPU-1 with IP-add2. 
As a result of successful registration two pairs of new IPSec SAs would be created between UE and P-CSCF via IP-CAN-b, and the old IPsec SAs via IP-CAN-a would be released as the current TS 33.203 allows only two active pairs of IPsec SAs between a UE and a P-CSCF. However, if multiple registrations is desired, the old IPsec SAs via IP-CAN-a should not be released, but both old and new IPsec SAs should be kept. 
Impact to security procedures: The authentication procedure itself does not seem to be impacted, only the logic in S-CSCF and UE for handling the registration. The P-CSCF behaviour is impacted since the P-CSCF needs to allow more than two active pairs of IPsec SAs between the UE and P-CSCF. Also the logic in UE and S-CSCF is impacted to not release IPsec SAs via IP-CAN-a.
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Figure 2: Case b): Simultaneous registrations via different IP-CANs but same P-CSCF

4.
Conclusion

It can be concluded that multiple simultaneous registrations do not seem to have any major impacts to the security procedures. Mainly the logic in UE, S-CSCF and P-CSCF to allow multiple simultaneous registrations is impacted. 

The main impacts to TS 33.203 seem to be: 
· The current restriction of only two pairs of SAs shall be active between the UE and the P‑CSCF should be changed to be only two pairs of SAs shall be active between the UE and the P‑CSCF per IMPI and contact address.
· Consequently the restriction for P-CSCF to store no more than six SAs per direction at any one time for any one IMPI should be changed to P-CSCF to store no more than six SAs per direction at any one time for any one IMPI and contact address pair.
The proposed solutions have not been analyzed in detail, but it seems some minor changes may also be needed depending on the chosen solution. 
It is proposed to take this analysis into account when preparing a reply LS to other involved groups on the issue.
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