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1 Introduction

This document presents key derivation alternatives for LTE/SAE. In the last SA3#44 meeting, SA3 request to bring back the contribution (S3-060430) on “Key Derivation in LTE/SAE” with updates according to the comments. This contribution updates S3-060430 according to the SA3#44 meeting comments.
2 KEY Derivation
Alternative-1:

In this alternative, the LTE/SAE system uses the UMTS AVs and derives the other keys as follows:

CKNAS || IKNAS || CKAS  || IKAS || CKUP = prf+ (Identity of UE || IK || CK)

The keys are derived in the MME and in the UE, after successful AKA procedure. 

The advantages of this alternative are 

1. No modification to HSS and xSIM with respect to creation of authentication vectors.

2. Method adopted in IETF (for key derivation in EAP-SIM, EAP-AKA and IKEv2). 

Note: 
1. PRF function TBD
2. Inter PLMN handover is FFS
Alternative-2:
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Figure 1 – Generation of Authentication Vectors for LTE/SAE
Eight AVs are derived in the HSS as shown in the Figure -1 and the user authentication function in the xSIM for LTE/SAE is shown in Figure-2. Functions fx, fy and fz are new key derivation functions for LTE/SAE system. The HSS passes n numbers of eight AVs to the MME, when the MME request for the AVs, to authenticate and to secure the communication of the LTE/SAE capable UE.  
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Figure 2 – User Authentication function in xSIM for LTE/SAE

The main draw back of this alternative is inclusion of new function(s) in HSS and the xSIM
3 Conclusions

Above alternatives propose key derivation solution providing a reasonable security. It is proposed to consider the above alternatives and adopt alternative 1 for key derivation in LTE/SAE.  Also, it is proposed to include alternative 1 in section 2 of this contribution to the SA3 document on ‘Rationale and track of security decisions in Long Term Evolution’. 
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