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*** next changes ***
6.2
IKE negotiation and profiling

For establishment of IPsec SAs between NDS/IP SEGs, the IKE profile in this clause shall be used.
6.2.1
IKE Phase 1 profile

The Internet Key Exchange protocol shall be used for negotiation of IPsec SAs. The following requirements on IKE in addition to those specified in NDS/IP [1] are made mandatory for inter-security domain SA negotiations over the Za-interface.

For IKE Phase 1 (ISAKMP SA):

-
The use of RSA signatures for authentication shall be supported;
-
The identity of the CERT payload (including the SEG certificate) shall be used for policy checks;
-
Initiating/responding SEG are required to send certificate requests in the IKE messages;

NOTE:
At least a CERTREQ payload with an empty CA name field should be sent to avoid interoperability problems.

-
Cross-certificates shall not be sent by the peer SEG as they are pre-configured in the SEG;

-
The SEG shall always send its own certificate in the certificate payload of the last (third) IKE Main Mode message;

-
The certificates in the certificate payload shall be encoded as type 4 (X.509 Certificate – Signature);

-
The lifetime of the Phase 1 IKE SA (ISAKMP SA) shall be limited to at most the remaining validity time of the peer SEG certificate that would expire first.

NOTE:
Depending on the availability of DNS between peer SEGs, the following rule is applied:

-
subjectAltName and ISAKMP policy should both contain IP address (in case DNS is not available);

-
subjectAltName and ISAKMP policy should both contain FQDN (in case DNS is available).

6.2.2
Potential interoperability issues

Some PKI-capable VPN gateways do not support fragmentation of IKE packets, which becomes an issue when more than one certificate is sent in the certificate payloads, forcing IKE packet fragmentation. This means that direct cross-certification or manually importing the peer CA certificate to the local SEG and trusting it is preferable to bridge CA systems. When IKE is run over pure IPv6 the typical MTU sizes do not increase and long packets still have to be fragmented (allowed for end UDP hosts even for IPv6, see Path MTU Discovery for IPv6 – [6]), so this is a potential interoperability issue.

Certificate encoding with PKCS#7 is supported by some PKI-capable VPN gateways, but it shall not be used.

6.2a
TLS profiling

For 3GPP uses of TLS for inter-operator security, the TLS profile in this clause shall be used.

6.2a.1
TLS profile

The following requirements are mandatory:
-
The TLS server shall always send its own end entity certificate in the ServerCertificate message;

-
The TLS client shall send its own end entity certificate in the Certificate message if requested by the TLS server;

-
Cross-certificates shall not be sent by the TLS entities in the TLS handshake as they are available locally to the TLS entities.
- 
The TLS end points shall support the CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA. All other Cipher Suites as defined in RFC 2246 [11] and RFC 3588 [x] are optional for implementation.

- 
Cipher Suites with NULL encryption may be used. The TLS client shall always include at least one cipher suite that supports encryption during the handshake phase.

- 
Cipher Suites with NULL integrity protection (or HASH) are not allowed.

- 
The Key exchange method shall not be anonymous. Hence the following cipher suites as defined in RFC 2246 [x] are not allowed for protection of a session:

-
CipherSuite TLS_DH_anon_EXPORT_WITH_RC4_40_MD5

-
CipherSuite TLS_DH_anon_WITH_RC4_128_MD5

-
CipherSuite TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA

-
CipherSuite TLS_DH_anon_WITH_DES_CBC_SHA
-
CipherSuite TLS_DH_anon_WITH_3DES_EDE_CBC_SHA
6.2a.2
Potential interoperability issues

No general interoperability issues are identified. 

6.3
Path validation

6.3.1
Path validation profiling

-
Validity of certificates received from the peer SEG shall be verified by CRLs retrieved with LDAP, based on the CRL Distribution Point in the certificates. 

-
Validity of certificates received from the TLS entity shall be verified by CRLs retrieved with LDAP or HTTP, based on the CRL Distribution Point in the certificates. 

-
A SEG or TLS entity shall not validate received certificates from the peer SEG or TLS entity whose validity time has expired, but end the path validation with a negative result.

-
A SEG shall not validate received certificates from the peer SEG or TLS entity whose CRL distribution point field is empty, but end the path validation with a negative result.

-
Certificate validity calculation results shall not be cached in SEGs for longer than the resulting IKE Phase 1 lifetime.

-
Certificate validity calculation results shall not be cached in TLS entities for longer than the TLS connection lifetime.

*** end of changes ***
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