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1
Introduction
The key derivation in GBA has been designed to include the NAF-ID. This key separation is intended to allow the UE and NAF to authenticate each other. However, the concern raised here (expanding on one raised in [3]) is that the key separation does not provide any protection against a weak Ua protocol leaking information that can be used to attack a different Ua protocol, as there is no binding between the key and the particular Ua protocol. The following section illustrates how MBMS may be used to attack GBA and concludes that the strength of any GBA key against a UE supporting MBMS is only as strong as MD5, or more generally may only be as strong as the weakest Ua protocol a terminal supports. 
An analogy to this is that the A5/1 or A5/2 weakness could be used to attack WLAN access. It is not the same as A5/2 weakness being used to attack A5/1, as which is an issue inside a particular protocol.
2
Example: an attack on GBA using MBMS
The following describes an attack on GBA using MBMS. It is assumed that the attacker can intercept and respond to traffic directed towards a real NAF and can break MD5 during the lifetime of a Ks_ext_NAF. This is not to suggest the latter is currently possible, but nevertheless the attack illustrates how in general a weakness in one protocol could break GBA key derivation in general.

The UE is assumed to support MBMS with the key management performed inside the UICC. In this case Ks_ext_NAF is used directly as the password in Digest. The attack proceeds as follows: 

1. The attacker interests the subscriber in an imaginary MBMS service, e.g. by sending a prompt via SMS. The attacker provides the NAF-ID of the server that it wishes to attack (eg a mobile banking application). 

2. The subscriber decides that it is interested in the MBMS service and the UE sends the Registration message to the NAF.

3. The attacker intercepts the Registration message and responds with an WWW-Authenticate message.

4. The UE respond to the authentication challenge using MRK (=Ks_ext_NAF) as the password.

5. The attacker then proceeds to break MD5 before the expiry of the lifetime of Ks_ext_NAF.

6. The attacker has Ks_ext_NAF and can masquerade as the UE towards the NAF regardless what Ua protocol the NAF is running – not just MBMS – which requires just Ks_ext_NAF.  

While the above described attack may not be currently possible because of the need to break MD5 within the lifetime of a Ks_ext_NAF, it does illustrate that as currently designed GBA keys are no more secure than MD5 (and in general the GBA keys are no more secure than the weakest GBA protocol that uses Ks_ext_NAF directly). 

3
Possible Solutions
There appear to be several ways to solve this problem:

1. Include the Ua protocol name in the derivation of the Ks_NAF. (There are several ways to do this one, such as including the Ua protocol name as part of the NAF-ID.)

2. Provision UE with NAF-ID, Ua protocol pairs to ensure that the UE cannot use the wrong Ua protocol with a NAF.

3. The UE never uses a key in a Ua protocol until it has been used by the NAF.

Of these possibilities the first seems the most general, but the best method to achieve this is for future study. 
4
Conclusion
The above attack shows that GBA would benefit by futher key separation by Ua protocol, in order that one weak protocol may not be used to attack the keys to be used by stronger protocols. This seems particularly important given the generic nature of GBA, to be used with protocols that are not vetted by 3GPP. It is therefore recommended to consider whether a simple correction may be feasible for Release 6 and the extent of backward-compatibility problems if this concern is not addressed until Release 7.
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