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1. Discussion
In the SA2#49, SA2 discussed the solution for new WID “WLAN Interworking–Private Network access from WLAN 3GPP IP Access” (SP-050489).

SA2 reached to the consensus that the solutions both described in section 2.1 and 2.2 are feasible for the Private Network access from WLAN 3GPP IP access. The solution described in section 2.1 is applicable in case the external RADIUS server supports EAP procedure as the most preferable configuration. On the other hand, the solution described in section 2.2 is also required in order to maintain backward compatibility for the case that the external RADIUS servers do not support EAP procedure.

SA2 believes that both solutions are necessary to support the Private Network access from WLAN.

For your reference, the issue which needs to be solved is illustrated in annex A.
2. Solutions

2.1 IKE EAP procedure repeated twice with the AAAA sever that supports EAP
Flow
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Note: the red colored procedures are newly introduced.

Explanations on each Step

0
Capability negotiation is done in IKE_SA_INIT procedure.
1 
UE sends tunnel establishment request with W-APN and ID (NAI) to PDG with MULTIPLE_AUTH_SUPPORTED. 
(No changes between step 2 and 10 as specified 3GPP TS 33.234 and TS23.234)

2 
PDG sends Diameter EAP Request to authenticate UE using EAP AKA (SIM).

3 
3GPP AAA Server sends EAP-Request/AKA-Challenge.
4 
PDG forwards EAP Payload over IKEv2 to UE.

5, 6 
UE sends EAP-Response/AKA-Challenge to 3GPP AAA Server via PDG.

7 
3GPP AAA Server checks AKA-Challenge and authenticate UE, and sends EAP-Success with MSK.

8 
After PDG receives Diameter Success, PDG sends AA-Request to Authorize UE.

9 
AAA Server checks user profile and authorizes UE, and sends AA-Answer.

10 
After successful response from AAA Server, PDG sends EAP-Success to UE.

11 
UE indicates subsequent authentication to PDG by sending KIE_AUTH request with notify(Another_Auth_follows) in EAP payload.
12 
PDG returns IKE_AUTH response without SA, TS nor CP.

13.
UE sends IKE_AUTH request with the next authentication information in IDi Payload.

14 
PDG finds AAA or Radius server based on W-APN profile first and initiates the next authentication process over the radius protocol or Diameter.
15 to 19
UE and the AAA or Radius server exchange some EAP messages over IKE and Radius/Diameter via PDG
20 
When PDG receives Access Accept/Diameter Success, PDG sends EAP-Success to UE over IKEv2.

21,22
UE and PDG generate Auth payload using MSK, and check each other. And PDG send SA,TS,CPs.
23.24 
After successful tunnel establishment, PDG sends Account request (Start)/AA-Request.

Evaluations

· Service performance

The tunnel establishment procedure takes relatively longer. Three or more additional transactions need to be communicated between UE and Radius server depending on an EAP method taken. (Ex. EAP-TLS, EAP-MD5, etc)
· Standardization impact

Since this solution requires the procedure changes on IKE and EAP, Standardization activities in IETF seems necessary. This activity has been started with the internet draft “Multiple Authentication Exchanges in IKEv2” draft-eronen-ipsec-ikev2-multiple-auth-00.txt. See the attached internet draft: draft-eronen-ipsec-ikev2-multiple-auth-00.txt.

· Security aspects
It depends on what EAP method taken. Various EAP methods could be used in future. (Future proof). Compatibility with existing Gi reference point
PAP cannot be supported since EAP does not support PAP.

Radius server has to support EAP.

2.2 IKE EAP procedure repeated twice with the AAA sever that does not support EAP
Flow
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Note: the red colored procedures are newly introduced.

Explanations on each Step

0
Capability negotiation is done in IKE_SA_INIT procedure.
1 
UE sends tunnel establishment request with W-APN and ID (NAI) to PDG with MULTIPLE_AUTH_SUPPORTED. 
 (No changes between step 2 and 10 as specified 3GPP TS 33.234 and TS23.234)

2 
PDG sends Diameter EAP Request to authenticate UE using EAP AKA (SIM).

3 
3GPP AAA Server sends EAP-Request/AKA-Challenge.
4 
PDG forwards EAP Payload over IKEv2 to UE.

5, 6 
UE sends EAP-Response/AKA-Challenge to 3GPP AAA Server via PDG.

7 
3GPP AAA Server checks AKA-Challenge and authenticate UE, and sends EAP-Success with MSK.

8 
After PDG receives Diameter Success, PDG sends AA-Request to Authorize UE.

9 
AAA Server checks user profile and authorizes UE, and sends AA-Answer.

10 
After successful response from AAA Server, PDG sends EAP-Success to UE.

11 
UE indicates subsequent authentication to PDG by sending KIE_AUTH request with notify(Anothor_Auth_forrow) in EAP payload.
12 
PDG returns IKE_AUTH response without SA, TS nor CP.

13.
UE sends IKE_AUTH request with the next authentication information in IDi Payload.

14 to 15
EAP challenge/Response (CAHP challenge/CHAP password) takes place 

16
PDG constructs and sends Access Request message (including ID, CHAP-Challenge and CHAP-Password) to the Radius server over RADIUS based on the information (ID & Password) received from UE over the EAP response message.

17
The Radius Server authenticates and authorizes ID, and sends Access Accept.
18
PDG sends EAP success to UE.
19 to 22
Final processes of IKE and Account procedures
Evaluations

· Service performance

The tunnel establishment procedure takes longer. Three additional transactions need to be communicated between UE and Radius server.

· Standardization impact

Since this solution requires the procedure changes on IKE and EAP, Standardization activities in IETF seems necessary. This activity has been started with the internet draft “Multiple Authentication Exchanges in IKEv2” draft-eronen-ipsec-ikev2-multiple-auth-00.txt.

· Security aspects
ID & PASSWORD are protected by HMAC MD5.
· Compatibility with existing Gi reference point
PAP cannot be supported since EAP does not support PAP.

3. Actions
Action to SA3: SA2 kindly ask SA3 to provide feedback on the working assumption that the solutions both described in section 2.1 and 2.2 need to be standardized as the solutions for the private NW access from 3GPP I-WLAN access
4. Date of forthcoming meetings

SA2 #50

16 - 20 Jan 2006   

Budapest, Hungary
SA2#51

13 - 17 Feb 2006


Denver, US

- ANNEX A -

Issue needs to be solved

During the tunnel establishment, two authentication and authorization procedures have to be taken. One procedure is performed between UE and 3GPP AAA server that belongs to the 3GPP operator. The other procedure is performed between UE and Radius server that belongs to the ISP/Intranet.

According to the current 3GPP TS 29.161 (Interworking between the Public Land Mobile Network (PLMN) supporting packet based services with Wireless Local Area Network (WLAN) Access and Packet Data Networks (PDN)), when UE initiates the tunnel establishment to PDN, The Radius Client function (in PDG) sends the Authentication information to the Radius server over the Wi reference point. However, it is not clear how the Authentication information (e.g. User ID for Radius authentication, authentication password) can be conveyed from UE to PDG.　The following figure depicts the issue.

[image: image3]










































































































































































































































0-2. IKE_SA_INIT […, MULTIPLE_AUTH_SUPPORTED





0-1. IKE_SA_INIT […]





UE





ID & PW





PDG





WAG





Issue:


Procedure and protocol to convey ID & PASSWORD seems not defined.
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