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4.2
Key management overview

The BM-SC controls the use of the MBMS Service Keys (MSKs) to secure the different RTP sessions and FLUTE channels. The MSKs are used to protect the delivery of MBMS Transport Keys (MTKs), which are used to secure the RTP sessions and FLUTE channels as specified within clauses 6.5 and 6.6. The delivery of MSKs is secured with user specific MBMS User Key (MUK), which is received from GBA, cf. clause 6.1. MSKs and MTKs are managed at the MBMS User Service Level. 
The following rules apply for MBMS key management:

The use of the same MTK within two different RTP sessions is not allowed according to RFC3711 [11] section 9.1. 

It shall be possible to update the MTKs during an RTP session or FLUTE channel to enhance the security.

MSKs shall be used to protect MTKs of only one RTP session or FLUTE channel. It shall be possible to update the MSKs during an RTP session or FLUTE channel to enhance the security.

MSKs within one Key Group shall be used to protect MTKs of only one RTP session or FLUTE channel. To allow smooth transition from "current" MSK to the "next", the MGV-S shall be capable of storing two MSKs within the same Key Group as specified in clause 6.3.2.1 of TS 33.246.
Some of the rules are illustrated in figures 4.3 and 4.4.

The usage of MSKs and MTKs applied to a RTP session or FLUTE channel (i.e. usage of MSKs and MTKs for one Key group) is depicted in figure 4.3. Figure 4.4 shows an example of the usage of MSKs and MTKs for three RTP sessions. In particular it shows that MSKs and MTKs of one Key Group are used to protect exactly one RTP session. 
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Figure 4.3: MBMS key hierarchy: usage of MSKs and MTKs within one RTP session or FLUTE channel
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Figure 4.4: MBMS key hierarchy: usage of MSKs and MTKs for three separate RTP sessions 

According to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. In case two MBMS User Services share an MBMS Transport Service, they also share one or more RTP sessions or FLUTE channels carried in the Transport Service. In this case, it shall be possible for the MBMS User Services to share one or more MSKs and MTKs of the Key Groups that are used to protect the MBMS data.

An example showing how key management is used with MBMS User and Transport Services is depicted in Annex I.
***** END OF CHANGE *****

***** BEGIN OF CHANGE *****

6.3.2.1A
MBMS User Service Registration procedure

When a UE has received MBMS User Service information via User Service Discovery / Announcement procedures describing a MBMS User Service and the user wants to receive that MBMS User Service, the UE should register to the MBMS User Service.

NOTE 1:
The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the scope of the present specification how the UE receives the User Service information and how the User Service is triggered in the UE.

NOTE 2:
The MBMS User Service announcements are not protected when sent over MBMS bearer.

The UE shall receive the following information via the User Service Discovery / Announcement procedures if protection of the MBMS User Service is applied. In this case the UE shall register for the MBMS User Service. If on the other hand, the MBMS User Service does not require any protection (i.e. if service protection description is not present in the Service Announcement), the UE shall not register for key management purposes.

-
Fully qualified domain name of the key management server (i.e. the BM-SC). This is for the UE to know to which IP address to send within the MBMS User Service Registration/Deregistration and MSK request Procedures.

-
UICC key management required: yes/ no.
-
MIKEY FEC-protection, as defined in TS 26.346 [13], may be specified in the service protection description if MIKEY is FEC protected and encapsulated in FEC source packets.
-
Identifiers of the MSKs needed for the User Service.


For each MSK, the identifiers that shall be included are Key Domain ID and MSK ID. The Key Number part of each MSK ID shall be set to 0x0 to denote the current MSK. Specific Key Number values are not used in Service Announcement since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.

-
Mapping information how the MSKs are used to protect the different RTP sessions or FLUTE channels. If the MSK is applied to streaming data, then the following parameters shall be present per MSK:

-
SRTP authentication tag length

NOTE 3: 
If there is no integrity protection applied to the data, the length of the authentication tag shall be zero. 

-
SRTP MKI length

NOTE 4: 
Using the lengths of the authentication tag and the MKI field, the UE is able to locate the beginning of the MKI field in SRTP packets even before it has received the security policy payload supplied with the delivery of the MSK. This makes it possible for the UE to request the MSK required for the packet.

· Back off mode parameters, as defined in TS 26.346 [13], may be specified in association with each MSK if wanted by the service provider. The Back off mode is used to avoid congestion in MSK requests. The Back off mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off mode if it is requested by the BM-SC in the Service Announcement.

In case the UICC key management is required, the UE should only try to access the MBMS User Service if the used UICC application is capable of MBMS key management.
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Figure 6.0A: MBMS User Service Registration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

-
Indication that the UE requests to register to the MBMS User Service;

-
MBMS User Service ID.

The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Request function verifies from the BM-SC Membership function whether the UE is authorized to register to the MBMS User Service specified in the request. If the UE is authorized, the BM-SC Key Request function registers the UE to the MBMS User Service, which means that the UE is registered to receive the MSKs used in this MBMS User Service. The BM-SC Key Request function sends a HTTP 200 OK message with Authentication-Info header to the UE.

NOTE:
The BM-SC may not need to challenge the UE (dashed box in figure 6.0A), if the UE has used WWW Authorization request headers in the first message in figure 6.0A and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry to register to the MBMS User Service. Further error cases are described in clause G.2.4.

If the HTTP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery procedure(s) as specified in clause 6.3.2.3.

NOTE:
The time between the MBMS User Service Registration procedure and MSK delivery procedure may vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.

***** END OF CHANGE *****

***** BEGIN OF CHANGE *****

6.4.1
General

MIKEY is used to transport the MSKs and MTKs from the BM-SC to the UE. Clauses 6.4.2, 6.4.3, 6.4.4 and 6.4.5 describe how to create the MIKEY messages, while clause 6.4.6 describes the initial processing by the ME on these messages. The final processing is done by the MBMS key Generation and Validation Function (MGV-F) and is described in clause 6.5.

MIKEY shall be used with pre-shared keys as described in RFC 3830 [9]. The UDP port number for MIKEY is 2269 (see [17]).

To keep track of MSKs and MTKs, a new Extension Payload (EXT) [16] is added to MIKEY. The Extension Payload can contain the key types and identities of MSK and the MTK and Key Domain ID (see clauses 6.3.2 and 6.3.3).

In case MIKEY packets are FEC-protected (see TS 26.346 [13]), this is signalled within the MBMS User Service Description.
***** END OF CHANGE *****

***** BEGIN OF CHANGE *****

6.6.2
Protection of streaming data

6.6.2.1
Usage of SRTP

When it is required to protect MBMS streaming data SRTP (Secure Real-time Transport Protocol) as defined in RFC 3711 [11] shall be used. The MTK is carried to the UEs from the BM-SC using RFC 3830 [9] (MIKEY) with extensions defined according to this specification. MTK shall be used as the master key in SRTP key derivation to derive the SRTP session keys as defined in section 4.3 of RFC 3711 [11]. The correct MTK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which is included in the SRTP packets as defined in RFC 3711 [11]. The form of MKI shall be a concatenation of MSK ID and MTK ID, i.e. MKI = (MSK ID || MTK ID).

NOTE:
The UE knows the Key Domain ID related to this MKI from the User Service Description which includes mapping between IP address and port of the traffic and the corresponding Key Domain ID and MSK ID. 

If the SRTP packets are to be integrity protected, the SRTP authentication tag is appended to the packets as defined in RFC 3711 [11].

SRTP security policy parameters, such as encryption algorithm, are transported in MIKEY Security Policy payload as defined in section 6.10.1 in RFC 3830 [9].
FEC shall be applied beneath the SRTP layer as described within TS 26.346 [13]

NOTE: This deviates from the default FEC order as described within RFC3711 [11] clause 10. The reversed order is not signalled within the service protection description of the MBMS User Service Announcement.
6.6.2.2
Packet processing in the UE

When the SRTP module receives a packet, it will retrieve the correct cryptographic context identified by destination transport address, destination port and SSRC (according to RFC 3711 [11]), check if it has the MTK corresponding to the value in the MKI field in the SRTP cryptographic context.

NOTE 1:
The cryptographic context needs to be unique for each SRTP stream.

NOTE 2:
The SRTP module does not need to interpret the MKI field semantics. It only checks whether it has the MTK corresponding to the MKI value.

If the check is successful, the SRTP module processes the packet according to the security policy.

If the SRTP module does not have the MTK, it will request the MTK corresponding to the MKI from the key management module. When the key management module returns a new MTK, the SRTP module will derive new session keys from the MTK and process the packet. However, if the key management module does not have the MSK indicated by MKI, then it should fetch the MSK using the methods discussed in the clause 6.3.

If the correct MTK is not present in the UE when RTP traffic arrives, the UE shall wait for the next MTK update procedure from the BM-SC as described in clause 6.3.3.2.
NOTE 3:
It is implementation specific issue whether the UE spools encrypted packets or discards all packets before the UE has received the correct MTK.

If the SRTP module has lost synchronisation on the ROC (Roll-over counter) of the SRTP stream, it shall wait for the next MTK update message received within the ptm stream.

The below flow shows how the protected content is delivered to the UE.

[image: image4.wmf]UE

BM

-

SC

SRTP packet (MKI, auth tag)


Figure 6.8: Delivery of protected streaming content to the UE

***** END OF CHANGE *****

***** BEGIN OF CHANGE *****

Annex I (informative):
Example of using MSKs and MTKs in MBMS

The following table shows an example of two MBMS User Services, sports Mobile TV channel and news Mobile TV channel. Both of the MBMS User Services include an MBMS User Service Session that downloads a joke per day. The table shows how the MBMS User Services are broken down into RTP sessions (each including the data stream with related RTCP) and FLUTE channels. 

The table shows how MSKs and MTKs belonging to different Key Groups are used to protect the RTP sessions and FLUTE channels. It should be noted that the MBMS download session is shared with User Services 1 and 2 so these MBMS User Services need to be able to share MSKs in Key Group C. 

Furthermore the table shows how traffic could be carried over MBMS bearers, but this is not a security issue and is only shown here for completeness. 

Table J.‑1: Example of using MSKs and MTKs in MBMS
	User Service level
	User Service1
	Sport channel with joke of the day
	

	
	User Service 2
	
	News channel with joke of the day

	
	
	
	
	
	
	

	User Service Session level
	User Service Session
	MBMS Streaming Session (Sport)  


	MBMS Download Session (Joke / day)
	MBMS Streaming Session (News)

	
	RTP session/ FLUTE channel
	streaming audio 

(RTP session)   


	streaming video 

(RTP session)  


	file object download (FLUTE channel)
	streaming audio (RTP session)
	streaming video 

(RTP session)

	
	
	
	
	
	
	

	Key management level
	Key Domain 
	MCC/MNC
	MCC/MNC
	MCC/MNC
	MCC/MNC
	MCC/MNC

	
	Key Group
	Key Group A
	Key Group B
	Key Group C
	Key Group D
	Key Group E

	
	MSK 

Note 1
	MSK A1 (current)
	MSK A2 (next)
	MSK B1 
	MSK B2 
	MSK C1 
	MSK C2
	MSK D1
	MSK D2
	MSK E1
	MSK E2

	
	MTK

Note 1
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…

	
	
	
	
	
	
	

	Transport Service level
	Transport Service 
	MBMS Bearer N
	MBMS Bearer N+1
	MBMS Bearer N+2
	MBMS Bearer N+3 
	MBMS Bearer N+4

	Note 1:
This row has a time dimension to illustrate that MSKs and MTKs can be updated.


***** END OF CHANGE *****
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