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1 Introduction

This contribution discusses several alternatives for IMS access security solutions and highlights the pros and cons for each alternative when NAT/FW traversal is needed. The current IMS access security solution as specified in TS 33.203 is out of the scope of the alternatives, as it doesn’t work with NAT/FW devices. The early IMS Security solution specified in TR 33.978 doesn’t provide SIP signalling protection on IMS level, thus this solution cannot be used in broadband access network as such. 

The following IMS access security solution alternatives for NAT/FW traversal discussed in this contribution are:

· TLS

· IPSec tunnel mode (terminating to P-CSCF) with UDP encapsulation 

· WLAN-IW scenario 3 with IMS access security (TS 33.203) 

2 Alternatives

2.1 TLS

TLS has been already discussed in several earlier contributions seen in SA3, for example in [1]. The solution offers the following advantages:

· Provides privacy even for the first REGISTER message not true if pskTLS with http digest aka for key establishment is used, as http digest aka has to be run before pskTLS can be set up.
· Availability of client implementation (part of IETF SIP standard), true for TLS client, but not for pskTLS, DTLS or http digest aka client
· Mature and widely deployed mechanism true for TLS client, but not for pskTLS, DTLS or http digest aka client
· Already very commonly deployed in fixed network environment, the problem with fixed networks is client authentication. Certificates are difficult to accept for many operators, fixed networks may have the problem that no ISIM /USIM may be available, passwords may not be acceptable as they may be copied.
The following disadvantages have been discussed in ([2], [3]):

· Does not solve media protection

· Cannot be used with UDP. However, by using Datagram TLS [4] a signalling message transported with UDP may also be protected true, but there is no practical experience with DTLS
· TLS support need to be implemented in P-CSCF

The used authentication mechanism in TLS-based solution needs to be decided. Authentication based on TLS server certificates and HTTP Digest AKA is one option, another one is using PSK TLS. These options have been discussed in [5] and [6] but a detailed solution needs further work.

2.2 IPSec tunnel mode (terminating to P-CSCF) with UDP encapsulation 

The proposal has been described in [7]. UDP encapsulation was proposed to be implemented with IMS AKA instead of IKE.

This solution has some advantages:

· Could provide also media protection

The following disadvantages of this solution need to be taken into account:

· IPSec implementation changes and UDP encapsulation termination is required in P-CSCF. the Siemens contribution S3-050402 suggests that UDP encapsulation with tunnel mode may be provided as a modular add on to the Release 5 IPsec implementation,
· Need to refresh NA(P)T binding frequently this is not an issue of IPsec vs TLS but rather one of TCP vs UDP, UDP needs refreshes more frequently, but the mobile environment needs to support UDP..

· RFC3948 (UDP encapsulation of IPSec ESP packets) states, that protocol assumes usage of IKEv1 or IKEv2 
· If media is protected with the same IPSec tunnel, media flows go through P-CSCF. This is not an optimal solution from architecture or performance point of view. 
· The IPSec implementation is IMS specific, which slows down adoption of solution in some of the terminal types used in broadband environment.

2.3 WLAN-IW scenario 3 with IMS Access Security (TS33.203)

The solution is based on existing 3GPP specifications in TS33.234 and TS33.203. Media is protected by tunnel mode IPSec between UE and PDG according WLAN-IW scenario 3. SIP signalling is integrity and optionally confidentially protected between UE and P-CSCF with transport mode IPSec inside the outer IPSec tunnel. Authentication is based in IMS AKA. 

Another option is that the SIP signalling is protected only by tunnel mode IPSec to the PDG. In this case Network Domain Security is used between PDG and P-CSCF for signalling protection. This option still requires IMS level authentication to be used.

The above presented solution offers the following advantages:

· Provides media protection

· Based on 3GPP standardized mechanisms specified in TS 33.234 and TS 33.203

· Implementation support in 3GPP mobile terminals

· Flexible solution allowing to replace the inner IPSec with another solution

The first option of the solution has the following disadvantage:

· From terminal point of view the performance is not optimal due to two IPSec connections

3 Conclusion

Based on the discussion above both TLS and WLAN-IW scenario 3 based solution are good candidates for IMS access security solution when taking into account NAT and FW traversal requirement. We propose that SA3 agrees to take these two proposals as a basis for further work.. However, more detailed studies are needed before making the final decision on the IMS access security solution to traverse NAT/FW

The enhancement of IMS security  TS 33.203 Release 5 with UDP encapsulation, as described in S3-050402, should be also considered further, because the pros and cons in section 2 above were not entirely balanced.
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