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*** BEGIN OF CHANGES ***

6.3
Assets

User data: user payload (CS or PS) in the AN.

Security context data: 

· the subscriber key, Ki,

· replay counter, key sequence number (where applicable),

· SA data (Kc, CK, IK, etc),

· user identity, IMSI/TMSI,

Control signalling: signalling in the AN/CN: 

· radio resource management (including cipher mode command, etc)

· mobility/hand-off signalling (including AKA procedure, triplet/quintuplet transport etc),

· call set-up signalling

Editor’s note: should this be further classified, e.g. signalling “releasing” the phone from the network? 

Security signalling: higher layer signalling, directly related to security context: 

· IPsec tunnel establishment for integrated WLAN or other interworking access,

· GAA/GBA related signalling

Editor’s note: a “value” classification is TBD in connection to the risk analysis

*** NEXT CHANGE ***

9 Threat and Risk Analysis


9.1 Threat Analysis

For each of the assets, a threat analysis is performed against each of the security objectives relelvant for that asset. For each threat, possible attacks are listed. Also the most important “sub-assets”, comprising the “total asset”, are identified


9.1.1

User payload

No sub-asset.

9.1.1.1
Threats to confidentiality/privacy

Threat: sensitive user conversation/packet data is revealed.

Attack(s):

· The TE is fooled to re-use a previously compromised key.

· The TE is/will be fooled to re-use the same key with an insecure algorithm (see Section 9.1.5). 
· The key is disclosed by other means (see Section 9.1.5.1).

· The TE uses a stream cipher and re-uses a non-compromised key (and other data) that was earlier used to protect data known to the attacker.

· The TE uses a stream cipher and later re-uses the same (non-compromised) key (and other data) to protect data known to the attacker.

· The TE is fooled into switching off ciphering (see Section 9.1.4.2).

9.1.1.2
Threats to integrity/authenticity/non-repudiation

Threat: a subscriber generates traffic on behalf of another subscriber.

Attack(s):

· Attack on Ki (see Section9.1.5.1).
· Cryptanalysis of AKA algorithm, enabling response to be predicted.

Threat: A subscriber’s payload data is received incorrectly by a service (e.g. a credit card number sent over GPRS) or by another subscriber.

Attack(s):  An attacker modifies user payload data blindly (or by knowing plaintext).
9.1.1.3
Threats to availability

This is either a radio DoS attack (outside scope), or faked signalling (e.g. faked “detach”, “hand-off”, etc), which is handled below.

9.1.2
Call set-up signalling

Sub-assets: TE/NW control messages and “identifiers” (e.g. MSISDN).

9.1.2.1
Threats to confidentiality/subscriber privacy

Threat:  Someone can get information on who calls who.

Attack(s): Attacker is able to eavesdrop on call setup traffic and retrieves the MSISDN of at least one of the two parties.

9.1.2.2
Threats to integrity/authenticity/non-repudiation
Threat: Calls are redirected.

Attack(s):  Attacker changes the destination MSISDN of the call in the signalling (requires MITM). The attacker could change the destination of the call to 911.
Threat: Calls are dropped.

Attack:  Send faked “hang-up” or “call reject” signalling in the middle of a call.

Threat: Calls are faked.

Attack(s):  Send faked “call set-up” signalling. The real subscriber (the victim) must have authenticated prior to the attack. The attacker could set up numerous calls to 911.
Threat: Nodes in the network are taken over or put down.
Attack(s): Malformed messages causes badly implemented servers to crash. Could lead to that the attacker gets control over the node, or that the node simply crashes.
Threat: A user does not get charged for a call he/she did make.

Attack(s): A subscriber denies making a call he/she did make.

Threat: A subscriber gets charged for call-time he did not use.

Attack(s): A session is hijacked; making call is longer than user think it is.

9.1.2.3
Threats to availability

No explicit threats identified.
9.1.2.4



s longer than user think it is.



9.1.3
Mobility signalling

Important sub-assets: 

· Authentication signalling (e.g., AUTN, RAND and RES)
· Identification procedures

· (P)TMSI re-allocation signalling
· Location update (IMSI attach/detach)
· 
· Access network discovery signalling.

9.1.3.1
Threats to confidentiality/ subscriber privacy
Threat: User/TE identity is revealed.
Attack(s): An attacker sends a faked identification request, to which the TE responds (requires a false base station). In GPRS the attacker performs a faked GPRS detach/attach.
Threat: A subscriber/TE is tracked.

Attack(s): An attacker listens to the attach signalling and records the IMSI/IMEI of a subscriber. The attacker can then follow the TE’s subsequent updates of (P)TMSI. The attack requires that the confidentiality protection can be broken.
Threat: Subscriber is tracked by an attacker that can relate SQN (in AUTN) values to each other.

Attack(s): The attacker succeeds in crypt-analysing the f5 or f5* functions and can read the SQN from the traffic or that the f5 function is chosen as the zero-function.
9.1.3.2
Threats to integrity/authenticity/non-repudiation
Threat: TE is forced to use a certain network.

Attack(s): Send faked “PLMN not available”, force TE to look for another one.
Threat: The TE accepts faked authentication signalling messages.
Attack(s): The attacker manages to replay RAND and/or fake AUTN. In the latter case he has to break f1. Note that it is not necessary to break f5, since the f5 output is XORed with SQN. Thus implying that it is at least 50% chance that flipping the least significant bit of the SQN part of the AUTN produces an acceptable SQN.
Threat:  Successful impersonation of a subscriber.

Attack(s): 
· Cryptanalysis of A3 or f2.

· Security context is re-used in application independent way, and attacker use real (U)SIM as an oracle. 

Ed Note: This only works if the application security is based on that the authentication succeeded, or that the keys for the security are derived from the response.  
9.1.3.3
Threats to availability

Threat: Nodes in the network are taken over or put down.

Attack: Malformed messages causes badly implemented servers to crash. Could lead to that the attacker gets control over the node, or that the node simply crashes.
Threat: The TEs batteries are drained and the network signalling is increased.
Attack(s): A false base station broadcasts the location update timer, and it has a very low value causing the TEs to do the updates very often. The lower limit of the timer is six minutes. 
Threat: TE is disabled.

Attack(s): An attacker fakes a base station and sends a “illegal equipment” message to the TE. The attack is working as long as the SIM is not removed, or the TE is rebooted. Another attack is if the attacker is a MITM and changes the IMEI in the messages from the TE. 
Threat: The TE fails to authenticate properly.

Attack(s): The attacker changes the RAND in the challenge, or changes the RES in the response from the TE, or in the case the attacker is a “true” MITM he can just drop the messages.
Threat: A TE is illegitimately detached from NW.

Attack(s): Fake “IMSI detach” command from the attacker to the NW that a certain TE requests detach (this requires that the attacker can circumvent the authentication or that the attacker is a MITM that uses the TE as an oracle). 



9.1.4
Radio resource management signalling

Important sub-assets:

· TE cabability (“Classmark”) info, 

· location/Cell-ID where TE is located,

· security setup signalling (e.g., cipher-mode command),  

· radio measurement data,

· NW detach signalling,

· handover procedures.

9.1.4.1
Threats to confidentiality/subscriber privacy

Threat: Outsider can deduce information about a subscriber’s location.

Attack(s):  Eavesdropper retrieves the Cell ID from the signalling from the UE to the NW. Note: seriousness depends on also compromising subscriber ID (see Section 9.1.3).



· 
· 
Threat: Outsider can deduce information about the TE capabilities.

Attack(s):  The attacker listens to the attach signalling (or requests the Classmark information).. 
9.1.4.2
Threats to integrity/authenticity

Threat:  Outsider may trick TE into using no/wrong /weak encryption algorithm.

Attack(s): MITM fakes capabilities of the TE. E.g., the TE and NW is tricked into using GSM security even if both are capable of UMTS security.
Threat: A TE is illegitimately moved to another NW.

Attack(s): Forge radio measurement data signalling, causing handover to another NW. 

Threat: TEs are made to hand over to non-existing/faked base station.

Attack(s):  Faked h/o signalling towards the TE (probably only applicable to GPRS).



Threat: Any service relying on the radio measurements gets the incorrect information of the status of the radio link.

Attack(s): The attacker sends incorrect measurements.

Threat: The TE sends traffic outside of it’s allocated timeslots.

Attack(s): The attacker sends a message to the TE that instructs it to send traffic a little before the timeslot begins (this is used when the TE is at the border of the cell, to achieve correct synchronization)
Threat: False base station.

Attack: Attacker destroys real basestation, puts up a false basestation, faking  a basestation (e.g. over non-authenticated microvawe link) towards the NW and fakes a NW towards the TE.

Threat: Forcing TE into performing unnecessary re-synchronization. 
Attack(s): A TE sends many attach request for random/selected IMSIs.

9.1.4.3
Threats to availability

Threat: The TEs are not able to use signalling towards the network.

Attack(s): An attacker sets up a false BSC (could be implemented in a false base station), that sends a “barred access class” message, that disables signalling between the network and a set of TEs.

Threat: Nodes in the network are taken over or put down.

Attack: Malformed messages causes badly implemented servers to crash. Could lead to that the attacker gets control over the node, or that the node simply crashes.

Threat: One or more TE is illegitimately detached from NW (or are never able to attach).

Attack(s): Fake “Group Release” command from the NW to one or more TEs .






9.1.5
Security context data

Important sub-assets:

· Long-term subscriber key (Ki),

· 
· session confidentiality/integrity key(s) (Kc, CK, IK, etc),

· replay information (SQN_MS),

· application identifier (information on in which application, if any, the security context is being used in).

9.1.5.1
Threats to confidentiality/subscriber privacy
Threat: Ki is disclosed:

Attack(s):

· Ki is disclosed by passive cryptanalysis of the AKA algorithm.

· Ki is disclosed by active cryptanalysis of the AKA algorithm.

· Ki is disclosed by physical tampering with SIM/UICC.

· Ki is disclosed by injection (see threats to integrity/authenticity).

· Ki is leaked from manufacturer.

· Ki is leaked when installed in AuC. 

Threat: a session key (Kc, IK and CK) is disclosed.

Attack(s): 

· The key is disclosed  by cryptanalysis of the encryption/integrity algorithm using it.

· The key is disclosed by cryptanalysis of the AKA, A8, f3 or f4 algorithms.

· The key is disclosed by attacking Ki (see above).

· A known value is “injected”/replayed in the protocol (see threats to integrity).

· The key is disclosed by cryptanalysis of a hand-over key conversion function.

· An attacker cryptanalysis an application, where the GSM/UMTS security context is used in an application independent way.
· Key is exposed during access network transport.

· Key is disclosed by physical tampering of AG.

Threat: SQN_MS is forced out of synch.

Attack(s): Only identified attack is by manipulating AUTN (see mobility signalling).

9.1.5.2
Threats to integrity/authenticity

Threat: Ki is modified.

Attack(s):  A known value is injected by an attacker in a subscriber’s SIM/UICC and AuC.

Threat: Session key(s) are modified.

Attack(s): A known key is replayed. Only identified way to achieve this is to replay a challenge as part of the mobility signalling.
9.1.5.3
Threats to availability

Only DoS aspects.

9.1.5.4
Threats to non-repudiation

All threats related to disclosure of keys open up repudiation scenarios, No other threat has been identified.



9.1.6 
9.1.6.1 
9.1.6.2 
9.1.6.3 
9.1.6.4 
9.1.6.5 
9.1.6.6 
9.2
Risk Analysis

Editor’s note: This section will assign “seriousness” and” probability” to the threat found above.

9.2.1
Risk assessment

Editor’s note: This section will draw the line between which risks we accept and which we will look at countermeasures for.

*** END OF CHANGES ***
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