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*** BEGIN OF CHANGE ***

6.1.4.3 Fallback to full authentication from fast re-authentication

In the EAP SIM/AKA processes for full authentication, the 3GPP AAA server sends to the WLAN UE the temporary identities to be used in the next authentication process. This next authentication process may be either a full authentication process or a fast re-authentication process, depending on the type of temporary identity received by the WLAN UE. If the WLAN UE receives a fast re-authentication identity, it shall use it in the next authentication, thus indicating to the AAA server that a fast re-authentication must be performed. If the WLAN UE receives only a pseudonym, the WLAN UE shall use it in the next authentication process and hence a full authentication will be started.

Whenever a fast re-authentication identity is received by the WLAN UE, this shall be the temporary identity used in the next authentication process, regardless if a pseudonym was received as well. The full authentication EAP Request/SIM Challenge and EAP Request/AKA Challenge messages allow both types of identity to be sent. However, in the messages EAP Request/AKA Re-authentication and EAP Request/SIM Re-authentication it is possible to send only re-authentication identities, according to references [4] and [5]. 

If the home network decides to initiate fast re-authentications, it shall indicate it to the WLAN UE by means of including the fast re-authentication identity in a full authentication process. If, later on, the home network decides to perform again full authentication, the 3GPP AAA server shall indicate it to the WLAN UE requesting a pseudonym after reception of the re-authentication identity. For this reason, whenever the AAA server sends a fast re-authentication identity to the WLAN UE, it shall include as well a pseudonym when allowed by the draft-haverinen-pppext-eap-sim [5] and draft-arkko-pppext-eap-aka [4], so that the WLAN UE keeps it in case of  fallback to full authentication, requested by the AAA server. 
NOTE:
In the current version of the draft-haverinen-pppext-eap-sim [5] and draft-arkko-pppext-eap-aka [4] the pseudonym (i.e. AT_NEXT_PSEUDONYM attribute) can only be sent during a full re-authentication procedure (i.e. in EAP-Request/SIM/Challenge or EAP-Request/AKA/Challenge).
In case of EAP AKA, the AAA server, when it decides to perform full authentication again, shall use the message EAP Request/AKA Identity with the parameter AT_FULLAUTH_ID_REQ. The WLAN UE shall then return the pseudonym according to reference [4].

In case of EAP SIM, the AAA server, when it decides to perform full authentication again, shall use the message EAP Request/SIM/Start with the parameter AT_FULLAUTH_ID_REQ. The WLAN UE shall then return the pseudonym, according to reference [5].

*** END OF CHANGE ***
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