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1. Introduction

For “Access to NAF using HTTPS” specification, CR S3-050069 to TS 33.222 proposes to exclude the usage of GBA_U by only mentioning GBA_ME mechanism.

2. Use of GBA_U for TS 33.222

The reason for change of S3-050069 CR is:
“- By referencing the complete GBA specification it is implied that GBA_U shall be supported by both the NAF and the UE application. This has never been intended as there is no usecase for the Ks_int_NAF key within this specification.

- The BSF is not impacted by this specification.”

The interest in GBA_U for TS 33.222 essentially lies in the possibility to use Ks_ext_NAF and not only in the use Ks_int_NAF as indicated in the proposed CR 

The presence of GBA_U for TS 33.222 allows the use of the NAF-specific key Ks_ext_NAF for the authentication schemes (shared key-based UE authentication with certificate-based NAF authentication and shared key-based mutual authentication between UE and NAF).

The advantages of using Ks_ext_NAF rather than Ks_NAF are the following: 

· Security advantage

S3-040773 contribution, presented in the scope of GBA_U discussions, indicates that the security level associated to Ks_ext_NAF (GBA_U) is higher than the security level associated to Ks_NAF (GBA_ME). So, the authentication schemes specified in TS 33.222 should benefit from the GBA_U security features.

· GBA_U: a generic mechanism

GBA specification TS 33.220 states that GBA-aware ME shall support both GBA_U and GBA_ME. So, there is no issue for a GBA-aware ME to run a GBA_U procedure when a GBA-aware UICC is present in the UE. 

Ks_ext_NAF availability

In case of a GBA-aware UICC, the UE equipped with a HTTP capable client could use the Ks_ext_NAF for the authentication schemes:

1) Shared key-based UE authentication with certificate-based NAF authentication: 

When the UE sends a response with an Authorization header field where Digest is inserted using the B-TID and the NAF-specific key as password, the Ks_ext_NAF could be used as NAF-specific key. 

2) Shared key-based mutual authentication between UE and NAF

The UE and the NAF could also derive the TLS premaster secret from the NAF-specific Ks_ext_NAF.

Ks_int_NAF availability

The use of Ks_int_NAF could also be foreseen. It was clarified in S3-040774 that the use of Ks_int_NAF does not always require the definition of a new ME-UICC interface since some existing UE applications (not specified in Rel-6) may use those GBA_U NAF-specific keys without involving a new ME-UICC interface (cf (U)SIM toolkit application and JSR177 mechanisms).

Advantage of generic mechanism

TS 33.222 describes how the access over HTTP can be secured using TLS in the Generic Authentication Architecture. Since GBA_U is a generic mechanism, there is no reason to preclude the use of GBA_U for accessing in a secure manner the services that may be accessed over HTTP.

The operators issuing GBA_U-aware UICCs should have the possibility to benefit from the GBA_U security features for the different services that might be accessed. Moreover, operators could decide to have BSF and NAFs that support GBA_U only. 

Consequently, the use of GBA_U for TS 33.222 authentication schemes should not be precluded. The interest lies essentially in the use of the Ks_ext_NAF.

3. Proposal

GBA_U mechanism should not be excluded to access services by means of HTTPS. Consequently, we kindly ask SA3 to reject S3-050069 CR and to accept the companion CR to TS 33.222 which completes references to TS 33.220.
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