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1 Introduction

In some cases, e.g., when the charging is to be based on MSK delivery, it is crucial to be able to rely on that the UE has received the MSK to provide a robust charging scheme. It is not good enough to rely on the UE to send an acknowledgement of the reception, since a malicious UE could refrain from sending such a message. The following is a proposal to increase the reliability of the acknowledgement.

2 A proposed solution

To increase the chance that the UE stays honest and delivers the acknowledgement to the BM-SC the approach described below could be taken. Note that it is assumed that MGV-F and MGV-S resides in a secure place in the UE.

1. The UE receives the MSK message and delivers it to the MGV-F. The MGV-F unpacks the MSK, stores it in the MGV-S and marks it as inactive.

2. The UE sends an MSK acknowledgement message back to the BM-SC in the MIKEY verification message.

3. Upon reception of the acknowledgement, the BM-SC sends an “activation-message” back to the UE (could be done by another MIKEY verification message).

4. The UE receives the activation message and hands it over to the MGV-F. The MGV-F marks the MSK as active.

5. The UE sends an acknowledgement message back to the BM-SC.

6. If the BM-SC does not receive the acknowledgement to the activation message within a predetermined time, the BM-SC resends the activation message.

The MGV-F does not give the UE any keys protected by the MSK until it is marked as active.

3 Analysis of the proposed solution

The above solution is not waterproof, but it ensures that malicious users are forced to pay, and it increases the probability that honest users are fairly charged.

A malicious user that refuses to send the MSK reception acknowledgement message back to the BM-SC will not be able to use the MSK since it will be marked as inactive, and will hence be denied service.

A honest user may receive the MSK delivery, send the reception acknowledgement and get charged, but then the MSK activation message from the BM-SC to the UE may be lost. In this case the user will be charged for a service he will not be able to use. To increase the probability that the message arrives at the UE, steps 5 and 6 are added above. Note that a the UE has already been charged for the MSK, so there is no point for a malicious ME to not send the acknowledge of the activation message.

It should be noted though that the all three messages (MSK delivery, reception acknowledgement and MSK activation message) are sent in sequence, and if the first two messages are correctly delivered, it is also likely that the third message (the activation) will be delivered correctly.

Typically, if the UE is in radio coverage with lousy radio-conditions all messages gets through on the interactive bearer (albeit at a lower bit-rate). If the UE is out of radio coverage, all messages are lost and the UE will not be charged.

4 Conclusion and proposal

The proposed solution gives a more robust way of charging users based on MSK reception than the current two-way “handshake”. It is proposed that the accompanying CR [2] is implemented in TS 33.246 [1]. 
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