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1. Overall Description:

SA3 would like to inform ETSI SAGE on their work on encryption for voice group calls and would like to consult with ETSI SAGE on two issues.

Brief description of the key agreement

The content of the attached CR was agreed at SA3#33 with some open points which need further study (see below). Key agreement of the encryption key V_Kc is done in two steps:

1. A8_V derives a short term key VSTK (128 bits) using the secret key V_Ki (128 bits, securely stored on the USIM and in the GCR) and the challenge VSTK_RAND (32 bits, generated by the GCR and sent to the USIM) (ref. Annex F.4.1 of the attached CR)

2. The key modification function KMF (implemented in the ME and BSS, ref. Annex F.4.2) modifies the short term key VSTK using the parameters CGI (Cell Global Identity, 56 bit) and CELL_GLOBAL_COUNT (proposed length 4 bit, but the possibility to provide this parameter on the air-interface is currently investigated by GERAN2, i.e. it might happen that length of CELL_GLOBAL_COUNT might be changed (in the worst case to length 0)). 

The purpose of modifying VSTK using CGI is that the same key shall not be used in different cells. Since a voice group call takes place in a lot of cells simultaneously the usage of same key stream block during a call might be likely otherwise. Similarly, the usage of CELL_GLOBAL_COUNT should avoid that the same key stream block is used when the hyperframe number (parameter COUNT in Annex F.5 in the attached CR) repeats after about 3 hours.
The derived key V_Kc is used together with the (unmodified) GSM encryption algorithm A5/x to encrypt the voice group call.

Questions

SA3 would like to be advised by ETSI SAGE on the following issues:

1.
Is the proposed length of 32 bits for VSTK_RAND secure enough? If yes, how would SAGE assess the longevity of this security? The length is caused by a limitation on the air-interface. More bits would cause segmentation of certain messages which GERAN2 would like to avoid. Please note also, that the operator has the possibility to exchange V_Ki via USIM OTA. For this purpose there are two V_Ki per group available.

2.
Are there any (cryptographic) requirements on the key modification function KMF? The function must be fast since it is executed when a mobile is handed over from one cell to another cell. Is the XOR-function ( (i.e. KMF := VSTK ( (CGI | CELL_GLOBAL_COUNT)) appropriate?

It is intended to resolve all open issues and approve a CR at SA3#34.

2. Actions:

To ETSI-SAGE

ACTION: 
TSG- SA3 ask ETSI SAGE to provide guidance on the above questions and to comment other issues of the CR, if required.

3. Date of next TSG-SA WG3 Meetings:

	SA3#34
	6–9 July 2004
	Acapulco, Mexico

	SA3#35
	5–8 Oct 2004
	Malta


