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1 Introduction

The target for freezing release 6 specifications is set to September 2004. Decisions on open issues need to be taken at SA3 #33 to complete the Presence Security TS for release 6.  Some issues - like the transfer of user identities - need to be resolved, but except for that we think that the current TS 33.141 v 1.1.1 meets the need for Presence Security for release 6. 

We propose not to specify TLS v1.1, TLS extensions and shared key TLS for release 6. We also propose to choose the reverse proxy as the Authentication Proxy solution. 

2 Discussion

2.1 TLS v1.1 and TLS extensions

TS 33.141 v 1.1.1 [1] contains the following editor’s notes:

· Editors Note
 The specification need to consider [6], [8] and [9] and make appropriate profiling of these TLS protocols and the TLS version 1.1. need to be considered also. [TS 33.141, Section 4]

· Editors Note: It is FFS if it is possible to base the Presence Security on TLSv1.1 [14], which is currently in draft status in IETF. [TS 33.141, section 6]

· Editors Note: It is FFS what parts (if any) of the TLS extensions as specified in RFC 3546 [9] that shall be implemented in this TS [TS 33.141, section 6.2]

TLS v 1.1 [2] is still in draft status in IETF. Transport Layer Security (TLS) Extensions [3] has been published as RFC 3546.

An appropriate profiling of TLS for version 1 was agreed at SA3 #32 [4]. Currently no compelling arguments are seen for specifying TLS v1.1 and TLS extensions in release 6.  Thus, we think that the editor’s notes above can be removed from the draft Presence Security TS, and that TLS v1.1 and TLS extensions can be considered for use in later releases.

Proposal 1: TLS v1.1 and TLS extensions are not specified for Presence Security in release 6. The feasibility of TLS v1.1 and TLS extensions are to be reconsidered in later releases.

2.2 Shared Key TLS

Two proposals for shared key TLS are under consideration in the IETF TLS working group: “Use of Shared Keys in the TLS Protocol” [5] and “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)” [6]. No decisions have been made thus far on which proposal should be chosen. The “Use of Shared Keys in the TLS Protocol” Internet Draft expired in April 2004 and the “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)” (draft-eronen-tls-psk-00.txt) Internet Draft is not adopted as an IETF TLS WG working document yet.

We see it as unlikely that work on shared key TLS will be ready in release 6 timeframe. Therefore, we think that SA3 should endorse the following proposal:

Proposal 2: Shared key TLS needs to be more mature before being considered for Presence Security, and thus shared key TLS should not be specified for Presence Security in release 6. The feasibility of shared key TLS can be reconsidered in later releases.
2.3 Authentication Proxy

TS 33.141 v1.1.1 [1] section 4 contains the following text:

“The use of an Authentication Proxy should be such that there is no need to manage the Authentication Proxy configuration in the UE.

NOTE 2:
This requirement implies that the Authentication Proxy should should be a reverse proxy in the following sense: A reverse proxy is a web server system that is capable of serving web pages sourced from other web servers - in addition to web pages on disk or generated dynamically by CGI - making these pages look like they originated at the reverse proxy

[Editors Note: The above requirement may be revisited after the following issues are fully studied:

-
Feasibility of shared-key TLS

· Terminal Configurability]”

 TS 33.141 Annex A contains the following editor’s notes:

· Editor’s Note: The shared-key TLS based authentication does not require server’s certificate, but the possession of the key for authentication. The procedure is FFS.

· Editors Note:
The text in this informative annex may need to be revisited if changes in the main body of the text are made and when a final solution have been chosen.

As mentioned in section 2.2, shared key TLS is experiencing slow progress in IETF and cannot be considered mature. There has been no input in SA3 on terminal configurability so far. In order to progress Presence Security for release 6 in a timely manner, we therefore think that these editor’s notes should be removed and that SA3 decides that the Authentication Proxy should be a reverse proxy. 

Proposal 3: The Authentication Proxy shall be a reverse proxy.

3 Proposal

We propose that SA3 endorses Proposals 1-3:

· Proposal 1: TLS v1.1 and TLS extensions are not specified for Presence Security in release 6. The feasibility of TLS v1.1 and TLS extensions are to be reconsidered in later releases.

· Proposal 2: Shared key TLS needs to be more mature before being considered for Presence Security, and thus shared key TLS should not be specified for Presence Security in release 6. The feasibility of shared key TLS can be reconsidered in later releases.
· Proposal 3: The Authentication Proxy shall be a reverse proxy.

The attached pseudo-CR implements the relevant changes to TS 33.141. We propose that SA3 endorses these changes.
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