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1 Introduction

This contribution discusses protection for the interface between the Authentication Proxy and Application server. 

2 Discussion

Draft TS 33.222 does not currently cover protection for the interface between the AP and the AS. Draft TS 33.141 contains the following editor’s note:

“Editors Note:
The exact requirements on the Zb interface the use of NDS/IP for Presence Security are FFS.”

TS 33.210 [1] specifies how NDS/IP mechanisms can be used for confidentiality and integrity protection.  For traffic between security domains, the Za interface shall be deployed. For traffic inside a domain, the Zb interface can be deployed.

3 Proposal

We think that the AP-AS interface protection should follow the same design principle that was used in IMS network domain security, which rely on NDS/P mechanisms [1]. We propose the following amendment to draft TS 33.141:

“Confidentiality and integrity protection may be provided for the interface between the AP and the AS, using the Zb interface of NDS/IP as specified in TS 33.210 [x].”

We propose the following amendment to draft TS 33.222:

“Confidentiality and integrity protection can be provided for the interface between the AP and the AS using NDS/IP mechanisms as specified in TS 33.210 [x]. For traffic between different security domains, the Za interface shall be operated. For traffic inside a security domain, it is up to the operator to decide whether to deploy the Zb interface. ”

The attached pseudo-CRs implement the changes to TS 33.222 and TS 33.141.

4 References

[1] 
 3GPP TS 33.210 “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network Domain Security; IP network layer security”.
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