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1. Introduction

This document discusses multiple key derivation in GBA. Basically, there is potential interoperability problem when GBA multiple key derivation is implemented in UICC, or when multiple software vendors provide applications to same UE. It is proposed that multiple key derivation is made optional in UE side. BSF should be able to maintain multiple keys (Ks) for one UE. 

2. Problem statement

SA3 has currently the following working assumptions related to key derivation in GBA: 

· The basic format of keying material, Ks, is concatenated session keys (i.e. Ks = IK||CK). 

· Multiple key derivation is optional. If multiple key derivation is used (indicated by a flag), Ks_NAF = KDF (Ks, key derivation parameters), where KDF is a suitable key derivation function, and the key derivation parameters include the user's IMSI, the NAF_Id and RAND. 

· The same Ks may optionally be used with several NAFs. This procedure is called as “multiple key derivation”, and it results different keying material for different NAF. 

If several applications share the same key material, the following practical interoperability problems should be addressed:

· If the key derivation is implemented in UICC (as it may be done in GBA_U), there must be a standard interface for applications to give relevant key derivation parameter, such as NAF_Id, to UICC, and for UICC to return potential keying material back to applications. UICC is not able to derivate the keys for different NAFs if it does not know related NAF identities. 

· If different software vendors develop applications to same UE, there must be similar interface between applications and software entity that implements multiple key derivation. 

3. Alternative solutions

The following alternative solutions have been identified: 

1. In ME based GBA, the interface between applications and the entity implementing multiple key derivation is proprietary. The use of multiple key derivation is not supported in UICC based GBA. 

2. Open interface should be developed in UE between applications and the entity implementing multiple key derivation. This interface could be used in both UICC based GBA implementations, and in the case when multiple software vendors provide applications to same UE. 

3. BSF should be able to tolerate an exceptional situation where some applications use multiple key derivation while others do not. The indication from BSF to UE about the use of multiple key derivation should be seen as strong recommendation. However, BSF should still be able to store multiple keys (Ks) for one UE. BSF should not use the generation of new Ks as an indication that existing Ks can be removed before its lifetime has expired. 

4. Conclusions

 Ericsson proposes that SA3 makes multiple key derivation optional to use in UE (solution 3 in section 3). This solution would give more time to develop the interface between applications and the entity implementing multiple key derivation, e.g. UICC.
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