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1. Introduction

Generic Bootstrapping Architecture (GBA) has mainly been built under an assumption that Network Authentication Function (NAF) is located in the home network. However, there is already a use case when NAF may be located in visited network, i.e. MBMS. This increases the pressure for SA3 to decide how to implement GBA in roaming scenarios. 

This document does not directly propose any GBA roaming model. However, document proposes enhancement to GBA transaction identifier in order to make it more secure also for roaming uses cases. It is proposed that SA3 should consider the proposed transaction identifier format for GBA. 

Change to the procedure by which the transaction identifier is created is also proposed. Instead of generating the transaction identifier in BSF, and sending it to UE, it is proposed that UE generates the identifier from the parameters that it already possesses. 

2. Problem statement 

One problem related to current GBA is that BSF (in the home network) cannot be sure that NAF, who is requesting keying material, is really talking to the UE. The only verification BSF does it based on the validity of transaction identifier. If transaction identifier exists, then BSF will return keying material to NAF. 

Anybody who is able to monitor UE-BSF interaction is also able to construct valid transaction identifier (currently specified as RAND@BSF_servers_domain_name). This is not a problem if only authorized NAFs have access to BSF, or if all NAFs and BSFs use some underlying security mechanism such as TLS or IPsec. However, if the 3G networks are more open in the future, the current GBA may not be secure enough. Especially, BSF would benefit from knowing that UE is really involved with NAF at the time NAF makes the key material request. 

Also, the current GBA documents define that BSF should generate the transaction identifier, and send it to UE in 200 OK message. This looks like a waste of resources because UE knows all parameters related to the transaction identifier, i.e. RAND and BSF server domain name, as they are currently defined. 

2. Solution 

This document proposes enhancement to GBA transaction identifier. Instead of using RAND alone as the “username” in transaction identifier, SA3 should consider the following:

· Including AKA session key (CK) to the identifier. In order to avoid revealing the session key to unauthorized parties, a one-way hash function should be used. Binary output form a hash function should be encoded to text format, e.g. by using base64 encoding. 

· In order to be able to use the same keying material for other purposes, the key should be concatenated with a static string, the so-called key mask, before using as an input to the hash function. 

Example of more secure transaction identifier would be: 

Base64_encoded[hash(key-mask | CK)]@BSF_servers_domain_name 

where key-mask is a static string such as “3GPP-bootstrapping”

The shortcoming of this transaction identifier is still that it can be used only once. If communication with a NAF is not successful, the same transaction identifier cannot be re-used securely with other NAFs – because the transaction identifier may have been revealed to unauthorized parties. In order to allow re-use of the same transaction identifier with several NAFs securely, the derivation should include a counter value. The counter value could be generated by the UE, and included both in the hash function and as a clear text in the transaction identifier. 

Examples of more secure transaction identifier that is not restricted to one use only: 

counter.Base64_encoded[hash(counter | key-mask | CK)]@ BSF_servers_domain_name 

Note that the transaction identifier should also include a clear text parameter that will identify the subscription and/or end-user public identity. Identification information is needed in BSF in order to find the right password effectively. It may also be used for indicating under which public identity the UE is authenticated. If clear text identification information is not included, the implementation becomes complex. For example, the identifier may include base64 encoded RAND value – in the same way that it is currently specified: 

counter.Base64_encoded[hash(counter | key-mask | CK)].Base64_encoded[RAND]@ BSF_servers_domain_name 

3. Conclusions

This document proposed an enhancement to transaction identifier in order to further secure GBA infrastructure also in roaming scenarios. Note also that the solution has potential also for other use, e.g. simple “single-sign-on” solution (each transaction identifier is essentially “a ticket” or one-time password that can be sent in clear text). 

It is also proposed that transaction identifier is generated in UE and BSF independently in order to save resources in the Ub interface. 

Attached CRs implement these changes to 33.220. 
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