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	Reason for change:
(

	The Diffie-Hellman (DH) Groups are needed for the entropy of key generation by the DH exchange. There are two types of DH Groups; MODP (Modular Exponential) and EC2N (Elliptic Curves). The general rule when choosing suitable DH group is to think about the needed security of the keys - the larger modulus, the larger entropy of the keys generated by the DH exchange.

DH1 is the 768-bit MODP group. This can be thought too weak when speaking about today's encryption functions. Its usage can be justified only in rare, special cases. The minimum recommendation for chosen DH group is the DH2 with 1024-bit MODP. DH5 group is 1536-bit MODP. It is another more secure choice in addition to the DH2.

DH3 and DH4 groups are elliptic curves (EC) and based on the Galois Field GF[2^155], GF[2^185], respectively. These two groups seem to have some vulnerable characteristics based on comments of some EC cryptographers.

IETF has also discussed about the stronger DH groups and they have introduced remarkably bigger groups (MODP >3000-bit) but they are not used so widely at the moment in the industry. Also the handling of the bigger groups is slower compared to smaller ones.

NDS/IP does not explicitly specify required DH group. IKE (RFC 2409) requires support only for weak DH1 and recommends support for DH2.
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************ Change ************

5.4
Profiling of IKE 

The Internet Key Exchange protocol shall be used for negotiation of IPsec SAs. The following additional requirement on IKE is made mandatory for inter-security domain SA negotiations over the Za-interface.

For IKE phase-1 (ISAKMP SA):

-
The use of pre-shared secrets for authentication shall be supported;

-
Only Main Mode shall be used;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Support of 3DES in CBC mode shall be mandatory for confidentiality;

-
Support of AES in CBC mode (RFC‑3602 [29]) shall be mandatory for confidentiality;

-
Support of SHA-1 shall be mandatory for integrity/message authentication;
-
Support of Diffie-Hellman group 2 shall be mandatory for Diffie-Hellman exchange.
Phase-1 IKE SAs shall be persistent with respect to the IPsec SAs is derived from it. That is, IKE SAs shall have a lifetime for at least the same duration as does the derived IPsec SAs.

The IPsec SAs should be re-keyed proactively, i.e. a new SA should be established before the old SA expires. The elapsed time between the new SA establishment and the cancellation of the old SA shall be sufficient to avoid losing any data being transmitted within the old SA.

For IKE phase-2 (IPsec SA):

-
Perfect Forward Secrecy is optional;

-
Only IP addresses or subnet identity types shall be mandatory address types;

-
Support of Notifications shall be mandatory;
-
Support of Diffie-Hellman group 2 shall be mandatory for Diffie-Hellman exchange.
Key Length and support of AES transform:

Since the AES‑CBC allows variable key lengths, the Key Length attribute must be specified in both a Phase 1 exchange [20] and a Phase 2 exchange [18]. It is noted that the key length for use with this specification shall be 128 bits.
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