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6.4
Hiding mechanisms

The Hiding Mechanism is optional for implementation. All I‑CSCFs in the HN shall share the same encryption and decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the I‑CSCF shall encrypt the hiding information elements when the I‑CSCF forwards SIP Request or Response messages outside the hiding network’s domain. The hiding information elements are entries in SIP headers, such as Via, Record-Route, Route and Path, which contain addresses of SIP proxies in hiding network. When I‑CSCF receives a SIP Request or Response message from outside the hiding network’s domain, the I‑CSCF shall decrypt those information elements that were encrypted by I‑CSCF in this hiding network domain.

The purpose of encryption in network hiding is to protect the identities of the SIP proxies and the topology of the hiding network. Therefore, an encryption algorithm in confidentiality mode shall be used. The network hiding mechanism will not address the issues of authentication and integrity protection of SIP headers. The AES in CBC mode with 128-bit block and 128-bit key shall be used as the encryption algorithm for network hiding. In the CBC mode under a given key, if a fixed IV is used to encrypt two same plaintexts, then the ciphertext blocks will also be equal. This is undesirable for network hiding. Therefore, random IV shall be used for each encryption. The same IV is required to decrypt the information. The IV shall be included in the same SIP header that includes the encrypted information.
6.5 CSCF interoperating with proxy located in non-IMS network

SIP signalling protected by TLS specified in RFC 3261 [6] may be used for protecting the SIP interoperation between an IMS CSCF with a proxy located in non-IMS network. The CSCF may request the TLS connection with a foreign Proxy by publishing sips: URI in DNS server, that can be resolved via NAPTR / SRV mechanism specified in RFC 3263 [22]. The TLS session could be inititiated from either the CSCF or the foreign proxy. A TLS connection is capable of carrying multiple SIP dialogs.
Applying this method is to prevent attacks on SIP level, but it does not prohibit other security methods to be applied so as to strengthen the security for IP based networks. This part is specified in TS 33.210 Annex A [5].
Note: the key management and certificate management for TLS is out of scope of the present specification.

Note: The security mechanism between the CSCFs within IMS is covered by NDS/IP security specified in TS 33.210 [5].
--- Change completes---
7
Security association set-up procedure
The security association set-up procedure is necessary in order to decide what security services to apply and when the security services start. In the IMS authentication of users is performed during registration as specified in clause 6.1. Subsequent signaling communications in this session will be integrity protected based on the keys derived during the authentication process.
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