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INTRODUCTION

3GPP is currently studying the split of the functionality of a 3G User Equipment (UE) over several physical devices connected over local interfaces. The use of Bluetooth is one example of a realisation of such a local interface. In particular, the UE functionality split is studied in the context of 3G WLAN interworking where, in one typical configuration, the functions required for WLAN access are split over a mobile phone with a SIM or USIM card and a laptop with a WLAN card. In their meeting in February, 3GPP SA3 identified an attack (described in the attached document S3-040163) relating to this configuration. This attack would allow the attacker to impersonate a network towards the user on a permanent basis. The attack exploits properties of the Bluetooth link between the mobile and the laptop.

In the attached document S3-040123, section 3, possible countermeasures against the attack are described. 3GGP SA3 discussed these countermeasures, but felt that expertise from the Bluetooth Security Experts Group was needed in order to make a decision on the countermeasures. It is indicated in the text of S3-040123, section 3, where the advice of the Bluetooth SEG is sought in particular.

ACTION:

3GPP SA3 kindly asks the Bluetooth Security Experts Group to comment on the attack described in S3-040163 and the possible countermeasures described in S3-040123, section 3. Suggestions regarding countermeasures, which may be known from other uses of Bluetooth and not contained in the attached documents, are, of course, also very welcome. 
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