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1. Introduction

This contribution is a follow up to Nokia contribution [S3-030729], which was presented in Munich meeting in November 2003. It discussed a possibility for UE to trigger BSF to do an unsolicited push of bootstrapping information, i.e. transaction identifier (TID), NAF specific shared secret (Ks_naf), and optional subscriber profile information, to a NAF.  This would simplify procedures during shared secret usage over Ua interface (between UE and NAF) since if NAF already has received the bootstrapping information, it does not need to use Zn interface to fetch this information. Further more, it would also decrease the processing load on BSF since after BSF has delivered the bootstrapping information to NAF, it need not keep the bootstrapping information in its local database.

Several concerns were raised in the Munich meeting related to the unsolicited push procedure. This contribution updates the procedure that was introduced in [S3-030729] in section 2 and addresses these concerns in section 3.2.

2. Discussion

2.1 Use case: Triggering during bootstrapping procedure

In order for UE to trigger BSF to do an unsolicited push of bootstrapping information to one NAF, the NAF_ID is inserted to the initial bootstrapping request.  In the list there can be zero or one NAF_ID present. NAF_ID is known by the BSF so that it knows to which NAF the bootstrapping information is to be pushed. 

Note: This is the “use case 1” listed in the original contribution [S3-030729] with a change that the bootstrapping information is pushed to a single NAF, not to a list of NAFs. This also the reason why the “use case 2” listed in the original contribution is not applicable any more. These changes were necessary because the bootstrapping procedure could be done everytime when UE contacts a NAF and that NAF asks for GBA-based authentication; hence the usage of single bootstrapping information is limited to one NAF.

2.2 NAF_ID considerations

Requirements for NAF_ID:

· NAF_ID shall be in a format, which is easily discovered or known by the UE.

· NAF_ID shall be globally unique to identify a NAF.

Solution for NAF_ID format:

· Fully qualified domain name (FQDN) consists of a host and domain name, including top-level domain of the NAF, e.g. “presence.operator.com”. An advantage of this NAF_ID format is that it uniquely identifies the NAF and is easily discovered or known by the UE.

2.3 Procedure details

Figure 1 describes the bootstrapping procedure where UE triggers the pushing of bootstrapping information from BSF to a NAF.
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Figure 1. UE triggered push of bootstrapping information from BSF to a NAF.

1. (Optional) UE contacts a NAF. NAF indicates to the UE that it requires authentication and that GAA should be used.

2. UE prepares to do bootstrapping procedure. If UE already knows the NAF, it may add the NAF_ID in the initial bootstrapping message 3.

3. UE sends initial HTTP request to BSF with IMPI, and optional NAF_ID. (“NAF_ID?” means that NAF_ID parameter may be either absent or present in the message.)
4-5. (Optional) BSF fetches authentication vectors AV and profile information from HSS.  Optionally, if BSF already has AV for the UE it may skip steps 4 and 5 all together. 

6-7. Ordinary HTTP Digest AKA steps are done and new bootstrapping info is established.

Note: Steps 8-10 are optional and are done only if the optional NAF_ID was present in the initial bootstrapping request in step 3.

8. (Optional) If NAF_ID was present in the initial HTTP request (step 2), then BSF pushes the bootstrapping info to the NAF indentified by NAF_ID.

9. (Optional) NAF specific bootstrapping info is pushed to the NAF by BSF.

10. (Optional) NAF acknowledges that the bootstrapping info was received and stored.

11. HTTP response 200 OK with TID is sent to the UE to indicate that the bootstrapping procedure was successful. There is no indication whether the optional unsolicited push operation was successful or not.

12. UE contacts the NAF.  If the NAF already possesses the bootstrapping info identified by the TID, it does not need to fetch the bootstrapping info from BSF over Zn interface. If the bootstrapping info is not present in the NAF, it fetches the info from BSF over Zn interface.

3. ANALYSIS

3.1 Updated analysis (compared to S3-030729)

Attacks

NAF_ID is not integrity protected in the initial bootstrapping request (step 3 in Figure 1). Thus, an active attacker may have opportunities to change the NAF_ID as well as the IMPI value. A change of those values by an active attacker causes a denial of service attack against UE without permanent effect, since BSF would send the bootstrapping info only to valid and well-known NAF, and ignore bad or unknown NAF_ID. Afterwards, when UE accesses a NAF, which has not received the bootstrapping info, NAF would fetch this information from BSF over Zn interface as specified in [TS GBA].

Simplification of procedures

If the unsolicited push of bootstrapping information to a NAF is done, it simplifies the procedures in both BSF and NAF: 

· during bootstrapping over Ub interface, BSF pushes the bootstrapping information to the NAF, and there is no need to store the bootstrapping information in BSF.

· during the usage of bootstrapping information over Ua interface, NAF does not need to fetch the information from BSF over Zn interface, because the bootstrapping information (i.e., TID, shared secret, optional profile information) would already be in its local database. 

Also, the amount of computatuions in BSF caused by database usage can be reduced if the unsolicited push of bootstrapping information is used. During normal operation where NAF would fetch the bootstrapping information from BSF, there are several procedures related to database usage that BSF and NAF must do:

1. During bootstrapping: BSF has inserted the bootstrapping information to its database.

2. NAF searches its local database for bootstrapping information.

3. NAF requests the bootstrapping information from BSF using the TID.

4. BSF searches its database for the bootstrapping information and optionally does key derivation if needed.

5. BSF deletes the bootstrapping information entry from its database.

6. BSF returns the bootstrapping information to NAF.

7. NAF stores bootstrapping information to the local database.

8. NAF uses the bootstrapping information to authenticate the UE.

9. After Ua interface usage, NAF deletes the bootstrapping information from its local database.

For unsolicited push, the procedures related to database usage are:

1. During bootstrapping: BSF optionally does key derivation if needed and pushes the bootstrapping information to the NAF, which NAF stores to its local database. If push is successful, BSF does not store the bootstrapping information to its local database, and just deletes the information after bootstrapping procedure is over.

2. NAF searches its local database for bootstrapping information.

3. NAF uses the bootstrapping information to authenticate the UE.

4. After Ua interface usage, NAF deletes the bootstrapping information from its local database.

As can be seen from the above steps and from Table 1 below, using unsolicited push procedure, the database usage in general and especially in BSF is diminished compared to the normal bootstrapping procedure. Further more, if the unsolicited push would be mandatory, the BSF would not need database for storing the bootstrapping information at all.

	Database operations
	without push
	with push

	   Inserts
	1 in BSF, 1 in NAF
	1 in NAF

	   Searches
	1 in BSF, 1 in NAF
	1 in NAF

	   Deletes
	1 in BSF, 1 in NAF
	1 in NAF


Table 1. Database operations during GAA usage with or without unsolicited push.
3.2 Concerns raised in S3#31

This chapter addresses concerns raised in S3#31 meeting.

Bad UEs may cause network load

A concern was raised in the last meeting whether bad UEs may cause network load if they are able to trigger unsolicited push of bootstrapping information to NAF or list of NAFs.

The concern is valid, if UE would be allowed to send a list of NAF_IDs to BSF as was proposed in [S3-030729].  However, during the meeting it was clarified that bootstrapping is done everytime a new NAF is contacted and that bootstrapped security association (i.e., TID, and the NAF specific session key Ks_NAF) is used with only one NAF. Thus, UE can only trigger the unsolicited push of bootstrapping to one NAF – not to a list of NAFs. If UE tries to send a list of NAF_ID to the BSF, BSF should ignore such a request.

Authentication method decision

It was unclear in the previous contribution [S3-030729], who does the authentication method decision: UE or application server.

As can been seen from the updated sequence diagram (see Figure 1), it can be either application server itself (i.e., NAF if GBA is used), or UE itself if it knows beforehand that GBA is acceptable with application server (e.g., PKI portal in subscriber certificate enrollment case).

HTTP Digest AKA integrity protection is too weak

A concern was raised in the last meeting whether the password used in HTTP Digest AKA (i.e., XRES, which can be as short as 32 bits) may be too weak. However, an active attacker that discovers the password still cannot, e.g., discover the secret shared between UE and the network. It is able only to replace TID (in message11) and cause DoS attack on UE without permanent effect. 

4. Proposal

We propose to add the unsolicited push mechanism described in this contribution to the bootstrapping procedure described in 3GPP TS 33.220 [TS GBA]. There is a pseudo CR attached to this contribution implementing the required changes on the TS.

References

[TS GBA]
Draft 3GPP TS 33.220: “Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture”, Rel-6.

[S3-030729]
“UE triggered unsolicited push from BSF to NAFs”, Nokia, S3#31,
Link: S3-030729.























































_1136638194.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		









2. UE prepares to bootstrap.  If it already knows the NAF, it may send the NAF_ID to the BSF as well. 







1. UE contacts a NAF. NAF requires UE to authenticate using GBA.







                  = new in bootstrapping







NAF_ID? = zero or one NAF_ID







11.







9.







10.







7.







6.







5.







4.







3.
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